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Preserving Data-Privacy Cooperative Control of Discrete-Time
Multi-Agent Systems

Lingying Huang, Rong Su, Maode Ma, Yun Lu, Bohui Wang, Zhijian Hu

Abstract— With the rapid advancements of communication
technology, distributed cooperative control has emerged as a
promising approach, enabling participants to perform control
based on their neighbouring agents, thereby facilitating a faster
response and more flexibility. However, the privacy concerns
must be addressed not only on the external adversaries but
also on the internal adversaries, to encourage the participant to
join this cooperative network. In contrast to existing literature,
our study considers the scenario where participating agents
are unaware of whether their neighbouring nodes inject noises,
leading them to directly use the received data in control. We first
design the noise injection scheme to ensure the mean-square
consensus while preserving privacy in discrete-time multi-agent
systems (MASs) and then derive the upper and lower bounds of
the convergence rate. After that, we study the covariance matrix
of the maximum likelihood estimate on the initial state of other
agents based on the internal adversary’s local information. The
feasibility of (e, 0)-differential privacy is characterized. Simula-
tions of a practical cooperative adaptive cruise control illustrate
the effectiveness of the Privacy-Preserving Cooperative Control
(PPCCQ).

I. INTRODUCTION

Distributed cooperative control between multi-agent sys-
tems (MASs) has been widely used. A general principle
of distributed cooperative control is that all the participat-
ing agents aim to achieve an identical dynamic state via
this control based on their neighbouring information. This
kind of control could reach a faster response and more
flexibility compared with a centralized one, therefore, has
been extensively used in distributed sensor networks [1],
formation control [2], and etc. However, directly sending the
participants’ sensitive data to their neighbouring agents may
deter them from joining this cooperative control manner. In
addition, under some observability conditions, the sensitive
data may even be inferred perfectly by the curious nodes
in the MASs which are not neighbours of the current node
by leveraging the update rule of all the other agents. Due
to the above two problems, the study for exploring privacy-
preserving mechanisms is encouraged.

In the context of distributed cooperative control, achiev-
ing consensus implies that all participating agents’ states
become identical, thereby eliminating the need for privacy
preservation once consensus is reached. However, our focus
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lies in preserving the initial state of each participating agent
throughout the cooperative consensus process. This is crucial,
as the initial state may reveal sensitive information such as
position and velocity, which can disclose personal details
like home address or driving behaviour. Mo and Murray [3]
design a time-correlated noise process to conceal the trans-
mitted state while guarantee cooperative consensus. Then the
estimation error with respect to the maximum likelihood of
the initial state based on the received noised data trajectories
and the actual one is derived which further characterizes
the privacy level. Huang et al. [4] study agents with scalar
outputs to reach a neighbourhood of the actual consensus
with probability subject to differential privacy (DP). In their
mechanism, the consensus accuracy is sacrificed in order to
improve the privacy level. Note that DP has been defined
and applied to preserve individual privacy in a dataset [5],
where are discussed more to solve the first-order consensus
problems in MASs [6], [7]. The optimal distributed esti-
mation based on the local received noised data is derived
by He et al. [8] and the resilient estimation is derived by
Fiore and Russo [9] using (e, §)-DP. Wang et al. [10] extend
the above setup to multivariable dynamic MASs. We only
make review based on the work on discrete-time MASs
since the individual agent will update its state after receiving
neighbour’s measurements and then inject noise for next
communication, in which both require processing time and
it is unrealistic and costly to inject noise all the time. It
is shown in the literature that the stabilization problem for
the discrete-time is essentially more difficult than that of the
continuous-time counterpart [11].

Note that in the above literature, the agents not only
transmit the noised data to their neighbouring node, but
also use the noised data to make control. This simplifies
the study, since the average state of the closed-loop systems
can then evolve as an open-loop system [12]. However, in
practice, they may not have knowledge of whether the trans-
mitted information has been perturbed to preserve privacy.
Therefore, they will directly interpret the received data from
their neighbours as the “actual states” of their neighbours,
and the control is then made based on both the “actual
states” of their neighbours and themselves. It should be
emphasized that, in this scenario, the control of each node
is based on the noised neighbouring information along with
the actual own state information. In addition, to preserve its
own state information, a noise will be added before sharing
to neighbours. The main difficulty is that due to the mismatch
of the control signal in MASs, the noise influence will always
be injected into the average side. Without careful design, it
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is shown in Li et al. [13] that the consensus may not be
reached. On the other hand, [10] only considers the privacy
analysis for the external adversaries with full knowledge of
transmitted data, while how the internal adversary which is
a curious node to derive estimates of other nodes based on
its local information set is not studied.

The two problems are tackled in this paper. We first study
the impact of the added noise on the consensus side. We
derive the conditions to ensure mean-square consensus and
then obtain the lower and upper bounds of the mean-square
convergence rate (Theorem 1). Later, since a better guess
can be obtained giving the whole trajectory, we derive a
maximum likelihood initial state estimate of other node given
the local observation information set that is shown to be a
sufficient statistic for estimating (Theorem 2). Therefore,
the error covariance with respect to the maximal estimate
and the initial state to the internal adversary can be derived.
At last, given the error covariance, we characterize the
possible (g,)—DP that could be achieved by this control
(Theorem 3).

The rest of the paper is organized as follows. The problem
formulation is given in Section II. The main results are shown
in Section III. Simulation results are shown in Section IV and
the conclusions are summarized in Section V.

Notation: N (N, ) is the set of (positive) natural numbers.
R and R™ (C™) represent the set of real numbers and
n—dimensional real (complex) column vectors, respectively.
We use (-) T, || - || to represent the transpose and 2-norm of
(+), respectively. For the matrices A € R"*™ and B € RP*4,
A ® B € R™>"™1 represents their Kronecker product. Let
p(A) and ||Al|r the spectral radius and Frobenius norm
of matrix A, respectively. The identity column vector and
matrix are 1,, and I,,, respectively, and their sizes are m.

II. PROBLEM FORMULATION
A. Network topology

We model the network composed of N agents as a graph
G ={V,E}, where V = {1,2,..., N} is the set of vertices
representing the agents, £ C V' x V represents the set of
edges, and (7,j) € FE if and only if (iif) agent 7 and j can
communicate directly with each other. In this paper, we start
with the undirected and connected graph G, i.e., a;; = a;;.
The neighbourhood of sensor i is defined as NV; 2 {j € V :

(i,j) € E,j #i}.
B. Privacy-Preserving Cooperative Control (PPCC)

To prevent the local information from leaking to its neigh-
bours, each agent will add random noise at each iteration for
local data exchange. Let 2 (k) € R™ be the data sent out
by node ¢ in iteration k:

zi(k+1) = Az;(k)+ Bu;(k), z] (k) = z;(k) +w;(k), (1)

where
wi(k) =K > ag(z] (k) — (k). 2)
JEN;
We assume that w; (k) are some predefined noises with zero
mean, and E[w;(k)w," (k)] =0,Vj,i € V and j # i.

%

Remark 1. As an important application, the consen-
sus algorithm can be easily extended to study privacy-
preserving cooperative adaptive cruise control to reach
formationability. Specially, given the formation vector h =
[, hg,....,h}]T € RN", the following control protocol is
adopted to study the formation problem of the discrete-time
MAS (1):

wilk) = K S ay((@f (k) = hy) = (@i(k) = b)), 3)

JEN;

where h; — h; is the desired distance vector between agent
i and agent j. In addition, we assume A(h, — h;) =
h;—h;,¥i,5 € V, which represents the physical requirement
of cruise control that all the agents aim to have the same
velocity. Therefore, by letting a new variable &;(k) = x;(k)—
hi, the formation consensus problem will be equivalent to
study the consensus problem in the previous system setup

(D-(2).

Define
w(k) & [x] (k), 23 (k),...,xxn (k)] e RM™,

et (k) 2 [x] T (k), x5 " (k), ..., 2k (K)]T € RN, (@)
w(k) 2 [w] (k),wq (k),...,wy(k)]" € RN

Then the evolution (1)-(2) can be written in a compact form:
x(k+1) =Ax(k) + W(k),
BE ) e p, arjw;(k)
W (k) 2 ?K > jen, a2jw; (k) , o)

BK ZjENN aNjwj(k)
where A = Iy ® A— L® BK and L = [I;;] € RV*V is the
Zle/\/i ag, ifj=i
—a;j, otherwise

If w(it) = 0,Vt < k € N, z(k) is deterministically
determined by x(0). We denote the state without privacy-
preserving protocol as 6(k). The recursion of 8(k) follows:

0(0) = z(0),0(k + 1) = A0(k). (6)
For external adversaries which may have access to all the
transmitted information, z(0) will be leaked.

In addition, we also consider the internal adversaries which
are curious but honest nodes aiming to infer the other agents’
initial state. Without loss of generality, we only consider the
case for agent ¢ = N. Denote the 1-hop neighbour of agent
N as Ny = {j1,...,Jm - Define

C = [ €4, €j. EN ]T ® In S R(m+1)n><Nn (7)
where e; denotes the ith canonical basis vector in RN with
a 1 in the ¢th entry and zeros elsewhere. The information set
of agent IV at k can be defined as

Z(k) = {zn(0),y(0),...,y(k)}, (3
where y(k) = Cat (k) = Cx(k) + Cw(k). We assume that
(A, C) is observable and (A, C') is known by agent N. It is
worth noting that node N can perfectly infer z(0) if (A, C)
is observable and w(k) = 0, Vk € N.

From above analysis, the noise is needed either for the
external adversaries and the internal adversaries. Denote the
maximum likelihood estimate of 2:(0) given Z(k) as 6(0|k),
the variance of which is defined as P(k). Since Z(k) C

Laplacian matrix where [;; =
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Z(k + 1), we have the following proposition:

Proposition 1. P(k) is non-increasing, i.e., P(k1) > P(k2)
if k1 < ko

In addition, since P(k) = E[(6(0]k) — 2(0))((0|k) —
2(0)) "] > 0, the following limit is well defined:
As a result, the matrix F;; indicates the optimal estimation
performance that agent N can achieve on the initial state
x;(0), where P;; € R™*™. To preserve the privacy of
the initial condition x;(0), we need to ensure that Pj; is
sufficiently large.

III. MAIN RESULTS

In this section, we first consider the impact of added noise
w(k) on the performance of consensus side. Next, we study
the estimation performance, and then the (e, )-differential
privacy (DP) can be obtained from estimation performance
analysis.

A. Convergence Rate
Definition 1 (Mean-square consensus). The multi-agent sys-
tem (1)-(2) is said to reach mean-square consensus if

Jim E[lzi (k) — 2;(R)|*] = 0,%i # j,i.j €V, (10)
where B indicates the expectation over noise process {w(k)}.

Let
A 1N1;
e(k) = (In — ) @ Ina(k) (11
be the error of the MAS. From the fact that Loly = O,
15Lc = 0, and E[w;(k)] = 0, it is easy to verify that the
mean-square consensus is reached if and only if

Jim Ele' (k)e(k)] = 0.

— 00

Then we define the mean-square convergence rate

. 3
sup E[eT (Ke(R)] |~
e(0)#0 € (0)e(0)

We first establish the sufficient conditions to ensure mean-
square convergence, i.e., v < 1. In preparation, we first
introduce a lemma which illustrates the relationship between
the upper bound of | M|/ and p(M) when p(M) < 1, for
M is a square matrix.

v £ lim (12)

k—o0

Lemma 1. []10, Lemma 2] Consider a square matrix M €
R"X", Assume that M = Qdiag{Jy,...,Jm}Q "}, where
J. € C" %" is the Jordan canonical block corresponding
to the eigenvalue \.(M), r = 1,...,m. If p(M) < 1, the
following statement is true for k € N, :

[ MF¥||p < BE™ 1 p* (M), (13)
where # £ maxi<,<mi{n-} and S £
(n+)
VAl QI AIQ | p s

Theorem 1. For any initial condition z(0), x(k) reaches
mean-square consensus if the following conditions hold:
1) The control gain K is designed such that
p(Tm) <1,m=2.3,...,N,

14
L = Udiag{0, \a, ..., AN}U T, (19

where T, & A — \,BK for m =2,3,...,N, U =
[ w1 un | is the orthogonal matrix with u; €
RN foric V.

2) The added noises {w;(k)},Vi € V satisfy
|E[w; (k1)w, (k)] ||r < B(k1, k2) 0" T*2 Vi ky € N,
15)
where U(k1,k2) € Ft(a,N x N) is a binary non-
negative polynomial, and o € N is constant.

Additionally, the convergence rate satisfies

Paz <7 < max{e?, pha0}:
where par = max{p(Ty,),m =2,3,...,N}.

(16)

Proof. Define W (k) 2 ((Iy — lNlN )® I,)W (k). Combin-
ing (5) and (11), the recursion of e(k) follows
k—1

)+ Y AR (),
t=0
. a7
where the first equation holds since ((Iy — %) QI,)A=
A((Iy — %) 1,). Since E[W (k)] = (Iy — 234) @
L)E[W (k)] = 0, we have E[e(k + 1)] = A*e(0) +
Ty AFTIPR[W (#)] = AFe(0). Therefore, to ensure the
mean-square convergence, one requires p(.A) < 1 which is
equivalent to condition 1) [12, Lemma 3.1].

e(k+1) = Ae(k) + W (k) = AFe(

In addition,

Ele(k)"e(k)] =e" (0)(A") T A%e(0)

k—1
+E[( AT (1)

t=0

ZAkltW

From (14), using the property of Kronecker product
gives that A = (U @ I,)A(U ® I) with A =
diag{A,Ty,..., Ty} and (Iy — 22) 9 I, = (U ®
N-1
—
I,)diag{0,,, I, ..., I,}(U ® I,)T. Then we derive that
e (0)(A*)T Ake(0)
eT(0)e(0)
_ (T (O0)diag(0,,, (T5) TS, ... (%) TT%)1¢(0)
¢T(0)¢(0) ’
where ((0) = (U ® I,,) "z(0). It gives that
Ele(k) Te(k)] eT(0) (AN TARe(0) _ oy
T oM T L0 > T = Pmax>
c=z0 €(0)Te(0) T coyx0 e’ (0)e(0)

which completes the proof of the left inequality in (16).

Meanwhile, let

Z-Ak 1— tW ZAk 1— tW
A R

0<s,t<k—1
where w(k) = (U ® IL,)"W(k), and O(t,s;k) =
diag{0,,, (T5~ =1 Trs=s=1 . (0k-=HTrk—==1}. Sub-

(18)
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stituting the expression of W (k) in (5) into (18):

N
m=21i,jEV 0<t,s<k—1
N N

Um,iUm,j

E[(BK Z aipwp(k))T(anitil)TanisilBK Z ajqwq (k)]

p=1 g=1

Together with the requirements that E[w,(k)w, (k))] =

0,Vp # q € V, the above equation further becomes
N N

=2 D Dttt tiptiyy
m=24,5€V p=1
Y Elwy (R)(BE) (L) TN BEw,(s)].
0<t,s<k—1
Since tr(M, M) < (tr(M," My))"/2(tr(My M))'/? =

||M1|| || Mz||F for any two compatible square matrices M
and M, we have
Elw, (k)(BK) " (T}~ T BEw,(s)]

=tr (BK)"(TL, ") TT% "' BKE[w,(k)w, (s)]) (19)

<[IBKIBIIT I p I8~ F IE[wy (k)w, ()] £
With (14), (15) and Lemma 1, (19) is upper bounded by
B BE(3(k—t=1)""" (k—s—1)" " pri = 720(t, 5)0"
which is further upper bounded by

52||BKH%k2nizU(kv k)(max{pmaz Q})2k72
From the above analysis, one has
Ele(k) Te(k
p EEB)Te(b)]
e(0)#£0 e(0)Te(0)
k2ﬁ6 k. k ma 2k—2
<P 4 qup FOE )(maf{p o)
e(0)#£0 e(0) Te(0)
A N N
where ¢ = Zm=2 Zz‘,jev szl | U, iUm, jQipGjp| > 0.
Since klim (k**U(k, k))1/* = 1, (20) further implies that
— 00

v < max{o?, p2,..}, which completes the proof. O

ma

(20)

Remark 2. Note that if the noise is selected such that o <
Pmaz> the mean-square convergence rate is a constant value,
i, ¥ = p2 .. Which is only related to the communication
topology and the choice of the control gain. Therefore, in
this case, to ensure a faster convergence rate, one can either
tune the communication topology (see possible methods in
[14]) or the control gain to make p.,q. as small as possible.

Example 1. One possible design of added noises
{w;(k)},Vi € V satisfying (15) is as follows:

1) At time k, the agent i generates a Gaussian random
noise v;(k) with zero-mean and covariance %,;. We
assume that {v;(k)}icv ken are jointly independent.

2) Each agent then adds a random noise w; (k) to its state
x;(k), where

Ui(o)a

wl(k) = { kai(k) _ Qk—l lfk =9

otherwise.
21

Uz(k — 1),

B. Estimation Performance

We first reduce the state by removing zy (k), since = (k)
is known by agent N. Thus, the study on 6(0|k) which lies

on RN™ can be shrunk to the study on RV =17 Let §;(k) =
N —1. By (6), one has 0(k) =

0i(k)—On(k), fori=1,...,
07 (k),...,0% ((k),05(k)]T € RN", which leads to
- 7 A 01+
Ok+1) = ix©BK A 0(k),
where Ly = [ ani an(n-1) ] € RIXV-1) A =

In-1®A—L®BK and L = [[;;] € RN"DX(N=1 yith
Lij =1l —In;,Vi,5 € V\{N}

Let us further define

w(k) 2w (k),wy (k), ..., wi_y (k)]
C2l¢, &, 1T @I, e RmMnx(N-1n,
where ¢&; denotes the ith canonical basis vector in RV L,
Define the reduced state vector (k) € RV=U" such that

ik 4 1) =Az(k) + W(k),

BK Zj\]?l arjw; (k)

c R(N_l)n
e»)

W(k‘) _ BKZ -1 GQJU}J (k‘) : (23)
BKZ =1 aNJwJ(k’)
with 1n1t1a1 condition  Z(0) = [z] (0) —
zN(0),..., 24 1(0) — 2%(0)]T. Finally, the reduced
measurement §(k) € R™" is defined as

j(k) = C(2(k) + @(k)).

Remark 3. Ir is worth noticing that in general, Z(k) +
Iv-1 @an(k) # ] (k), 23 (k), ..., o1 (k)]

Since (A,C) is observable, it is not difficult to
prove that (A,C) is also observable. Define the infor-
mation set based on the reduced measurements f(k) =
{zn(0),wn(0),...,wn(k),9(0),...,9(k)}. The following
theorem establishes the equivalence between Z(k) and Z (k).

(24)

Theorem 2. For any k € N, there exists an

invertible  linear transformation from  the  row
vector [x,(0),y"(0),...,y" (k)] to the row vector
[23(0), wi(0), ..., wi (k) §7(0), ..., 5" (k).
Proof. Define
(k) £ 2] (k)=af (k). ax_y (k) =z f (k)] T € RV=D™,
and e.(k) = z,.(k) — Z(k). By (5) and (23), we have that
er(k+1) =Ae (k) + [ain, ..., av—1)n] " ® (BKwy(k))

=Ae, (k) + L}, ® BEwy(k),
where the second equality holds since a;; = a;;.Since
e-(0)=0,Vk eN,

k
ep(k+1)=> A"'L{ @ BKwy(t). (25)
t=0

We will then prove Theorem 2 by induction. By (23)-(24),
' (0)=[5(0)" + Cly-1®an(0)",24/(0) +wy(0)].
Hence, Theorem 2 holds when k = 0. Suppose that Theorem
2 holds when k£ = ¢, we want to prove that it still holds when

k =t + 1. By induction, we only need to prove that
1) wy(t+1) and §(¢t + 1) can both be written as linear
combination of the variables in Z(¢ + 1);
2) y(t+ 1) can be written as a linear combination of the
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variables in Z(t + 1).
It is easy to verify that

g(t+1)
ylt+1) - [ wn(t+ 1) ]
_ { CAy_1@an(t+1) +e(t+1)) }
an(t+1) '

Together with (25) and (5), which states that e,.(t+1), x5 (t+
1) can be obtained given Z(t) (or Z(t)), the proof is
completed. O

By Theorem 2, Z(k) is a sufficient statistic for estimating
x(0). Define P(k) as the covariance of the maximum like-
lihood estimate of z(0) given {7(0),...,y(k)}. From (23)-
(24)

y(k) =

Let G : RW=Dn _ RIN-1n be the linear mapping
such that W (t) £ Guw(k), from (23), G is well-defined.
Here, we only consider the added error satisfying Example 1.
We will leave the general study of P(k) in the future.
By (21), one further has Zt Wi(t) = CY0_ At (0) +
C’Zf ) o' ARG (t) 4 CoFo(k), which implies that

C(A*Z(0) +

Zt:o g(t)/o° 2(0)
: = H(k)z(0) + F (k) : ;
i U(t)/o* (1)
where 3(k) £ [o] ()......vf_, (k)] T € ROV-Dm,
éZ?:O At/QO
H(k)= : ,
éZf:O -"It/Qk
and
~ é -
F(k) = CG/e C ) |
éjk_.la/gk CN«Ak—Q'G/Qk—l C’

then the covariance of the maximum likelihood estimate [15]
satisfies
P(k) =

(26)
The design of noise will affect P(k) which will further
influence the differential privacy as studied in the next
subsection.

C. Differential Privacy

Denote the probability space generated by {w(k)} as
(Q, F,P) and D = RV=1" is the set of all possible initial
conditions Z(0). We define a binary “adjacency” relation Adj
on D, such that two initial conditions #(1)(0) and (?)(0)
are adjacent iif the Euclidean distance between them is no
greater than d, i.e.,

O @ a L i [E00) =220 < d,
Adj(31)(0),22(0)) = { 0, otherwise.

Let us write £(0|k) = [£1(0]k),...,&n-1(0|k)] be the

maximum likelihood estimate of 7(0) given Z(k). Clearly,

[HT (k) (F(k)(Iy@diag{Z:}} ) F T (k)T H (k)]

Z;(0|k) is a mapping from D x 2 — R™ written as
2i(0lk) = M; 1 (2(0),w), #(0)e Dwe. (27

Definition 2 ((¢, §)-DP). The mapping M, i reaches (e, ¢)-
DP for Adj if for all Borel-measurable S C R" and
adjacent initial conditions ¥ (0) and £ (0), the following
inequality holds:

P[M; (1 (0),w) € 8] < e P[M; (22 (0),w) € S] + 6.

After deriving P(k) by (26), it will converge to P =
[Pij]i,jEN\{N} in (9) when k — oo.

Theorem 3. If P;; > 0, then for any k € N, the mapping

M; 1, achieves (e, §)—differential privacy for Adj, if € > 0,

0<d<0.5and
(p(Pyi))~*d

9e (K+VEK?+2¢) <1, (28)
where K = Q~1(8) and Q(x \/7f exp(— 2)du.

Proof. From subsection III-B, we know that Z;(0|k) =
2;(0) + g;(k), where ¢;(k) is a random variable with mean
0 and variance P;;(k) € R™*"™. In addition, P;;(k) > P;; =
TTT. Since P;; > 0, one has T is non-singular. Let qu =
SUP 4gj (2, (0.0 0) I T (@:(0) — 2 (0)]l2 = (p(Pii))~2d,
Gi(k) = T</(k), then the variance on each element of ¢/ (k) is

no smaller than 1 and each element is independent with each
other. By [16, Theorem 3], we can complete the proof. [

Remark 4. Theorem 3 characterizes multiple choices
of (e,8) given the added noise mechanism. Note that
(K + VK?+2¢) can be bounded by O(ln(%))%/g
[16]. From Theorem 3, given fixed 6, one has & >
O(ln(%))%(p(Pi,;))’%d, which means that if P;; is larger,
one can have higher privacy level since € can be smaller
given fixed 0.

IV. SIMULATIONS

In this section, we consider the application of cooperative
adaptive cruise control where each agent follows [17] with

1
a=lo tle=] | 29)

with a sampling period 7 > 0 and x;(k) is the configuration
variable of agent ¢ at time kh, where the first and second
element of it represent the position and velocity, respectively.
The cooperative adaptive cruise control reaches a fixed for-
mation h, = [p1,...,pn]|" € RY if the following condition
holds

lim () —

k—o0

T T
[pi 0] I'=0.

It is easy to verify that A([p;, 0]
[pj,O]T. By remark 1, for given control (3) and system
evolution (1), by letting z;(k) « x;(k) — [p;,0] . the
cooperative formation consensus can be transformed into
the consensus problem considering system (1)-(2). After
obtaining z;(k) from the evolution of (1)-(2), the true state
can be realized by setting z;(k) « z;(k) + [p:, 0] .

We consider the communication topology between the
5 vehicles as shown in Fig. 1. In addition, let 7 =

—x;(k) = [pj, 0] (30)
.

T [ps,0]") = [pi, 0] -

1
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Fig. 2: Demonstration of empirical formation error between
node 7 to node 5.

1 | .
0 50 100 150 200 250 300
Stepk

Fig. 3: Demonstration of convergence Rate.

p; = (5 —i)dom with dy = 26m, x,(0) = [150,20]7,
72(0) = [120,20]7, x3(0) = [80,22]", x4(0) = [60,18] T,
x5(0) = [30,20]7, and K = [1,2]. Note that the choice
of K satisfies the condition 1) in Theorem 1 with py,q, =
0.9482. To preserve the initial state not be leaked to the
initial adversaries, we design noise following Example 1 with
¥, = diag{1,10} and 0 = 0.8 < ppqz. Then from Theorem
1, we have v = p2 .. = 0.899. Without loss of generality, we
only plot formation error and the unbaised optimal estimate
covariance of other nodes on node 5. The trajectories of
empirical E[||(z; (k) — [p:,0]") — 25(k)||2],Vi € V' \ {5}
implementing over 1000 trials are plotted in Fig. 2. We then
randomly generate 10 initial state and plot the empirical

1
expectation for (%T:(gj)]) " over 100 trials. The result
is shown in Fig. 3, where for each initial condition, the
empirical expectation converges as time goes to infinity, and
tends to mean-square convergence rate shown in the blue

dashed line as derived from Theorem 1.

V. CONCLUSION

In this paper, we propose the PPCC which generates the
control signal based on the perturbed received neighbour data

and the actual state data since the participating node does
not know that the received data is perturbed and will take
them as the actual state from other agents. We first derive
the conditions to ensure the mean-square consensus and
then derive the upper and lower bounds of the convergence
rate. We then study the covariance matrix of the maximum
likelihood estimate on the initial state of other agents based
on the internal adversary’s local information. The possible
(e, 0)-differential privacy is further characterized. At last, the
simulation provides a practical cooperative adaptive cruise
control to illustrate the effectiveness of the PPCC. The future
work direction includes studying the state with randomness
and then designing a privacy-preserving estimator before
injecting transmitted noises.
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