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Abstract—This letter investigates the path planning of multi-
robot systems for high-level tasks described by Boolean specifi-
cations and security constraints. We assume that the behavior
of each robot can be identified and partially monitored by a
passive intruder. The problem aims to plan an optimal path
for each robot such that the tasks expressed in conjunction,
disjunction, and negation for trajectories and final states are
coordinately completed. The security constraints require that the
intruder should never infer the final locations of a set of robots
called secret robots. In order to solve this problem, labeled Petri
nets are adopted to model the mobile capability of the multi-
robot systems. Then an integer linear programming problem is
proposed to find an optimal solution (if it exists) such that the
Boolean specification is fulfilled, while the securities of secret
robots are preserved. Finally, the effectiveness of the proposed
method is illustrated through several simulation studies.

Index Terms—Labeled Petri net, Cyber-security, Multi-robot
system, Boolean specification, Path planning

I. INTRODUCTION

MULTI-ROBOT systems (MRSs) are extensively em-
ployed in industrial systems, intelligent logistics sys-

tems, and automated warehouses since they can coordinately
finish complex tasks with high efficiency [1], [2]. The path
planning of multiple robots plays an essential role in the
analysis and management of MRSs. The conventional research
on path planning mainly concentrates on low-level tasks that
are characterized as determining the optimal paths for a
group of robots to optimize some factors such as travel time
and distance, while adhering to certain requirements, e.g.,
obstacle avoidance, task assignment, time window constraint,
and collision-free execution [3]–[5].

Path planning for high-level tasks that are expressed by
linear temporal logics (LTL) and Boolean specifications at-
tracts considerable attention in recent decades [6]–[9]. It is
shown that these high-level tasks can be used in many practical
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problems, such as task gathering, patrolling path planning, and
intelligent navigation [10]. Due to the compact representation
of the state space of MRSs, Petri nets (PNs) are widely used
to plan the paths of multiple robots to achieve some given
high-level tasks [11]–[13]. The trajectories of the MRSs and
the Boolean specification tasks can be transformed into a
set of linear constraints [13]. Therefore, the path planning
problem of MRSs for Boolean specification tasks can be
optimally resolved by solving an integer linear programming
problem (ILPP). This method is further extended to handle
general LTL problems in unknown maps [14]. However, it
mainly concentrates on the viability of LTL tasks and does
not ensure the optimality of paths. Instead of transforming
the Boolean specification tasks into linear constraints, control
places are designed to implement the logical constraints of
tasks according to the structural characteristics of PNs, and an
efficient ILPP is developed in [15].

In order to cooperatively finish sophisticated tasks, each
robot needs to interact with the control center via networks.
However, it may threaten the privacy and security of the
system if the information is observed and some key behav-
iors are inferred by an external intruder. Therefore, security
preserving problems in the robot task planning problems
receive much attention in recent years [16]–[18], e.g., the
information flow security requirement of the system can be
characterized by the notion of opacity, and the task planning
can be viewed as an accessibility problem [19]. In [16], the
problem of planning an optimal infinite path for a single robot
to fulfill LTL tasks with security constraints is introduced. It
is assumed that the behavior of the robot can be acquired by
a passive intruder. The security constraints require that the
intruder should never infer the initial location of the robot.
Based on the graph search techniques in the product of the
twin-WTS and the Büchi automaton, an efficient algorithm is
developed. However, few efforts deal with the security and
privacy path planning problem in the multi-agent scenario,
where the security and privacy of each individual robot in
the system should be considered.

In this letter, we study the path planning of MRSs for
Boolean specification tasks with security constraints. We as-
sume that the behavior of each robot is partially monitored by
an external intruder via a generic observation mapping. Our
goal is to find a plan for each robot of the system such that
the Boolean specification tasks are fulfilled with minimal cost
while the final positions of some robots are preserved against
the external intruder.

Recently, the path planning of MRSs for LTL tasks with
security constraints is reported in [18]. Compared with [18],
our work has the following main differences. First, the security
constraint in [18] requires that the intruder can never identify
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for sure that some specific individual agent is executing the
secret tasks. In our work, however, the security constraint
requires that the intruder should never infer the final (or
initial) locations of the secret robots. Second, the approach for
handling multi robots in [18] is to construct the entire product
automaton by considering the N -product state-space. In this
work, we use Petri nets to model MRSs, which is known to
be more efficient without explicit state-space enumeration.

The main contribution of this work is summarized as
follows. First, labeled Petri nets are adopted to model the
mobile capability of the MRSs and the observation structure of
the intruder, such that the state-space explosion of MRSs can
be avoided. Second, some methods are proposed to transform
the Boolean specification tasks and the security constraints
into linear algebraic constraints. Third, an ILPP is developed
to obtain an optimal path for each individual robot such that
the final positions of the secret robots are preserved. Finally,
the developed approach is further extended to the situation
where the initial positions of the secret robots are preserved
against the external intruder.

This letter is structured in six sections. Some necessary pre-
liminaries are introduced in Section II. Boolean specification
tasks and problem formulation are presented in Section III. A
security-preserving planning method is developed in Section
IV. In Section V, case studies are proposed to illustrate the
effectiveness of the proposed approach. Finally, a conclusion
is given in Section VI.

II. PRELIMINARY

A Petri net (PN) is a 4-tuple N = (P, T, Pre, Post), where
P is a set of n places represented by circles; T is a set of
m transitions represented by bars; Pre : P × T → N and
Post : P × T → N are the pre- and post-incidence functions
that specify the arcs, respectively, which are also denoted by
matrices Nn×m, where N = {0, 1, 2, . . .} represents the set of
nonnegative integers. The incidence matrix is defined by C =
Post−Pre ∈ Zn×m, where Z = {0,±1,±2, . . .} denotes the
set of integers.

A marking is described as an n-component vector M ∈ Nn
and the number of tokens of place p at marking M is denoted
by M(p). A PN system 〈N,M0〉 is a net N with an initial
marking M0.

A transition ti is enabled at M if M ≥ Pre(·, ti), denoted
by M [ti〉, where Pre(·, ti) represents the column of the matrix
Pre associated with transition ti. An enabled transition ti may
fire yielding a new marking M ′ with

M ′ = M + C · ~ti, (1)

where ~ti is an m-dimensional firing vector corresponding to
the i-th canonical basis vector.

Let σ = t0t1 . . . th be a sequence of transitions with length
h, a transition t ∈ T appears in sequence σ is represented
by t ∈ σ. The notation M [σ〉 represents that σ is enabled at
M and M [σ〉M ′ represents that the firing of σ yields M ′.
We denote by ~σ ∈ Nm the firing count vector whose i-th
component represents the number of times that transition ti
appears in sequence σ.

A labeled Petri net (LPN) is a 4-tuple G = (N,M0, E, λ)
where N is a PN, M0 is an initial marking, E is the alphabet
(a set of labels), and λ : T → E ∪ {ε} is a labeling function
which maps each transition t ∈ T a label e ∈ E or the empty
word ε [20].

In this letter, we assume that the intruder has complete
knowledge of the system but partial observation of the be-
havior of each individual robot [7]. Therefore, the transition
set T can be further divided into the set of observable
transitions To and the set of unobservable transitions Tu, where
T = To ∪ Tu and To ∩ Tu = ∅. Moreover, if t ∈ To then
λ(t) = e ∈ E, otherwise λ(t) = ε. Note that, a label e can
be associated with more than one transition. We denote by
T (e) = {t ∈ To|λ(t) = e} the set of transitions associated
with the same label e ∈ E.

The labeling function can be extended to a sequence σ =
t1t2 . . . th ∈ T ∗, such that λ(ε) = ε if σ = ε; otherwise
λ(σ) = λ(t1)λ(t2) . . . λ(th). We denote by w ∈ E∗ the word
that is observed with the sequence σ ∈ T ∗ fires. We use
M1[w〉M2 to represent that there exists a sequence σ ∈ T ∗

such that w = λ(σ) and the firing of σ ∈ T ∗ at M1 yields
M2. We denote by σo ∈ σ (resp., σu ∈ σ) the sequence of σ
composed of the observable (resp., unobservable) transitions
and ~σo (resp., ~σu) the corresponding firing vector.

In this work, we consider a group of k identical robots
R = {r1, r2, . . . , rk} moving in the same workspace S =
{s1, s2, . . . , sn} that is partitioned into n cells. Let < = (S,R)
be an MRS, it can be easily modelled by an LPN [7], [12].
Particularly, we model a cell s ∈ S by a place p ∈ P
and the movement of a robot from cell s to an adjacent
cell by a transition t. In addition, each transition t ∈ T is
assigned a label e ∈ E ∪ {ε} to denote the observation of the
corresponding movement from the intruder’s point of view.
For example, when a robot moves from cells si to sj , the
observed word w for the intruder will be w = λ(tq), where
tq is a transition of the LPN G that models the movement.
Note that if cell sj is unobservable for the intruder, then the
observed word will be empty, i.e., w = ε. We mention that
the LPN model for the MRS < is a particular subclass of PNs
called state machine where each of its transition has exactly
one input place and one output place.

s1 s2 s3 s4

s5 s6 s7

s9 s10 s11

s16s15s14s13

s8

s12

e1 e2 e3 e4 

Robot r1

Robot r2

Fig. 1. A multi-robot system of Example 1.

Example 1: Let us consider an example that consists of two
robots working in a 4×4 workspace as shown in Fig. 1, where
S = {s1, s2, . . . , s16} and R = {r1, r2}. Each movement of
the robot will generate an observation according to the column
information of the destination (when the robot moves to the
first, second, third, and fourth columns, the labels e1, e2, e3,
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and e4 will be triggered, respectively). Note that cell s8 (the
gray cell) is an unobservable cell which means that every
movement to s8 from its adjacent cell will not be observed
by the intruder, i.e., the observed word for the intruder will
be ε.

The LPN model G for the MRS < = (S,R) is shown in
Fig. 2. It consists of 16 places P = {p1, p2, . . . , p16} (each
of which represents a cell), 48 transitions T = {t1, t2, . . . ,
t48} (each of which represents a movement of a robot
from one cell to another adjacent cell), and four labels
E = {e1, e2, e3, e4}. Transitions in colors green, red, o-
range, blue, and black represent that their labels are e1,
e2, e3, e4, and ε, respectively, i.e., T (e1) = {t2, t3, t4,
t16, t17, t18, t30, t31, t32, t44}, T (e2) = {t1, t6, t7, t8, t15, t20,
t21, t22, t29, t34, t35, t36, t43, t46}, T (e3) = {t5, t10, t11, t12,
t19, t24, t25, t26, t33, t38, t39, t40, t45, t48}, T (e4) = {t9, t14,
t27, t37, t41, t42, t47}, and Tu = {t13, t23, t28}. ♦

p2
t1

t2

t5
p3

t10

t9

t4 t3 t8 t7 t12 t11 t14 t13

p5
p6

t15

t16

t19 p7

t24

t23

t18 t17 t22 t21 t26 t25 t28 t27

p9
p10

t29

t30

t33 p11

t38

t37

t32 t31 t36 t35 t40 t39 t42 t41

p13 p14

t43

t44

t45

p15 t48

t47

p1
p4

p8

p12

p16

t6

t20

t34

t46

Fig. 2. The LPN model corresponding to the MRS in Fig. 1.

III. BOOLEAN SPECIFICATION TASKS AND PROBLEM
FORMULATION

In this section, we give the definition of the task speci-
fication and the security constraint, and formulate the path
planning problem.

A. Task specification and security constraint

Task specification: In an MRS, robots need to work coop-
eratively to finish a global task. In this letter, we consider a
high-level task described by a Boolean specification formula.
We denote by Ω = {Π1,Π2, . . . ,Π|Ω|} the set of regions of
interest, where region Π represents a set of cells of interest.
The basic unit of the Boolean specification formula is an
atomic proposition in Ωt∪Ωf , where Ωt = {Π1,Π2, . . . ,Π|Ω|}
and Ωf = {π1, π2, . . . , π|Ω|}. Each atomic proposition Π ∈ Ωt
(resp., π ∈ Ωf ) represents that region Π should be visited
or avoided along the trajectories (resp., at the final state).
The Boolean specification formula is defined as the logical
relationship (i.e., conjunction ∧, disjunction ∨, and negation
¬) between atomic propositions.

Particularly, the global task for the MRS is given as a
Boolean specification formula ϕ of the following form:

ϕ = Y ∧A ∧ U. (2)

• The sub-specification Y = y1 ∧ · · · ∧ yq represents the
logical requirements on the task regions, where

yi =
∨

Π∈Ωyi

Π, Ωyi ⊆ Ωt. (3)

It requires that at least one of the cells of region Π whose
atomic proposition Π belongs to Ωyi should be visited
along the trajectories.

• The subspecification A represents the logical require-
ments on the forbidden regions that should be avoided,
where

A =
∧

Π∈Ωa

(¬Π) = ¬(
∨

Π∈Ωa

Π), Ωa ⊆ Ωt. (4)

It requires that all cells of region Π whose atomic
proposition Π belongs to Ωa should always be avoided
along the trajectories.

• The sub-specification U = U1 ∧ · · · ∧ Ud represents the
logical requirements on the final regions, where

Ui =
∨

π∈Ωui

π, Ωui ⊆ Ωf . (5)

It requires that at least one of the cells of region Π whose
atomic proposition π belongs to Ωui

should eventually be
occupied by a robot.

Security constraint: In this letter, we assume that the
intruder has the full knowledge of the MRS, i.e., the map of the
workspace S, the initial location/state of each robot (modelled
by the initial marking M0 of the LPN model). The internal
state of the system is not directly available to the intruder
during the execution of the task. However, the behavior of
each robot can be identified and partially monitored by the
intruder via the labeling function and the observed word [16].

In the rest of the letter, we denote by Mi,j the i-th state
of robot rj ∈ R and by ρj = M0,j [σu1,j 〉Mu1,j [σo1,j 〉Mo1,j

. . .Muh,j
[σoh,j

〉Moh,j
a path trajectory starting from an initial

state M0,j for robot rj , where h ∈ N is a designed parameter.
We assume that a robot can advance maximum one cell at each
state (i.e., ‖~σoi,j‖1 ≤ 1, ‖~σui,j‖1 ≤ 1, i = 1, . . . , h), hence the
maximum intermediate states (markings) of each robot is 2h.
Recall that σo and σu denote the observable and unobservable
firing sequence, respectively.

Let Rs ⊆ R be a set of secret robots whose final s-
tates need to be kept confidential for safety, the security
constraint requires that for each secret robot rj ∈ Rs,
there should exists another different path trajectory ρ′j =
M0,j [σ

′
u1,j
〉M ′u1,j

[σ′o1,j 〉M
′
o1,j . . .M ′uh,j

[σ′oh,j
〉M ′oh,j

starting
from the same initial state M0,j such that:

λ(σo1,j ) . . . λ(σoh,j
) = λ(σ′o1,j ) . . . λ(σ′oh,j

) (6a)

Moh 6= M ′oh (6b)
(6)

The first condition implies that the observation of the paths
ρ and ρ′ of a secret robot are identical from the intruder’s
point of view, and the second condition indicates that the final
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states of the two paths ρj and ρ′j should be different. As a
consequence, the intruder cannot determine the final states of
the secret robots.

B. Problem formulation

Combining the results discussed above, we formulate the
security-preserving multi-robot path planning problem as fol-
lows.

Problem 1: Given an MRS < = (S,R) that contains k
mobile robots R = {r1, . . . , rk}, a known workspace that
contains n cells S = {s1, . . . , sn}, a Boolean specification
task ϕ in the form of (2), and a set of secret robots Rs ⊆ R,
we aim to plan a path trajectory (if it exists) for each robot
such that both the Boolean specification task and the security
constraint are achieved at the final state while the total travel
distance of the MRS < is minimized.

IV. PLANNING ALGORITHM

In this section, we present some methods to transform the
logical Boolean specification and the security constraint into
linear algebraic constraints. Then, we develop an ILPP to
obtain an optimal solution for Problem 1.

A. Logical Boolean specification

For each sub-specification yi ∈ Y , we define an n-
component characteristic vector vyi = [vyi(1), . . . , vyi(n)] ∈
{0, 1}1×n, where

vyi(j) =

{
1 if sj ∈ Π & Π ∈ Ωyi ,

0 otherwise.

It is easy to observe that, for an intermediate marking Mi,j , if
vyi ·Mi,j ≥ 1 holds , then the sub-specification yi is satisfied.
We denote by VY = [vy1 , . . . , vyq ] the characteristic matrix of
sub-specification Y .

For each sub-specification Ui ∈ U , we define vui =
[vui

(1), . . . , vui
(n)] ∈ {0, 1}1×n as the characteristic vector

of Ui and VU = [vu1
, . . . , vud

] as the characteristic matrix of
U . In particular,

vui
(j) =

{
1 if sj ∈ Π & Π ∈ Ωui

,

0 otherwise.

Similarly, the characteristic vector of sub-specification A is
defined as VA = [va(1), . . . , va(n)] ∈ {0, 1}1×n and va(j) =
1 if sj ∈ Π and Π ∈ ΩA, otherwise va(j) = 0.

The logical Boolean specification (2) can be transformed
into a set of linear constraints as follows:

VY ·
k∑
j=1

h∑
i=1

(Mui,j +Moi,j ) ≥ ~1, (7a)

VA ·
k∑
j=1

h∑
i=1

(Mui,j
+Moi,j ) = 0, (7b)

VU ·
k∑
j=1

Moh,j
≥ ~1. (7c)

(7)

Note that
k∑
j=1

h∑
i=1

(Mui,j
+Moi,j ) and

k∑
j=1

Moh,j represent the

number of visiting times of each cell along the trajectories

and the number of robots located in each cell at the final
state, respectively. Therefore, constraint (7a) imposes that for
each characteristic vector vyi there exists at least one marking
Mi,j that satisfies vyi ·Mi,j = 1, which means that at least
one robot rj will complete the task corresponding to sub-
specification yi. Constraint (7b) guarantees that all robots will
never enter the forbidden regions along their path trajectories.
Finally, constraint (7c) implies that each final region will be
occupied by at least one robot at the final state.

B. Security constraint

Let L : T ×E → {0, 1} be the labeling incidence function
that specifies the label corresponding to each transition, where
L(i, j) = 1 if λ(ti) = ej ∈ E, otherwise, L(i, j) = 0. Note
that for an unobservable transition ti, the row of the matrix L
associated with transition ti will be all zeros, i.e., L(i, ·) = 0.

As we discussed in subsection III-A, the planned path
trajectory of a secret robot rj ∈ Rs starting from an initial
state M0,j can be represented as:

ρj = M0,j [σu1,j〉Mu1,j
[σo1,j 〉Mo1,j . . .Muh,j

[σoh,j
〉Moh,j

.

In order to satisfy the security constraint for a secret robot rj ,
it is required that there exists another different path trajectory
starting from the same initial state M0,j such that

ρ′j = M0,j [σ
′
u1,j
〉M ′u1,j

[σ′o1,j 〉M
′
o1,j . . .M

′
uh,j

[σ′oh,j
〉M ′oh,j

.

In the following proposition, we show how to represent the
security constraints by linear algebraic constraints.

Proposition 1: The security constraint (6) can be trans-
formed into a set of linear constraints as follows:

Mui,j
= Moi−1,j + C · ~σui,j

,

Moi−1,j
− Pre · ~σui,j

≥ ~0,
Moi−1,j

= Mui,j
+ C · ~σoi,j ,

Mui,j − Pre · ~σoi,j ≥ ~0,

 (8a)

∑
t∈To

~σoi,j (t) ≤ 1,
∑
t∈Tu

~σui,j (t) ≤ 1, (8b)

M ′ui,j
= M ′oi−1,j

+ C · ~σ′ui,j
,

M ′oi−1,j
− Pre · ~σ′ui,j

≥ ~0,
M ′oi−1,j

= M ′ui,j
+ C · ~σ′oi,j ,

M ′ui,j
− Pre · ~σ′oi,j ≥ ~0,

 (8c)

∑
t∈To

~σ′oi,j (t) ≤ 1,
∑
t∈Tu

~σ′ui,j
(t) ≤ 1, (8d)

Mo0,j = M0,j , M
′
o0,j = M0,j , (8e)

LT · σoi,s = LT · σ′oi,s ,∀rs ∈ Rs, (8f)

y ·M ′oh,s
− y ·Moh,s

+ zs ·H ≥ 1,

y ·M ′oh,s
− y ·Moh,s

− z̄s ·H ≤ −1,

y = [1, 2, . . . , n],

zs + z̄s = 1, zs, z̄s ∈ {0, 1}, ∀rs ∈ Rs,

 (8g)

i = 1, 2, . . . , h, j = 1, 2, . . . , k, (8h)
(8)

where H ∈ R≥0 is a constant satisfying H ≥ n.
Proof: Constraints (8a), (8c), and (8h) guarantee the

correctness of the path trajectory according to (1). Constraints
(8b) and (8d) imposes that a robot can advance maximum
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one cell at each state. Constraint (8e) ensures that the starting
positions of the two path trajectories ρj and ρ′j are identical.
Constraint (8f ) indicates that the observations of ρj and ρ′j
for a secret robot rs ∈ Rs are equivalent at each state from
the intruder’s point of view, which consequently implements
condition (6a).

Constraint (8g) ensures that the final positions of the two
path trajectories will be different as follows. Suppose that the
final positions of the two path trajectories are identical, i.e.,
M ′oh,s = Moh,s. Equation (8g) can be simplified as:

zs ·H ≥ 1, (9a)

−z̄s ·H ≤ −1, (9b)

zs + z̄s = 1, zs, z̄s ∈ {0, 1}. (9c)

(9)

To satisfy Eqs. (9a) and (9b), it must be z̄s = 1 and zs = 1.
However, in this situation condition (9c) is violated. Therefore,
the final positions of the two path trajectories for secret robots
are different, i.e., M ′oh,s 6= Moh,s.

C. Path Planning for MRS with an ILPP

Combining the above results, we develop an ILPP to solve
the security-preserving multi-robot path planning for Boolean
specification tasks (i.e., Problem 1) as as follows:

minw ·
k∑

j=1

h∑
i=1

(~σui,j + ~σoi,j )

Mui,j = Moi−1,j + C · ~σui,j ,

Moi−1,j − Pre · ~σui,j ≥ ~0,
Moi−1,j = Mui,j + C · ~σoi,j ,

Mui,j − Pre · ~σoi,j ≥ ~0,

 (10a)

∑
t∈To

~σoi,j (t) ≤ 1,
∑

t∈Tu

~σui,j (t) ≤ 1, (10b)

M ′
ui,j

= M ′
oi−1,j

+ C · ~σ′
ui,j

,

M ′
oi−1,j

− Pre · ~σ′
ui,j
≥ ~0,

M ′
oi−1,j

= M ′
ui,j

+ C · ~σ′
oi,j ,

M ′
ui,j
− Pre · ~σ′

oi,j ≥ ~0,

 (10c)

∑
t∈To

~σ′
oi,j (t) ≤ 1,

∑
t∈Tu

~σ′
ui,j

(t) ≤ 1, (10d)

Mo0,j = M0,j , M
′
o0,j = M0,j , (10e)

LT · σoi,s = LT · σ′
oi,s , ∀rs ∈ Rs, (10f)

y ·M ′
oh,s
− y ·Moh,s + zs ·H ≥ 1,

y ·M ′
oh,s
− y ·Moh,s − z̄s ·H ≤ −1,

y = [1, 2, . . . , n],

zs + z̄s = 1, zs, z̄s ∈ {0, 1}, ∀rs ∈ Rs,

 (10g)

i = 1, 2, . . . , h, j = 1, 2, . . . , k, (10h)

VY ·
k∑

j=1

h∑
i=1

(Mui,j +Moi,j ) ≥ ~1,

VA ·
k∑

j=1

h∑
i=1

(Mui,j +Moi,j ) = 0,

VU ·
k∑

j=1

Moh,j ≥ ~1.


(10i)

(10)

Note that the goal of Problem 1 is to plan a path trajectory
for each robot such that both the Boolean specification and
the security constraint are achieved at the final state, while the
total travel distance of the MRS is minimized. The objective
function of (10) accounts for the total travel cost/distance of
the MRS, where w = [w(t1), w(t2), . . . , w(tm)] is an m-
dimensional non-negative vector corresponding to the distance

associated with each transition. Note that the parameter h is a
predesigned number, and 2h represents the maximum interme-
diate states (markings) of each robot. Constraints (10a-10h)
conjointly enforce the security constraints, and constraints
(10a-10e) and (10i) conjointly enforce the Boolean specifica-
tion tasks. The optimal solution σj = σu1,j

σo1,j . . . σuh,j
σoh,j

(j = 1, ..., k) of ILPP (10) represents the sequence of the firing
count vector of the MRS that corresponds to the trajectory of
each robot.

Complexity discussion. The optimization problem (10) is a
standard ILPP whose computational complexity is commonly
characterized by the numbers of variables and constraints.
Problem (10) has at most 4k · h · (n+m) + 2k variables and
k·h·(8n+m+4)+2k·n+3k+2n+1 constraints. In practice, it
can usually be efficiently solved by linear programming tools
such as LINGO and CPLEX.

Remark 1: The security-preserving multi-robot path plan-
ning algorithm can be easily extended to the situation where
the intruder does not know the initial state (i.e., position)
of each individual robot but has the information of the final
state (i.e., marking Mh,j) due to some reasons. However, the
intruder may infer the initial positions of the secret robots
through the observation of the execution of the task. We aim
to plan a path trajectory for each robot such that the initial
positions of the secret robots will be hidden for the intruder
at the final state. This problem can be solved by replacing
constraints (10e) and (10g) with the following constraints:

Moh,j
= Mh,j , M

′
oh,j

= Mh,j , (10′e)

y ·M ′o0,s − y ·Mo0,s + zs ·H ≥ 1,

y ·M ′o0,s − y ·Mo0,s − z̄s ·H ≤ −1,

y = [1, 2, . . . , n],
zs + z̄s = 1, zs, z̄s ∈ {0, 1}, ∀rs ∈ Rs,

 (10′g)

V. SIMULATION RESULTS

In this section, the effectiveness of the developed security-
preserving multi-robot path planning algorithm is illustrated by
the MRS < discussed in Example 1. The developed algorithm
is implemented by MATLAB with YALMIP subroutines.

There exist two robots r1 (blue one) and r2 (red one) com-
pleting tasks in the workspace. Initially, r1 and r2 are located
in cells s1 and s16, respectively. We assume that the set of
regions of interest is Ω = {Π1,Π2,Π3,Π4,Π5,Π6}, where
Π1 = {s5}, Π2 = {s10, s15}, Π3 = {s13}, Π4 = {s6},
Π5 = {s3, s12} , and Π6 = {s11}. The global task for the
MRS < is as follows:

ϕ = (Π1 ∨Π3) ∧Π2 ∧ (¬Π5) ∧ π4 ∧ π6,

where Ωy1 = {Π1,Π3}, Ωy2 = {Π2}, ΩA = {Π5}, Ωu1
=

{Π4}, and Ωu2
= {Π6}. It requires that at least one of cells

s5 or s13 (orange cells in Fig. 3) and one of cells s10 or
s15 (blue cells in Fig. 3) should be visited along the planned
trajectories, respectively. Cells s3 and s12 (yellow cells) belong
to the forbidden region Π5 that should always be avoided.
Cells s6 and s11 (green cells) belong to the final region Π4

and Π6 that should be visited by a robot at the final state,
respectively.
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(a) case 1: Rs = {r1}.
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(b) case 2: Rs = {r2}.

s1 s2 s3 s4

s5 s6 s7

s9 s10 s11

s16s15s14s13

s8

s12

e1 e2 e3 e4 

(c) case 3: Rs = {r1, r2}.

Fig. 3. Simulation results of MRS < for the Boolean specification task ϕ and different security constraints Rs.

For the MRS < with Boolean specification task ϕ, three d-
ifferent security constraints are investigated and the simulation
results are shown in Fig. 3. For exemplification purposes, we
consider the unitary distance vector w = ~1 for ILPP (10). Let
Rs = {r1}, which means that the final state of the robot r1

needs to be hidden. By assuming that the maximal number of
intermediate states (markings) of each robot is 8 (i.e., h = 4)
and solving ILPP (10), we can obtain one of the optimal
transition firing sequences starting from the initial state as
follows:

robot r1 : t3t17t18t15,
robot r2 : t48t40,

with total travel distance equals six. These sequences corre-
spond to two actual path trajectories (solid line) as depicted
in Fig. (3a). In addition, we also present a possible path of
r1 (dash line) that has the same observations as the actual
one from the intruder’s point of view. It is easy to observe
that r1 takes extra movements before arriving region s6 in
order to meet the security requirement. The simulation results
in Figs. (3b) and (3c) correspond to the situation where
Rs = {r2} (i.e., r2 is a secret robot) and Rs = {r1, r2}
(i.e., both r1 and r2 are secret robots), respectively.

VI. CONCLUSION

In this letter, we study the path planning of MRSs for
Boolean specification tasks with security requirements. By
modelling the mobile capability of the MRSs with labeled
Petri net models, an optimal ILPP solution is developed to
plan a path for each individual robot of the system such that
the Boolean specification task is fulfilled with the minimal
cost, while the final positions of a set of secret robots are
preserved against the external intruder. In addition, we show
that the developed approach can be easily extended to the
situation where the initial positions of some robots need to be
hidden. In future work, we would like to extend the developed
approach to other types of security constraints, e.g., k-step
opacity.
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