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Identification of Malicious Activity in Distributed Average Consensus
via Non-Concurrent Checking
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Abstract— We consider the problem of average consensus in
a network system under a fixed, undirected communication
topology, when there are malicious nodes present that may try
to influence the average calculation. In the setting considered,
the average consensus is performed by the nodes in a distributed
fashion using a linear iterative algorithm. We assume malicious
nodes can manipulate, in an arbitrary manner, the value of
their state in the aforementioned algorithm; the problem is
then to check whether or not each node is correctly performing
the updates of its state. To address this problem, we propose
a distributed algorithm whereby each node is in charge of
checking the updates performed by its neighboring nodes based
on information that it receives from them and also from
the neighbors of its neighbors. The algorithm leverages ideas
from non-concurrent error detection schemes and its main
advantage is that information from two-hop neighbors is only
needed infrequently—a relaxation that significantly reduces the
communication overhead associated with the requirement to
make such information available.
Keywords: Agents-based systems, Distributed control, Fault
detection, Network analysis and control

I. INTRODUCTION AND MOTIVATION

We consider network systems consisting of a set of
nodes that can share information with neighboring nodes
via connection links, forming an interconnection topology,
which can be described by a graph. In such systems, it is
often necessary for all or some of the nodes to calculate a
function of certain parameters, referred to as initial values,
held locally by the nodes [1], [2]. For example, when all
nodes calculate the average of these initial values, they are
said to reach average consensus. Due to its usage in nu-
merous distributed control, computing, and communication
applications, distributed algorithms for average consensus
have been researched extensively (see, e.g., [1]-[5]). An
important class of such algorithms rely on a linear iteration
whose convergence is asymptotic (see, e.g., [1], [2], [4] and
the references therein). This paper focuses on the problem
of detecting/identifying malicious nodes in a network system
during the execution of such average consensus algorithms.
In our setting, malicious nodes are loosely defined as nodes
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that are performing incorrect updates in an attempt to ma-
nipulate the outcome of the average consensus algorithm.

To address the problem, we propose a linear iterative
scheme that allows each node of a network system to check,
in a distributed fashion, whether or not its neighboring
nodes have performed their updates correctly. The proposed
distributed scheme, which is based on the centralized non-
concurrent error detection and identification scheme in [6],
relies on additional (internal) state variables that are main-
tained at each node for monitoring purposes. The update per-
formed by each node of said variables uses information from
two-hop neighbors only periodically (instead of requiring
such information at each iteration). Note that, if such rwo-hop
information is available at each iteration, then the checker
node can essentially emulate the computations that each of
its neighboring nodes under check is supposed to perform,
and verify (separately, for each of its neighbors) whether its
updates are correct; this is essentially the approach taken in
[71-19]1.

The main contributions of the paper are as follows. In
comparison with [6], which focused exclusively in sparse
errors, i.e., transient faults injected by some nodes at specific
time steps, the errors injected by malicious nodes in our
setting are not necessarily sparse, i.e., a malicious node may
be introducing errors in its value at every iteration. Then,
unlike the algorithm proposed in [6], our algorithm is able
to detect such non-sparse errors as long as they accumulate
over time to a nonzero value between the periodic checks
performed by the algorithm. By contrast with the schemes
proposed in [7]-[9], the non-concurrent checking scheme we
propose in this paper does not require each node to maintain
a different monitor for each of its neighbors and, perhaps
more importantly, it requires information from the two-hop
neighbors only once every few iterations; thus, significantly
reducing communication requirements.

In the paper we will not elaborate on ways to handle
malicious nodes once they are declared as such (or when
they try to incriminate other nodes by providing incorrect
information or assessments) because one can proceed using
a variety of existing techniques. For example, one can rely on
a separate mechanism to inform non-malicious nodes about
which node(s) has (have) been declared malicious, and non-
malicious nodes can continue their iteration while ignoring
the malicious nodes (see, [7]-[10]). In addition, one could
use the approach in [11] to ensure that nodes completely
remove the effects of malicious nodes on the computation
of the average. Alternatively, one could use the approach
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proposed in [12] to limit the effect of malicious nodes on the
computation; however, such approach would only guarantee
reaching consensus to a value between the minimum and
maximum value of non-malicious nodes.

II. MATHEMATICAL BACKGROUND AND NOTATION

A. Graph-Theoretic Notions and Communication Model

A directed graph (digraph) of order N (N > 2), is defined
as G = (V,€), where V = {v1,vq,...,un} is the set of
nodes and £ C V x V — {(v;,v;) | v; € V} is the set of
edges. A directed edge from node v; to node v; is denoted by
(vj,v;) € &, and indicates that node v; can send information
to node v;. A digraph is called undirected, denoted G, =
\V,€), if (vj,v;) € £ implies that (v;,v;) € €. In such case,
the set of nodes that can send/receive information directly
to/from node v;, which we denote by N, is referred to as
the neighborhood of v, i.e., N; = {v; € V | (vj,v;) € £} =
{vy € V| (v;,v;) € £}. Each element of N is referred to
as a neighbor of v; and the cardinality of A;, which we
denote by Dj, is referred to as the degree of node v;. We
say that G,, is connected if for each pair of nodes v;,v; € V,
v; # v;, there exists a path from v; to vj, i.e., we can find
a sequence of nodes v; =: vy, vy,,...,v;, = v; such that
(vi,,,,v,) (thus, necessarily (v; ,v;. ,,)) belongs in £ for
T=0,1,...,t -1

r+1)

B. Distributed Average Consensus in Undirected Graphs

Consider a network system, captured by an undirected
graph G, = (V,€), in which each node v; € V has an
initial value V. Average consensus aims to have all the
nodes CalCLII\]late the average of their initial values, denoted
by V = # The algorithm we consider in this section
is iterative. Specifically, each node v; maintains a scalar state
variable x;[k] and updates it at each iteration k as follows:

zilk + 1] = pjjz[k] + > pjixilk] (1)
UiGNj

where ;0] = V;, v; € V, and the p;;’s are constant weights.
If we let z[k] = [x1]k], 22[K], ..., zn[K]]T, then the iteration
in (1) can be written in matrix form as

z[k 4+ 1) = Pz[k], z[0] = [Vi,Va,...,VN]T, (@

where P = [pj;] is the weight matrix with the constraint that
the entry p;; at its jth row and ¢th column satisfies p;; = 0
if v; ¢ Nj U{v,}. The nodes are said to reach asymptotic
average consensus if limy_,o, 2;[k] = V for all v; € V.

As stated in [4], [13], the necessary and sufficient condi-
tions for the iteration in (2) to asymptotically reach average
consensus are: (i) P has a simple eigenvalue at 1, with left
eigenvector 1% and right eigenvector 1y (where 1y denotes
the all ones column vector with IV entries), and (ii) all other
eigenvalues of P have magnitude strictly less than 1. If
one focuses on nonnegative weights, these conditions are
equivalent to P being a primitive doubly stochastic matrix.
In the case of an undirected graph, there are very simple
ways for the nodes to choose the weights in a distributed

manner so that P forms a primitive doubly stochastic matrix
[2]. For example, assuming the nodes know the total number
of nodes N or an upper bound N’ > N, each node v; sets
the weights on all of its incoming links to be p;; = ﬁ for
all v, € N and pj; = 1— % for i = j (zero otherwise). It is
easy to verify that P will be a symmetric doubly stochastic
matrix and it will be primitive as long as G, is connected.

III. NON-CONCURRENT CHECKING FOR IDENTIFYING
FAULTY/MALICIOUS NODES

In this section, we propose a scheme for non-concurrent
error checking in the distributed average consensus algorithm
in (1). The idea is based on having each node v; check for
errors introduced by other (faulty or malicious) nodes in its
neighborhood ./\/] To this end, node v; needs to maintain
some additional (internal) state variables, which it updates
based on information that it receives directly from these
nodes at each iteration, as well as information that it receives
periodically, namely once every K iterations, from its two-
hop neighbors, i.e., the neighbors of its neighbors. Node v;
also needs to maintain one additional variable to send to all
of its two-hop neighbors every K iterations so that these
nodes can perform their checks on their neighbors.

Definition 1: A node v; that participates in the average
consensus computation in (1) is called malicious if during
at least one iteration k, the update of its value x;[k + 1] is
incorrect, i.e., for some iteration k, we have z;[k + 1] =
pjix;lk] + Zuie/\fj pjixi|k] + ej[k] for a nonzero e;[k].

A. Model of Subgraph to be Checked by Node v;

In the remainder we assume the following holds.

Assumption 1. Consider a connected undirected graph G,, =
(V, €) where nodes are executing a linear update of the form
in (1) to reach average consensus. Each node v; is aware of
the local topology around it up to two hops, i.e., it is aware of
its neighbors and the neighbors of its neighbors (i.e., the set
N; @ .= N;jU(Uy,en;Ni)), as well as their interconnections
and weights used by them in the update in (1) (i.e., the set
of weights {pi; | vi,v; € J\/j@) U{v; D).
Assumption 2. Each node v; is capable of two types of trans-
missions, namely, (i) broadcasting messages that are received
by all of its neighbors N}, and (ii) two-hop broadcasting
messages that are received by all of its neighbors and all
the neighbors of its neighbors (i.e., all nodes in its two-hop
neighborhood ./\/']-(2)). Furthermore, we assume that both types
of transmissions are associated with a unique node ID that
allows receiving nodes to identify the sending node.

Remark 1: Messages to two-hop neighbors can be sent in
various ways, e.g., by transmitting at a higher power. This is
likely to be more expensive and undesirable and is one of the
reasons we propose a scheme that uses such transmissions
less frequently (once every K iterations). The ID of the node
that sends a message is needed to be able to identify the
correct weighting factor in the calculations and to properly
declare which nodes are malicious.

We now provide a model describing the part of the
consensus algorithm in (1) to be checked from errors by each
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node. For ease of notation and without loss of generality, we
describe the model from the point of view of node vy, which
it is assumed to have n — 1 neighbors, whose labels are such
that N7 = {vo,v3,...,v,}. In addition, we assume that v;
has m > 1 two-hop neighbors, whose labels are such that
NP\ (N U{v1}) = {0ns1: Vns2s ooy Unm . [Since G, is
strongly connected under Assumption 1, if m = 0, it follows
that node v; can directly communicate with all nodes which
eases its task.]

With the above notation at hand, the first n entries of
vector x[k| in the iteration in (2) can be written as

qlk +1] = Ag[k] + Bulk] , 3)

where q[k] = [z1[K], z2[K], ..., w,[K]]T is an n-dimensional
vector, ulk] = [vn11[k], Tnialk], -y Tnimlk]]T is an m-
dimensional vector (with w;[k] = x,4:[k]), A is an n X n
matrix with entries A(j,¢) = P(j,¢) for 1 < 4,5 < n, and
B is an n x m matrix with entries B(j,7) = P(j,n+ 1) for
1 <j <nand 1 < i < m. Effectively, the nodes in the
set A7 U {v1} form a subnetwork and all other nodes that
influence one or more nodes in this subnetwork (i.e., nodes
in the set 1(2) \ (N1 U{v1}) are treated as exogenous inputs
to this subnetwork. Note that the first row of matrix B is
zero since the update of x1[k + 1] only depends on the x
variables of neighbors of node v; and node v, itself.

Next, we introduce the non-concurrent error detection
scheme to be used by node v; to detect errors in (3) for
the following two cases: i) two-hop information is received
at each iteration k£ of the execution of (1), ii) two-hop
information is received every K > 1 iterations.

B. Two-Hop Information Received at Each Iteration

In order to protect against additive errors that corrupt the
value of g[k], k > 0, we use the approach in [6] and construct
a redundant version of the system in (3) of the form

rlk + 1] = Ar[k] + Bulk] , 4

where 7[k] is an (n +2d)-dimensional (redundant) state vec-
tor, and A and B are real matrices of appropriate dimensions
to be chosen (d is a positive integer parameter that determines
the number of errors that can be detected and identified, and
will be discussed later). The system in (4) is designed so
that it allows one to recover ¢[k] from 7[k] (via some linear
decoding mapping L to be determined), and to perform non-
concurrent error detection and identification.

Consider that the redundant system operates in the interval
[0, K —1] (more generally, in any K-length window where K
is a design parameter) and that during its operation within
this interval, errors may occur. More specifically, an error
elk] that occurs at time step k corrupts the state of the
redundant system at instant k£ + 1 as

r'lk + 1] = Ar'[k] + Bulk] + e[k] ,

where 7'[k] is used to distinguish the state of the redundant
system at instant k in the presence of errors from the state
at instant k, r[k], that the system would be at in the absence

of errors (note that r[k], k =0,1,2,..., K — 1, is generated
by (4) under no errors in the time window [0, K — 1]). It is
not hard to verify that

HIE] = r[K] + 3 AK el )

where r[K] is the state the system would be in at the end
of the time window if there were no errors, and e[t], t =
0,1,..., K — 1, are (n + 2d)-dimensional error vectors.

In order to design our error detection scheme, we leverage
the following particular construction of A and 5 from [6]:

_ A | 0 [ B
- CADCD} ’B_{CB}’ ©

where C' and D are real matrices of appropriate dimensions
to be chosen. Note that with the above construction and in
the absence of errors, we have that g[k] = Lr[k], where L is
an n x (n + 2d) matrix of the form L = [I,, 0], where I,, is
the n x n identity matrix. Furthermore, one can use induction

A

to show that, as long as r[0] = [ } , the state 7[t] will

satisfy r[t] = [ Calt] } for all ¢, regardless of the values of

the input vector u[t]. This means that in the absence of errors,
Qr[t] = 0 for all ¢, where Q := [—C I54] is referred to as the
parity check matrix. This also implies that if the syndrome
p[K] := Qr'[K] (which can be readily calculated at the end
of the K-length interval) is nonzero, then one or more errors
are detected; in fact, under proper choice of C, D, analysis
of p[K] can also lead to error identification [6].

Choice of Design Matrices C and D: In [6], the specific
choices for C and D aimed to identify at most d’ (d' < d)
nonzero entries in the ((n + 2d)K)-dimensional vector

z=1[eT[0], eT[1], ..., eT[K —1])T, (7)

which captures all errors that have been injected during the
K -length interval of the redundant system operation. In other
words, [6] assumes that the vector € is sparse with d’ nonzero
entries (NONZEro entry €(;, 1, (nt2d)) = € for 1 < £ < d'
captures an additive error of value €, that corrupts the i,th
state variable of r’[k] at iteration K — 1 — k). Note that iy is
an index between 1 and n+2d, ¢, is any real number, and &,
is an integer between 0 and K — 1. The choices for C' and D
were made in [6] to facilitate non-concurrent detection and
identification of such sparse errors.

Here, we are interested in detecting and identifying errors
that are injected by malicious nodes. Since a malicious node
can inject an error at each time step of its operation, the error
vector € in (7) is not necessarily sparse. In particular, if node
v;, v; € N7, is malicious then all of €, £ =i+ k(n + 2d)
for k = 0,1,...,K — 1, can be nonzero. Towards this
purpose, we set D = I4 in (6). With this choice, we can
use induction to establish that, for £k = 1,2, ..., it holds

AR o

k _
A= CAF —C | Ia
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Given the parity check matrix @) is of the form @ =
[~C I,4], one can also establish that QA* = Q for all
k=0,1,2,.... Since Qr[K] = 0, by using (5), we have that

K-1 K—-1
pIK]=Qr'[K]=Q Y ANt =Q ) elt] . (8)
t=0 t=0

Let ¢;ft], i = 2,3,...,n, be the scalar additive error
introduced by node v; at iteration ¢. Note that e;[t] is zero if
no error is introduced by neighboring node v; at iteration .
As we are describing checking from the point of view of
node vy, the error introduced by node v; can be safely
assumed to be zero, i.e., for all t = 0,1,.., K — 1, we have
ei[t] = 0 and e, ;[t] = 0 for j = 1,2,...,m (recall that
the bottom 2d variables are computed at node v;). If we use
il K] = Y1,  e4[t] to denote the total error introduced by

node v;, we can simplify (8) to p[K| = [-C' Iz4)e[K], with
T
e[K] = |0, e2[K], ... ,en[K], 0,0,...,00 . (9)
2d zeros

If we have at most d’ nonzero ¢;[K]’s, the p[K] will be a
linear combination of d’ columns of matrix —C'. Therefore,
rank conditions on the columns of C' determine our ability
to detect and identify malicious nodes based on the parity
check p[K]. The following lemma summarizes the benefits
of one such set of rank conditions.

Lemma 1: Suppose we build the monitor in (4)—(6) with
matrix C having the property that any 2d columns of it are
linearly independent. If each malicious node v; is associated
with a nonzero ¢;[K] at time instant K in (9), then we are
guaranteed (i) detection of the presence of up to 2d malicious
nodes, or (ii) identification of up to d malicious nodes.

Proof: The proof of (i) is by contradiction. If 2d (or
less) malicious nodes, say nodes %1, 2, ..., 124 that generate
nonzero errors €;, [K], €,,[K], ..., €i,,[K], go undetected, the
syndrome p[K] satisfies p[K] = 21251 C(:i)eqy [K] = 0,
where C|(:,4;) denotes the ¢;th column of C. However, this
contradicts the assumption that any 2d columns of C' are
linearly independent.

The proof of (ii) is also by contadiction. Suppose that
two different sets of d columns produce the same syndrome,
e, YL, CCGie, [K] = Y0, C(:, ji)e;, [K] where i; and
g, [K] (forl = 1,2, ...,d) correspond to one set of malicious
nodes and j; and ¢j,[K] (for | = 1,2,...,d) correspond to
the other set of malicious nodes. Then,

d d
S ClienlK] = S0 iz K] =0
=1 =1

is a linear combination that evaluates to zero and involves at
most 2d columns (perhaps less if some of them are duplicates
and their coefficients cancel out). Thus, we have reached a
contradiction. [}

Notice that if —C' is chosen to be a Vandermonde matrix

Y1 Y2 Yn

vioovi .yl
V(y17y27---7yn) = : : (10)

yit oyt Ly

with y; Z0 for 1 <i<mand y; #y; for 1 <i<j<n,
then any set of 2d columns of it will be linearly independent.
In fact, in such case one can use the techniques in [6]
to identify the malicious nodes. For example, apart from
exhaustively searching over all combinations of 2d columns
of —C (to find d or less of them that can be linearly combined
to obtain the parity p[K]), one can also use a variant of
the Petterson-Gorenstein-Zierler decoding algorithm (used
in Galois fields for decoding Reed-Solomon codes [14]) to
efficiently determine the d’ errors based on the syndrome
p[K] [6].

C. Two-Hop Information Received every K Iterations

In the redundant implementation in (4) with matrices A
and B as in (6), each node v; in the set {v1,va, ..., v, } is in
charge of updating its own state variable x;[k] and clearly
has access to the variables in u[k] that it needs (node v; is
updating x;[k] as in (2) using information from its immediate
neighbors). However, the last 2d variables of r[k] are actually
internal to node v; which is implementing the checking
scheme. Node v; clearly has access to r[k] but requires two-
hop transmissions to maintain access to u[k|. To relax this
requirement, we have node v treat u[k] as zero' at iterations
0,1,..., K — 1, so that the update (using the choices in (6)
and D = I,4) becomes

k1] = {ﬁ%} Pk + [ﬂ ull], (D

with an (additional) error of the form

5[] = — { — }u[k]

introduced at each iteration k.
Clearly, with the above updates, the error vector at the end
of the time window becomes

0
2] K] 0
SK] = | [ b, } (12)
. CBY .- “ult
o K] >t ult]
024 =315 6lt)
—_————
=¢[K]

where 0o4 (0,,) is the 2d-dimensional (n-dimensional) vector
of all zeros.

Furthermore, if the two-hop neighbors of node v; provide
the values Zf:ol u;ft] for j = 1,2,...,m (i.e., each two-
hop neighbor v,,1; provides the cumulative sum of its @y, ;
values over the time window), then node wv; can easily

Other choices of u[k] are also possible, as long as proper adjustments
are made once the cummulative sum of u[k] is received at iteration K.
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compute the adjusted syndrome p'[K] as

K—1 K—1
PK] = plK] + Q (Z 5[t1> ~ CBY ulf
t=0 t=0
This adjusted syndrome satisfies
0
, 2 [K}
PIK] = [-C Ly e[K] = —C | .
en K]
————
=2[K]

Therefore, if any 2d columns of C' are linearly independent
and the error vector £[K] has at most d’, d’ < d, nonzero
entries, then these entries can be detected and identified
based on the syndrome p'[k]. To do this, one can use any of
the techniques described at the end of the previous section
(e.g., define —C' to be a Vandermonde matrix with distinct
nonzero parameters, etc.). The proof of the following lemma
is omitted as it follows similar steps as the proof of Lemma 1.

Lemma 2: Suppose we build the monitor in (11) with
matrix C' having the property that any 2d columns of it
are linearly independent. Furthermore, assume that each
malicious node v; is associated with a nonzero ¢;[K] and that
two-hop neighbors of node v; correctly report their cumula-
tive sums at time instant K in (12). Then, we can guarantee
(1) detection of the presence of up to 2d malicious nodes
within the neighborhood of node vy, or (ii) identification of
up to d malicious nodes within the neighborhood of node
V1.

It is important to point out that the above analysis assumes
that the cumulative sums Zfigl uilt], j = 1,2,...,m, are
reported correctly to node vy by its two-hop neighbors v, ;,
respectively, at iteration K. This is not a strong assumption
because even though node v; is not in position to determine if
node v,,4; reports an erroneous cumulative sum Zf{: 51 u;[t],
all of the (immediate) neighbors of node v,,; can easily flag
this. In our future work, we plan to explore approaches that
can also handle erroneous reporting by two-hop neighbors
(by allowing additional errors, beyond errors in £[K], to be
introduced in the adjusted syndrome p’[k]).

D. Discussion

The proposed error detection and identification scheme
groups together the total error €;[K] because the objective is
to identify whether node v; is malicious. This is not restric-
tive in the sense that if node v; is identified as malicious, i.e.,
node v; is associated with a nonzero ;[ K], then the effect of
node v; on the computation can be corrected without having
to determine the individual errors that node v; injected in the
computation—all that is needed is to subtract ;K] from the
state variable of node v; and continue the average consensus
iteration (see, e.g., [15]).

It is worth noting that node v; will not be identified as
malicious if it introduces errors in the interval [0, K — 1]
but manages to have &;[K] = 0 at the end of the time
window; however, this also implies that the errors node v;

\/
/\

Fig. 1.  Left: Undirected graph G, considered in the example. Right:
Connections for the monitor implemented at node v (dotted lines indicate
periodic transmissions from two-hop neighbors).

/
\
/

introduces are not going to affect the outcome of the average
consensus scheme. This approach should be contrasted with
the approach in [6], which aims at identifying individual
errors e;[t] (for some ¢’s in [0, K — 1]). Also note that there
are ways to deal with malicious nodes that, in order to remain
undetected, inject errors such that the total error is zero at
multiples of the checking period K. One easy way to do
this is to randomize the length of the checking window (K)
by having each checker node randomly determine when to
request accumulated values from its two-hop neighbors.

Before closing these discussions, we should point out
that in practice both the average consensus and checking
processes will have to deal with finite precision issues. Thus,
one would have to carefully decide whether small nonzero
values in the parity vector p[K] are due to the presence of a
malicious node or simply due to finite precision limitations.
Some discussions and references on such issues can be found
in [6]. For example, the parameters i, Y2, ..., Yo Of the
Vandermonde matrix in (10) could be chosen to be close
to unity (or, if one is willing to deal with complex values,
equally spaced on the unit circle).

IV. ILLUSTRATIVE EXAMPLE

Consider the undirected graph G, = (V, £) of order N =
9, with V = {v1,v9,...,v9} and edges as shown on the left
of Fig. 1. The initial values of the nodes are taken to be
z[0] = [z1[0], 22[0], ..., zo[0]]T = [1, 2, ..., 9]T so that
the average is V = 5. We assume that nodes know an upper
bound N’ = 10 on the number of nodes and use weights 0.1
on all edges (and appropriate self-weights).

We now describe the non-concurrent scheme from the
point of view of node v1; however, please keep in mind that
each node in the network is doing something analogous. The
neighbors of node vy are N7 = {vq, v3, v4, v5}, Whereas the
set NP\ (NV1U{v1}) = {vg,v7} (the subnetwork associated
with node v; as a checker node is shown on the right of
Fig. 1). Therefore, in (3), we have n = 5, m = 2, ¢[k] =
[z1[k], xalk], ..., x5[k]]"; and u[k] = [zg[k], z7[k]]T, with
matrices A and B given by

06 0.1 01 0.1 0.1 0 0
0.1 0.7 0 0 0 0.1 0
A= 01 0 038 0 0|, B=| 01 0
0.1 0 0 08 0 0 0.1
0.1 0 0 0 09 0 0
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Fig. 2. Average number of two-hop messages saved at each iteration.

We choose d = 2 so that node v; can detect and identify
up to two malicious nodes, and we set

1 -1 2 =2 3
1 1 4 4 9
C=-V(L,-1,2,-23)=—| | | ¢ _g o
1 1 16 16 81
(i.e., we choose y1 = 1, yo = —1, y3 = 2, y4 = —2,

and y5 = 3) so that matrices A and B can be obtained
as in (11). The redundant state is initialized to r[0] =
[1,2,3,4,5, —12, 76, —126, —520] .

To illustrate how the nonconcurrent scheme works, sup-
pose we take K = 10 and run the iteration in (11) for
k =0,1,...,9. Furthermore, assume that the values of u [0],
up[1], ..., u1[9] are such that Ztg:() uq[t] = 45.19, and the
values of uz[0], ua[1], ..., u2[9] are such that Z?:O ug[t] =
59.98 (these values could be arbitrary).

Assume that node v3 is malicious and adds additive errors
e3[0], es[1], ..., e3]9] to its value so that 35 es[t] = 11.
We update +/[K] as in (11) and at K = 10, we have
r'[10] = [5.11, 2.99, 8.71, 5.14, 4.24, —7.46, —11.06,
—73.52, —224.32]7. We calculate p[10] = Qr’[10] and
obtain p'[10] = [ 22, 44, 88, 176 | ; as expected
p'[10] = 11 x V'(:,3) where V(:,3) is the third column of
matrix V. This implies that a total error of 11 has been added
to the variable x3 by node vs.

We also provide a simulation study to illustrate the benefits
of the proposed approach in terms of the reduction on
the number of two-hop messages that are required. More
specifically, we consider random undirected graphs of order
N = 50, where an edge is present between a pair of nodes
with probability p (independently among different pairs of
nodes). In Fig. 2, we plot, the sum (over all nodes v;) of the
number of two-hop neighbors that are not direct neighbors
of node v;. This number is directly related to the number
of messages to two-hop neighbors that are saved at each
iteration by using non-concurrent checking. We generate
each point for a particular value of p by averaging over 100
random graphs. As we can see, for p = 0.3, each node saves
on average close to 36 messages per iteration. As expected,
the savings diminish as the graphs get denser.

V. CONCLUSIONS

In this paper, we have considered the problem of dis-
tributed average consensus in the presence of malicious

nodes that may try to influence the outcome of the computa-
tion via incorrect updates. The proposed algorithm allows
each node v; to check its neighboring nodes based on
information that it receives from them directly, as well as
information that it receives periodically by their neighbors
(i.e., by the neighbors of its neighbors). The main advantage
of the proposed scheme is that it ensures that two-hop
information is only needed periodically, which significantly
relaxes the communication overhead.

In the future, we plan to explore ways to detect and iden-
tify nodes that enter nonzero errors at certain time steps but
try to avoid detection by ensuring that their cumulative error
is zero. We also plan to explore ways to handle incorrect in-
formation provided by two-hop neighboring nodes. Another
interesting future direction is towards switching (undirected)
topologies, which can take advantage of non-concurrent error
correction schemes in switched linear systems [16]. Utilizing
two-hop information to simultaneously perform checking and
speed-up convergence to the average is also an interesting
future direction.
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