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Bayesian Methods for Trust in Collaborative Multi-Agent Autonomy
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Abstract— Multi-agent, collaborative sensor fusion is a vital
component of a multi-national intelligence toolkit. In safety-
critical and/or contested environments, adversaries may infil-
trate and compromise a number of agents. We analyze state
of the art multi-target tracking algorithms under this compro-
mised agent threat model. We show that the track existence
probability test (“track score”) is significantly vulnerable to
even small numbers of adversaries. To add security awareness,
we design a trust estimation framework using hierarchical
Bayesian updating. Our framework builds beliefs of trust
on tracks and agents by mapping sensor measurements to
trust pseudomeasurements (PSMs) and incorporating prior
trust beliefs in a Bayesian context. In case studies, our trust
estimation algorithm accurately estimates the trustworthiness
of tracks/agents, subject to observability limitations.

I. INTRODUCTION

Networks of low-cost autonomous sensing agents are
proliferating in the surveillance and intelligence-gathering
space. The use of multiple sensors to track dynamic targets
has many benefits including the increased field of view
by aggregation and resilience to occlusions, false positives
(FPs), and false negatives (FNs). However, in contested envi-
ronments, adversaries may infiltrate and compromise one or
more agents. Yet, few security analyses have been performed
on networks of autonomous agents, even though it is critical
to analyze classical algorithms for multi-agent collaboration
with security in mind; especially when the collaboration
involves untrusted and potentially distrusted agents.

We consider a multi-agent surveillance problem in which
a collection of agents jointly track dynamic objects. Optimal
data fusion requires fusion of raw detections from each of the
platforms in a centralized manner [3]. We consider the clas-
sical approach of multi-sensor, multi-target tracking (MTT)
using centralized data fusion with a global nearest neighbors
data association and Kalman filter estimator [3] (Fig. 1).
We evaluate the MTT approach under a compromised agent
threat model. We assume at least one adversarially compro-
mised agent provides time-correlated FPs and/or FNs.

We test the only built-in method of integrity in MTT: the
“track score”, which is meant to filter FPs, by assigning low
scores to nascent tracks, and to be robust to intermittent FNs;
however, it was not designed with security in mind. We show
that even when benign agents outnumber adversaries, attack-
ers need only a small number of frames to establish high-
confidence FP tracks mistakenly believed to be real objects.
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Several works have proposed algorithms for “secure state
estimation”. Track score shortcomings were first noted in [7]
and a minor modification to the score function was proposed.
[11], [12] designed secure state estimation algorithms for
Byzantine attacks on sensors; [5] considered “consensus” in
the presence of malicious nodes in distributed estimation; [9]
considered decentralized tracking a dynamical system.

Our approach is orthogonal (and can be performed in
parallel) to secure state estimation and directly estimates
whether tracks and agents are trustworthy via trust estimation
(see Fig. 1). Related to trust estimation, [16] explored statis-
tical models of trust assuming binary inputs; [4] considered
vehicular ad hoc networks (VANETSs) using a distributed,
single-frame trust model to compute agent-based metrics;
[2] applied a particle filter to track trust and confidence as
an “opinion” in VANETS; [15] used graph theory to extend
Dijkstra’s shortest path algorithm to trust in ad hoc networks.

There are several shortcomings with existing approaches
to trust estimation. First, several use either binary inputs
or single-frame representations of trust ([2], [15], [16]).
This does not allow for dynamically changing, real-valued,
and uncertain outcomes. Further, few can incorporate prior
information into the trust model ([4], [15]), which is essential
with small numbers of agents and imperfect measurements.

The lack of security awareness in MTT and the inability
of existing trust models to capture prior information and
uncertainties motivates our approach to trust estimation. We
formulate the trust estimation problem in a collaborative,
multi-agent scenario within the context of Bayesian parame-
ter estimation. In this context, a-priori information is incor-
porated if available via informative priors on agent and track
trust parameters. At each timestep, sensor measurements are
used by MTT to establish tracks and estimate their states.
Our trust model also uses sensor measurements to update the
belief on the trustworthiness of those tracks and the agents.

To estimate trust from sensor measurements, we design
novel functions that map uncertain sensor data to real-valued
“pseudomeasurements” (PSMs) of trust. Trust PSMs are reals
on [0, 1] that are ad-hoc estimates of the trust from a single
frame of sensor data. We use PSMs to update the track and
agent trust in an alternating procedure inspired by conditional
Gibb’s sampling (e.g., [13]). With parametric trust priors and
a simple PSM likelihood function, the trust estimation frame-
work performs Bayesian updating of the trust distribution
parameters with closed-form, analytic equations.

We illustrate the effectiveness of our approach to trust
estimation in two distinct case studies both with and without
prior information. We consider the compromised agent threat
model and task trust estimation with ascertaining distribu-
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fusion architectures (purple) for performing inference on data from
multiple platforms (blue).

tions over the trust of all tracks and agents. Trust estimation
successfully verifies tracks on true objects as trusted and
tracks on false objects as untrusted under favorable observ-
ability conditions. Moreover, we importantly find that prior
information is highly useful in accelerating the determination
of trust/distrust in multi-agent collaboration.

This paper is organized as follows: Sec. II describes the
foundations of multiple target tracking, Sec. III shows the
vulnerability of classical MTT algorithms, Sec. IV formal-
izes our approach to trusted sensor fusion and V presents
experimental results on trust estimation case studies.

II. MULTIPLE TARGET TRACKING (MTT)

We consider multi-target surveillance where K agents are
connected to a centralized data fusion engine and share
detection-related data. The goal of multi-target surveillance
is to determine the number of objects that exist in a dynamic
scene and to estimate the states of those objects over time;
such tasks are known collectively as MTT.

FPs and missed detections of true objects, i.e., FNs, create
challenges in determining object existence. Fig. 2 illustrates a
common case of such ambiguity: one agent believes to see an
object not seen by the other agents. Naturally, questions arise
as to whether this object is real or an FP. In the following, we
present the de facto standard approach to MTT (following
e.g., [3]): a two-step algorithm for solving existence and
estimation tasks. We then formally present “track scoring”
as the classical approach to the existence determination step.

A. MTT as a Two-Step Problem
We assume that agents k =1, ..., K provide () ; > 0 de-
tections at time t. We use Z; = {2q.x,¢ Hac[1,....Qu 0l k=1,...K
as the set of detections from all agents and X, == {z;,} as
the set of all V; true object states. Formally, the objective
of MTT is to estimate the joint posterior:
Pr(Z:| X:) Pr(X¢|Z1.4—-1) 0
Pr(Zi|Z1:4-1) ’
where Pr is a probability distribution. At each step, MTT
retains a set of tracks, X, = {Z;.} as estimates of object
states. Subscripts j do not necessarily align with ¢ since X,
estimates both existence and state, e.g., Xt can have natural
FPs or FNs and both Xt, X, are permutation-invariant.
MTT usually takes a two-stage approach to reduce the
multi-object posterior to multiple single-object problems.
Instead of using all measurements to update all tracks, MTT

PI'(Xt|Z1;t) =
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Fig. 2: A malicious agent (left, red) provides an FP (O1) that is not
detected by the benign agents (black). Under what conditions can
MTT identify that O1 is an FP? That the red agent is malicious?
“Track scoring” is a natural tool for existence determination, yet, we
show it is vulnerable to many adversarial cases. Instead, we propose
to augment MTT by estimating the “trust” of tracks and agents.

often assigns measurements to specific tracks for single-track
updating (see many examples in [1], [3]). Steps include:

1) Data association: perform bipartite matching to assign
current detections, Z;, to estimated track states, Xt_l.
Often, a measurement can only be used for a single
track. Detections without a track start new tracks, tracks
without detections are considered “missed”.

Existence & state estimation: for each track, use
assigned measurements from data association to update
the track existence probability and state estimate.

2)

The measurements help the existence task reason about
whether the track represents a real object or is an FP.
The state estimation task employs an estimator such as the
Kalman filter to mix measurements and kinematic models.
Important to MTT is both agent pose (i.e., position and
orientation) and the field of view (FOV) model, ®(-), that
takes as input a point in space and determines if agent &
could reasonably observe an object at that point, if there
existed one. The FOV model is important e.g., so as not to
penalize agents and tracks for “misses’ when the candidate
track was not in the field of view of the agent to begin
with. We group both under the term “agent characteristics”,
Ay = {ag,}, and assume A, is known and uncompromised.

B. Track Existence Determination via Likelihood Scoring
A classic approach to determining whether a track repre-
sents a real object or is an FP is to “confirm” tracks when
they have received a significant number of quality measure-
ments [1], [3]. Confirmation is quantified in a process known
as track scoring [14]. It uses hypothesis testing for each track
as either real () or fake (Hy). We adopt the notation of [3]
that represents the likelihood ratio between the hypotheses as
_ Pr(ZHa) Pr(Ha) _ Pr @)
PI‘(Zt|H0) PI"(H()) ' f’F7
where Z; is the measurement data and Pr(#;) is the prior
probability of the hypotheses. The joint distribution of the
data and H; have probabilities Pr and Pr, respectively.
The likelihood ratio evaluated under the natural logarithm
is known as the “track score”. There is a direct transforma-
tion between score and the real-object (71) probability

LR(#;)

Pr

(3a,b)

P
LLR=L=log 5",
F



The initial track score is set to

Lo = log {PDBNT] 4)
Brp

where Sy, Bpp are the expected densities of new targets

and FPs, respectively. As derived in [14], temporal updates

to the track score can be made with the recursion

Li=1L;_ 1+ AL (5a)
AL, = ALp,+ .if no. assignmen.t (miss) (5b)
ALy if assignment (hit)
ALy, =logl — Pp (5¢)
Pp d?
ALp+ = log - — (5d)
(2m)/2Brpy/IS|] 2

where Pp is the probability of detecting a true object,
7 is the number of dimensions, |S| is the determinant
of the innovation covariance from the Kalman filter, and
d*> = §TS~1y where § is the innovation in the Kalman
filter. A higher Pp yields a greater penalty for a “miss”.
A “hit” updates the score as a function of how closely the
measurement matches the track’s last estimated state.

Track scoring is fundamental to the existence task and the
only statistical determination of whether a track represents a
real object. Formally, following [3], track status is:

track confirmed; L > 75
status = < continue test; Ti<L<Ts (6)
delete track; L<T.
1—
T2 = log [ﬁ] , Ti=log [ﬂ] )
le’ 11—«

with («, ) application-specific (see [1], [3]).

In what follows, we perform a security analysis of track
scoring. We show that even under a threat model when
benign agents outnumber adversaries, track scoring is vul-
nerable. This motivates the development of a novel technique
in Sec. IV that quantifies the frust of tracks and agents.

III. SECURITY ANALYSIS OF TRACK SCORING

The track score represents the belief that a track corre-
sponds to a real object vs. an FP. To motivate a formal
analysis, Fig. 3 dives into track scoring for the surveillance
problem from Fig. 2. O2 (green) is detected by all three
agents and will receive a gain contribution from each. On the
other hand, O1 (yellow) receives a gain contribution from one
agent and two losses from the misses, assuming O1 is within
the FOVs of all agents. Despite having more misses than
detections, it is not obvious whether O1 will be confirmed;
the result depends on the size of the gain/loss contributions.

Despite its statistical motivation, in what follows we find
that track scoring is vulnerable to adversarial manipulation.
We consider a simple threat model and illustrate that even
small numbers of adversaries relative to the number of benign
agents can quickly lead to incorrect confirmation of an FP.
The vulnerability arises because adversaries can create gains
that outmatch the losses from benign agents.
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Fig. 3: Track scoring represents the probability that an object exists.
Increments are calculated using gains from detections and losses
from misses. With many detections, the true-object hypothesis score
for O2 will increase. With a mix of detections and misses, the out-
come for O1 is not obvious. Theorem 1 shows the conditions under
which O2 is confirmed despite few detections and consistent misses.

A. Threat Model

We consider K, adversaries and K} benign agents. The
adversaries can provide fictitious detections of their choosing
(FPs) and/or can omit detections of objects within their FOVs
(FNs). Adversaries have no way to manipulate the data from
benign agents. We assume constant data rates — i.e., adver-
saries cannot send data faster or slower than benign agents.

B. Analysis of Track Score Updates

To perform analysis of MTT in potentially adversarial
scenarios, we first bound the change in track score between
frames. We then consider the threat model and a scenario
in which an adversary wishes to “confirm” an FP. We
approximate that all detections of the FP are from the
adversary and all misses are from benign agents to obtain
a more mathematically convenient (yet suboptimal) form.

1) Bounding Track Score Gain

The track score gain depends on the characteristics (noise,
deviation from model) of the measurement. Since an adver-
sary can completely control the measurement of an FP, he
can achieve any gain up to a maximum fixed by the sensor
characteristics and statistical models; these are set a-priori.
Prop. 1 places a bound on the maximum possible gain to the
track score for a single frame using these a-priori quantities.

Proposition 1: The contribution of any detection to the
track score is bounded (from above) by:

ALy <1

(o) Pp
® | @m)2Ber/IRT
Proof: It holds that S := HPHT + R for Kalman filter-
ing where H is the linearization matrix, P the state covari-
ance, and R the measurement covariance; { H PH T, R} >0
by construction, and

|R| < |HPH" + R| = |9

since det(A + B) > det(A) + det(B) for positive semi-
definite matrices; see e.g., [10] for proof. The contribution
of a detection hit to the log likelihood is given in (5a) and
without the —d2 /2, the contribution is bounded by

AL <log [

Pp ] <log [ Po
(2m)1/2Bpp\/1S]] (2m)7/2Brp/|R|

since |R| < |S| and log is a strictly increasing function. M



2) Bounding Change in Track Score
The following bounds the total change in track score.
Proposition 2: For D, detections and M; misses, the
change in track score in a single frame is bounded by

ALtSDthg +Mt10g[1—PD]

e
(27)7/2B8pp/|R|

Proof: The aggregation of mis
ALy = MyALp,+ + DALy ¢
AL, =log[l — Pp]

ses and hits results in

ALp; <log

Pp
(2m)1/2Brp+/|R]
using Prop. 1, which concludes the proof.

3) Natural False Positive Gate Probability is Small
All sensors exhibit noise, so any volume in the environ-
ment can contain FPs. Each volume is statistically indepen-
dent and the FP density is modeled as a constant, 5pp. The
number of FPs in a bounded volume V¢ is widely modeled
as a homogeneous Poisson point process [1], [3]
n,—A
FiNer = ) = 2
with Ngp a number of FPs and A = Vo S8rp.
Measurements are assigned to tracks in Step 1 of MTT if
they satisfy the gating criteria. Simply put, a measurement
is allowed to update a track if they are statistically “close
to” each other (i.e., if the measurement is within the “gating
volume” of the track). It is possible for a natural FP to be
close to an established track and satisfy the gating criteria;
we consider the probability of this occurrence in Prop. 3.
Proposition 3: In an environment with constant FP den-
sity Srp, at least one natural FP will be within the gating
volume Vg of an existing track with probability 1—e~VeArr,
Proof: Suppose a confirmed track exists and on a round
of measurements the volume of its gating region is V(z. Then,

=1-F(Npp=0; Ag) =1—¢e "¢ =1—¢ Valrr,
|

®)

)

concluding the proof.

4) Track Score Under Threat Model

Finally, we consider that the adversary wishes for MTT to
believe an FP is a real object. Specifically, we assume the
adversary wishes to provide false detections to achieve FP
confirmation via the track score as quickly as possible in the
presence of benign agents that are providing negative results
(i.e., no detections). Theorem 1 asserts the minimum number
of frames, T,;,, after which the score of an FP is above the
confirmation threshold — i.e., an FP is confirmed.

Theorem 1: Given K, adversaries and K} benign agents
observing a volume element, without aligned benign FPs, an
adversary can establish a valid track in 7,,;, steps, where

To — log |:PDBNT:|

P _
[Ka log [(%)n/%m ﬁIRI} + Kplog[1 PD]]

Brp
Tmin =
frames, with 75 set according to (7).

1+

473

Parameters:
14 £
E e Ppb=0.9
108 _6
s g ® Brp =10
A é e Byr =1077
P8 e lR=5

o M =3

o T5 =log [%]
ea=10"538=10"2

2
# Adve, -

'7395
Fig. 4: Following Theorem 1, even with only few agents viewing
an object, adversaries can quickly confirm fake tracks. More benign
agents viewing a track forces adversaries to use more time to
establish a confirmed track. E.g., evaluating f(K, =1, Ky = 1) =~
3, f(Ka=1,K, =3) = 6.

4

Proof: A track is confirmed if L; > 7T5. Also, L; =
Li_1+AL;so Ly =Lg+ Zle AL;. Prop. 2 bounds the
change in track score for any N; detections and M; misses.
Since the track is an adversarial FP, N; will be a combination
of one adversarial FP from the malicious agent and some
number of natural FPs from benign agents that coincidentally
overlap. Similarly, M; will be one miss from each benign
agent not providing a natural FP, i.e., K, < N; < K, + Kp
and 0 < M; < K. However, from Prop 3, the probability
of benign agents having natural FPs near the adversary’s FP
will be small. Thus, we assume no aligned benign FPs such
that N; = K, and M; = K. Since there are no frame-
dependent terms in AL, after transforming the sum to get
the threshold point, using (4) for initial score, we obtain

(Tomin — )AL, = T3 — log [PDBNT}

FP
Ts — log | "2 |

Pp _
[Ka log L%)W%FP\/@] + Kplog |1 PD]]

|
Theorem 1 establishes a minimum number of frames
before MTT erroneously confirms an FP as valid if the
adversary optimally places detections. Fig. 4 shows a surface
plot of the number of frames as a function of (K,, Kj)
while fixing parameters to nominal values — even when
the number of benign agents outnumbers the adversary, the
adversary easily achieves a confirmed track in single-digit
number of frames; e.g., for K, = 1, K;, = 3, adversaries
only require 6 frames to confirm an FP.

IV. MTT ESTIMATION OF TRACK AND AGENT TRUST

To overcome the demonstrated MTT vulnerability, we
consider that agents’ detections can inform whether the
agents and the tracks they help establish are trusted. Trust
can then be used to inform MTT to ignore distrusted tracks.

We estimate track and agent trust within MTT. Trust is
quantified as a belief over [0,1] of a track existing (track
trust) or of agents providing measurements consistent with
the true state (agent trust). To support the derivation of trust
algorithms and for case study in Sec. V, we present two cases
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Fig. 5: Three agents with partially overlapping FOVs. (Case 1)
Agents 0 and 2 providing FP detections to establish malicious
tracks—Tracks 2, 5. (Case 2) Agent 2 providing two FP detections
for two malicious tracks, Tracks 4, 5. If a track is in only a single
agent’s FOV (e.g., Case 1, Track 1), not enough info is available to
estimate track trust. With multiple overlapping observations (Case
2, Track 1), FOV models help form trust PSMs on tracks and agents.

of multi-agent MTT in Fig. 5. In both cases, three agents
are providing detections from partially overlapping FOVs.
Detections are fed to the central MTT that establishes global
tracks. In Case 1, Agents 0 and 2 are both trying to establish
malicious FPs (Tracks 2 and 5). In Case 2, agent 2 is trying
to establish two malicious FPs (Tracks 4, 5). We introduce
and evaluate algorithms that leverage these discrepancies to
estimate the trustworthiness of each track and each agent.

A. MTT With Trust Estimation Posterior

Formally, the objective of MTT with trust estimation is to
estimate the full joint posterior:

Pr(X, Ty, T¢ | Z14, Are) = ©)
= PI‘(T‘;7 T?‘Zl:tv Al:t) PI‘(X”T?, T?, Zl:t7 Al:t)
where X, are object states for all N objects, T{ are track
trusts for each j = 1...C tracks, T{ are agent trusts for each
k = 1...K agents, Z;.; are measurements from all agents,
and A;., are agent characteristics including the pose and
FOV model, ®(-). In (9), we use conditional probability to
decompose into subproblems: (9.1) trust estimation posterior,
(9.2) state estimation posterior conditioned on trust. This
decomposition allows us to run trust estimation as its own
node independent of MTT, as illustrated in Fig. 1. The rest
of this works focuses on (9.1); we leave a full treatment of
(9.2), target tracking augmented with trust, to future works.

To estimate the trust posterior, we use a decomposition
inspired by the popular Gibbs sampling (see e.g., [13]). This
breaks the trust posterior of (9.1) into an alternating two-step
process leveraging conditional probabilities, i.e.,

(1) Update track trust: Pr(T{ | T¢_1, Z1.4, A1.t)
(2) Update agent trust: Pr(T} | T, Z1.t, A1.t)-

With this separation, we can update track/agent trusts se-

quentially. The drawback of a Gibbs-style approach is a loss

of formal convergence guarantees for the general case; in

our case of simple univariate trust distributions with two

parameters, we observe rapid convergence in practice.

(10)

B. Trust Pseudomeasurements (PSMs)
As it is hard to obtain Pr(Z;.|T¢, TS, Ay.t), making
an exact Bayesian approach to trust estimation intractable.
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Instead, we introduce trust PSMs and the approximations
Pr(T{|T{ 1, Z1:4, A1t)
~ Pr(Tilg"(T{ 1, Z14, A1) = Pr(T{[PT,)
Pr(T¢|TE, Z1.4, A1:t)
~ Pr(T¢1g*(TF, Z1:t, Art)) = Pr(TE[PT,)

where g¢, g® denote track/agent-focused PSM functions that
map the measurements to the trust domain of [0, 1]. What
follows from this is an ad-hoc measurement of track and
agent trust at every frame P¢ < {p$} and P* < {p{}.

Each PSM is a set of datapoints, each containing a value
and an uncertainty; this is akin to e.g., a position measure-
ment that provides a measured value along with a standard
deviation of the measurement’s uncertainty. Each PSM dat-
apoint uses information only from a single track-agent pair,
(track j, agent k). The PSM is then p; = {(v;k.cjk)}
where each (v;,c; ) is a PSM datapoint, v, € [0,1]
is the datapoint’s value, and c¢;; € [0, 1] is the confidence
(uncertainty) in the datapoint’s value. The subscripts (7, k)
indicate the datapoint leveraging information from track j
and agent k. For example, a track j' may receive PSM
datapoints from each of the agents such that its PSM is
py =A{(vjr1,¢51), (Vj 2, ¢4 2), - -

Not all agents will see all tracks; the expected set of
observations on each frame is informed by the FOV model
for each agent, ®(-), which is an indicator function. Alg. 1
presents the PSM routine for a track: each agent expected by
the FOV model to see the track provides a PSM datapoint
with value of whether or not the agent has a detection near
the track and confidence of the agent’s trust; the confidence
manifests conditional Gibb’s sampling. Alg. 2 presents the
PSM routine for an agent: each track that the agent is
expected to see by its FOV model provides a PSM datapoint
with value as the expectation of the track trust (E) if the agent
saw the track or the negation of track trust if the agent did not
see the track. Confidence is set by variance (V) of the track
trust; the value and confidence manifest Gibb’s sampling.

C. Trust Estimation

After introducing trust PSMs and making independence
assumptions, we have reduced the estimation problem to the
posteriors Pr(T¢ [P ), Pr(T$,|P$,,). We assume the
PSMs are i.i.d.; this is sub-optimal as the construction of
PSMs requires verification against other agents, generating
inter-agent correlations. We also expect the PSMs to exhibit
autocorrelation due to the temporal nature of tracking. These
assumptions, while sub-optimal, enable the use of simple
parameter estimation algorithms.

A Bayesian approach is warranted from the perspective of
small sample sizes and prior knowledge. Tracking will gen-
erate relatively few PSMs since the PSM function requires
FOV overlap from multiple agents; observation density is
expected to be sparse. Significant prior knowledge may also
be available in the form of correlations between platform
types or prior trust/distrust of particular agents.

The estimation process is identical for track and agent trust
posteriors. The unknown parameters 6 are random variables.



The probability distribution of trust for tracks is:

Pr(riIP5) = [ Py, 051P5) 05 [ Pr(oflog) Pr(es|g)a0

The parameter posterior is: Pr(65|P$) oc Pr(P$|05) Pr(05).
The same procedure applies for agent trust, Pr(77|P¢).

In practice, tracks are in either the state of being true
objects or FPs. Thus, 77 is the belief of a track being in
one state or the other. As such, Pr(P$[0%) naturally takes
on a Bernoulli distribution with a single parameter, ¢5. For
a Bernoulli likelihood, the standard choice of prior Pr(65)
is the Beta distribution [13]. The Beta has two parame-
ters (“hyperparameters”), («, /), and is conjugate to the
Bernoulli likelihood meaning that the posterior, Pr(6|P%), is
also a Beta distribution. It is well-known that the Bayesian
parameter update for the Beta-Bernoulli pair has a closed
form. As the trust estimation update, we use each of the
PSM datapoints to update the posterior parameters. For a
track with PSM p; = {(vj,x, ¢;,x)}, the posterior of the trust
parameter distribution, Pr(&ﬂPj), will be updated via:

C — C 3 .
o =0+ E , Cik Vi k

=851t Zk cj (1 —vjk).

The same process applies for agent parameters, (af ,, 85 ;).

J— C C
Tj,9j

(an

D. Simplified Trust-Aware Sensor Fusion

The final step is to perform trusted state estimation. A
general model would consider that besides FPs/FNs the ad-
versary could furnish incorrect state estimates of true objects;
e.g., a translation outcome [6], [8]. In this work, we limit the
adversary to only FP/FN outcomes. Thus, trust estimation is
sufficient to confirm or remove tracks from the database.

Algorithm 1 Trust pseudomeasurement for track z§

Input: K > 0 agents with trusts 77, Z < {zx} detections
from agents, 2§ track of interest, FOV functions ®y(-)
Output: pf if Neyp > 1 else []

pj 1l
for K =1...K do
if ®(15) then
Newp — Nea;p + 1
if 3z 1, € 2z s.t. dist(z,;7k,§§) is small then
Vjk < ]..O, Cjk < T]g
else
vk < 0.0, cj < T
end if
p5-append((vjk, ¢jk))
end if
end for

> loop over agents
> if expected to see

> if not observed

V. MULTI-AGENT TRUST EXPERIMENTS

We evaluate our trust estimation models on two case stud-
ies and two sets of prior information. We find the availability
of prior information on agent trust influences the certainty
with which the model identifies (dis)trusted agents & tracks.

We consider three static agents and partially overlapping
circular FOVs (Fig. 5), making object observations. We
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Algorithm 2 Trust pseudomeasurement for agent k

Input: &,(-) FOV for agent k, X, « {#$} tracks from
MTT with trusts 75, Xp {:%?,} tracks from agent k’s.
Output: pj;
pe 1l
for :%j € X. do
if @1(#) then
if & € Xy, then

> loop over tracks from central
> if expected to see

> if agent has match

vj E[TJ‘?], ¢+ 1— V[Tﬂ
else > if agent does not have match
vj < 1 = E[75], ¢j + 1 = V[75]
end if
pi-append((vj, ¢;))
end if
end for

neglect benign FPs by assuming MTT can filter transient de-
tections given the lack of temporal persistence. We evaluate
two cases with adversaries. First, two agents are partially ad-
versarially compromised and are providing malicious data in
the form of persistent FPs in the FOV; second, only a single
agent is providing FPs (see Figs. Sa and‘Sb, respectively).
We implement a Kalman-filter-based multi-sensor MTT
with canonical track scoring [3]. We perform Bayesian esti-
mation of the parameter posteriors, Pr(65|P¢), Pr(07|P}),
for both track trust and agent trust estimation. We repa-
rameterize the Beta from its canonical (a, ) form to a
(A, A(1 — ¢)) form where ¢ = /(v + 3) is the mean and
A = a+ B is known as the “precision”. For each case, we
consider two prior conditions: (1) Without prior information
available regarding track/agent trust; here, an uninformative
prior on all parameters is appropriate (e.g., § ~ Beta(0.5, 1))
with modes near the extrema, reflecting that tracks either
exist or do not exist — more uninformative than a uniform
prior [13]. (2) There is prior information that Agent 1 is
trusted; then, a prior of 6;, ~ Beta(0.8,10) is heuristically
chosen for Agent 1 and the uninformative prior for others.
At each step, we add a small process noise to the trust pos-
teriors by decreasing the precision parameter, ¢, for all tracks
and agents; since, in the absence of measurements, we should
become less confident about trust estimates over time.

A. Results

Trust posteriors for tracks and agents in both cases with
two sets of prior information are illustrated in Fig. 6.

a) Case 1, no prior; Figs 6a, 6b. Tracks corresponding
to valid objects within multiple agents’ FOVs are confirmed
trusted (Tracks 0, 3, 4). Track 1 corresponds to a valid object,
however, it is only visible in a single agent’s FOV (see
Fig. 5a). Thus, no trust update is performed and the track’s
trust remains as the prior. Track 5 (an FP) is viewable from
all agents’ FOVs; yet, since only Agent 2 is detecting it, the
model distrusts Track 5. On the other hand, since Track 2 (an
FP) is only viewable from Agents 0 and 1, the model finds
it difficult to determine the trust on Agents O and 1.

b) Case 1, prior on Agent 1; Figs 6e, 6f. Adding prior
information on the trust of Agent 1 significantly improves
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Fig. 6: (a,b,e,f) Case 1 with Agents 0, 2 providing single FP each: (a, b) uninformative priors; (e, f) Strong Agent 1 prior; (c,d,g,h) Case
2 with Agent 2 providing multiple FPs: (c, d) easier to identify malicious agent due to multiple FPs. (g,h) Strong prior aids trust estimate.

the Case 1 outcomes. Tracks corresponding to true objects
behave similarly as without the prior. Now, the model disam-
biguates the discrepancy between Agents 0 and 1 on Track 2;
it now believes Agent 0 must be untrustworthy and providing
FP detections to track 2 (an FP). The impact of prior is also
reflected in the agent trust posterior (Agent 1 is now trusted).

¢) Case 2, no prior; Figs 6c, 6d. Tracks corresponding
to valid objects in shared regions of the FOVs are trusted
(Tracks O, 1, 2). Tracks isolated in a single agent’s FOV
maintain the prior (Track 3) As opposed to Case 1, the two
FPs in Case 2 both originate from Agent 2. It is then easier
for the model to identify that Agent 2 is distrusted since
its information is inconsistent with both of the other agents.
Consequentially, both FP tracks (Tracks 4, 5) and Agent 2
tend towards distrusted while Agents 0, 1 tend toward trusted.

d) Case 2, prior on Agent 1; Figs 6g, 6h. The addition
of prior information in the form of a strong prior on Agent 1
accentuates the trust outcomes. The FP tracks become more
distrusted while the trusted agents become more trusted.

Several general observations can be made. The model
cannot verify the trust of tracks visible only from a single
agent. In these cases, the distribution over trust remains as the
prior, so, e.g., a sensor resource management may be used to
dynamically direct sensing resources to mitigate uncertainty.
Second, an even mix of positive (hit) and negative (miss)
events for a single track from multiple agents is irresolvable
in the absence of prior information. Third, accurate prior
significantly improves the ability to estimate trust. Due to
the alternating conditional Gibb’s sampling step, agent trust
is used to estimate track trust and vice verse. Thus, having
a prior on either agent or track trust makes an immediate
impact on the trust estimation process.

VI. CONCLUSION

Track scoring in MTT is provably vulnerable to adversarial
attacks even when the number of benign agents signifi-
cantly outnumbers the adversaries. To improve the security-
awareness of MTT, we establish a Bayesian model that esti-

mates the trust of agents and MTT’s tracks by mapping the
sensing inputs to a real-valued trust pseudomeasurement. Our
trust estimation approach handles uncertain measurements
and provides a probability distribution over the trust based
on Bayesian updating. Trust estimation is capable of detect-
ing and identifying adversarial false positive tracks while
confirming true tracks as trusted entities in many cases.
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