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Event-triggered control of nonlinear systems under deception and
Denial-of-Service attacks

Ruslan Seifullaev!, André M. H. Teixeira!, and Anders Ahlén?

Abstract— We address the problem of event-triggered net-
worked control of nonlinear systems under simultaneous de-
ception and Denial-of-Service (DoS) attacks. By DoS attacks,
we refer to disruptions in the communication channel that
prevent sensor measurements from reaching the controller.
When the system undergoes a deception attack, the controller
receives a modified output, deviating from the sensor’s original
measurement. We implement the input delay approach and the
Lyapunov-Krasovskii technique to obtain sufficient conditions,
expressed in terms of linear matrix inequalities (LMIs), that
characterize the duration of the DoS interruptions under
which input-to-state stability (ISS) of the closed-loop system
is preserved.

Furthermore, we explore scenarios involving simultaneous
attacks, where the DoS is modeled as a stochastic Bernoulli
process. The closed-loop system is then considered as a stochas-
tic impulsive system. In a similar manner, we derive conditions
to ensure mean-square ISS for this case. A numerical example
illustrates the efficiency of the results.

I. INTRODUCTION

Nowadays, networked-control systems (NCS) have gained
significant attention due to their ability to integrate dis-
tributed sensors, actuators, and controllers over a shared
network infrastructure. This allows for distributed control,
which means that the components can be physically located
in different places and still work together as a unified system.
NCSs can offer several benefits, such as reduced wiring
complexity, increased flexibility, and scalability [1], [2], [3].
However, in recent years, security of NCSs has become a
critical concern due to the increasing prevalence of cyber-
attacks [4], [5], [6]. Malicious attacks such as injection of
malware and theft of encryption keys can compromise the
integrity of data packets and allow unauthorized access to
the remote control center, degrading the performance of the
control loop or, even worse, causing instability or system
failure.

Among the typical examples of these cyber threats are
Denial of Service (DoS) attacks and deception attacks,
both posing significant challenges to the integrity and func-
tionality of NCSs. DoS attacks involve malicious actors
overwhelming the network with an excessive volume of
traffic or requests, rendering it temporarily or, in some cases,
permanently inoperative. In the context of DoS attacks, two
classical strategies are often encountered. The first scenario,
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Fig. 1. A networked control system under DoS and deception attacks

which is more general in nature, involves an adversary whose
underlying strategy remains unknown. In this case, time
intervals of DoS attacks can occur unpredictably at any time
[7]. The second scenario is characterized by a stochastic
nature of the DoS attacks [8], modeling them as random
events with known probabilities. This allows for a more
systematic analysis of their occurrence. This paper considers
both cases. Deception attacks, conversely, are characterized
by their intricate manipulation of sensors’ data, designed to
mislead the controller with inaccurate information [9].

In this paper, we consider sampled-data control of nonlin-
ear systems with multiple sector-bounded nonlinearities. To
improve efficiency and reduce the number of transmissions,
we implement event-based control, a type of control strategy
that involves triggering actions based on specific events or
changes in the system [10], [11], [12]. Additionally, we
employ time-regularization [13], which prevents the Zeno
phenomenon. On the other hand, this complicates the anal-
ysis as it results in a combined framework of periodic
sampling and the event-trigger. We then use a switching
approach [14], where the inter-sampling interval is split
into three intervals. Within each of these intervals, we
use different representations of the closed-loop system and
switch between them. The first representation takes the
form of a time-delay model, accurately capturing periodic
sampling dynamics [15], [16]. The second one includes an
additional input error induced by the event-trigger. The third
representation contains a time-delay term, which appears
if DoS happens. By defining suitable Lyapunov—Krasovskii
functionals for each of these intervals, we derive exponen-
tial stability conditions expressed in terms of linear matrix
inequalities (LMIs). These conditions can be used to design
the appropriate triggering parameters as well as characterize
the duration of the DoS interruptions under which system sta-



bility remains preserved. If, in addition to the DoS, deception
attacks occur, we obtain conditions guaranteeing input-to-
state stability (ISS). Furthermore, we also consider scenarios,
where the DoS is modeled as a stochastic Bernoulli process.
The closed-loop system is then considered as a stochastic
impulsive system. In a similar manner, we derive conditions
to ensure mean-square ISS for this case. In summary, the
main contribution of the paper is that, compared to other
results, we address simultaneous deception and DoS attacks
within the context of a nonlinear system while implementing
event-triggered control with time regularization.

The paper is structured as follows. The problem formula-
tion is presented in Section II, where we describe the non-
linear control system, deception and DoS attack scenarios,
and the event-triggered transmission strategy. The stability
analysis is discussed in Section III. Section IV addresses
the case of random DoS attacks. A numerical example
demonstrating the efficiency of the approach is illustrated
in Section V. The conclusions are provided in Section VI.
Proofs are included in the Appendix.

II. PROBLEM FORMULATION

We consider the following nonlinear system

N
£ = () + ) qifi(0) + Bu(o), y(0 = Cx(0).
i=1

O-i(t) = r;'rx(t)’ fi(t) = QD[(O'i(t),t), i = 1’ cee

where x(f) € R™ is the state vector, u(f) € IR™ is
the control input, y(t) € R™ is the output, o;(t) € R
are the inputs to nonlinear blocks ¢;, and A € R"™*"x,
B e R™w (C e R™*x are constant matrices, q; €
R™**, r; € R"™ are constant vectors. We assume that ¢; (o7, t)
are given nonlinear functions satisfying the following sector-
bound inequalities

st

- 2 + 2
;07 < 0igi(oi,t) < pf oy,

2)

for all oy € R and ¢ > 0, where p; < puf (i =1,...,N)
are real numbers. The considered class of nonlinear systems
can describe a wide range of applications with nonlinear
behavior, including rotational mechanical systems with sinu-
soidal nonlinearities; systems with dead-zones, saturations,
hysteresis; sigmoidal nonlinearities, etc.

We assume that the sensors transmit their measurements
only at discrete time instants {fx} and consider a static output
feedback law implemented using zero-order-hold devices

u(r) = Ky(tx), 3)

where K € R™*™ is the control gain. We also assume that
the sampling instants {fx} are generated by a continuous
event-trigger with time-regularization

u

tr <1 <ty

ti+1 = min {t >te+h|w () w(t) > ey (1) Q y(t)} ,
“)
where w(t) = y(tx)—y(t), € is a nonnegative scalar threshold
parameter, Q,Q; € R™*" are constant positive semi-
definite matrices used to assign weights to the components

M

of the vector y(z) and can be considered as free parameters.
In (4), h > 0 is a guaranteed minimal distance between
two consecutive instants. Thus, the so-called Zeno behavior
is avoided. The conditions guaranteeing the exponential
stability of the closed-loop system (1)—(4) can be found in
the authors’ previous paper [17].

A. Deception attacks

A deception attack in networked control systems often
involves the manipulation of system measurements. For
instance, an adversary might send a fraudulent data packet
directly to the controller or insert counterfeit data into the
original packet. In this paper, we consider the following
scenario: when the system undergoes a deception attack, the
controller receives the modified signal $(#) = y(zx) +e(tx),
i.e., the controller (3) is replaced by

u(r) = K9(tx) = Ky(tx) + Ke(tx), tx <t <tger. (5)
Assumption 1: The function
e(t) =e(tx), 1tk <t <tr, (6)

is supposed to be locally essentially bounded! meaning that
e(t) € Loo(tg, 1) for all ¢t > t.

Definition 1: The closed-loop system (1), (5) will be
called input-to-state stable (ISS) if there exist functions’
v(:) € Ko and B(-,-) € KL such that for all initial values
x(t9) and admissible inputs e(z) the following inequality
holds

x> < B lx(o)ll, 1) +¥ (llelles) , V2 = to.
B. Denial-of-Service attacks

)

We assume that in the presence of DoS, the communi-
cation channel is blocked and data cannot be sent to the
controller. Following [7], we consider {A, }, representing the
sequence of DoS positive edge-triggering, and

H, = [hna hy +Tn), (8)

the corresponding DoS nth time interval, 7, > 0. If 144 € H,
for some n, then the transmission cannot be performed. In
this case, we generate it as fx4 = hy + Tp-

Assumption 2: We assume that H,, is bounded for all n =
0,1,2,..., 1e., 7, <A, where A > 0.
Let {sx} be the sequence of instants when the event-trigger
(4) generates events, i.e.,

skt =min{t >t +h |0 (HQ w(t) > ey () Qy(1)}.
9
Then the actual transmission instants, {¢;}, can be expressed
as follows

Tkt = {

'We denote by Le (a, b) the space of essentially bounded functions ¢ :
(a,b) - R with the norm || ¢||e = esssup ||¢(0)]|.
oec(a,b)
2A class K function is a function v : Ry — Ry which is continuous,
strictly increasing, unbounded, and satisfies y(0) = 0. A class KL function
is a function B : Ry X Ry — Ry such that B(-,#.) € K for each fixed
t. > 0and B (r«,t) = 0 as t — oo for each fixed r, > 0.

Sk+1 + Ags1, if sg41 € H, for some n,

(10)

Sk+15 otherwise,
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Fig. 2. Switching approach illustration

where A1 = hy + T — Ske1, if sy € H, for some n and
Ar+1 = 0 otherwise. Note that under Assumption 2, 0 < Ay <
A for all k > 0.

The problem is to find conditions guaranteeing the ISS of
the closed-loop system (1), (5), (10), see Fig. 1.

III. STABILITY ANALYSIS

Following the switching approach, proposed in [14], [18],
we split the interval [f, fz+1) into several intervals, where we
will use different representations of the closed-loop system
(1), (5), see Fig. 2.

On the intervals [#x, tx + /), we can represent the system
(1), (5), as a continuous time-delay system

N
i(1) = Ax(1) + ) qiéi(1) + BKCx(t = 7(1)) + BKe (1), (11)
i=1
where the delay 7(¢) = 7 — t is bounded, i.e., 7(¢) < h.
Alternatively, we can rewrite the system (1), (5) as a
system with additional input error w(t)

N
X(f) = (A+BKC)x(t)+Z qi& () +BKw(t)+BKe(1), (12)

i=1

where we used the following simple relation

y(te) = y(t) + y(te) = y(t) = y(t) + w(1).

If sg41 > tx + h, we will use the representation (12) on the
intervals [fx + h, sg+1), Where we know that the triggering
condition is not satisfied, i.e.,

W' OQ () <ey (1) Qy(1), te[tk+hsk). (13)

Similarly, if #x41 > Sg41, 1.€., Ags1 > 0, on the intervals
[Sk+1,fk+1), We can use the representation

N
(1) = Ax(1) + ) qiéi(r) + BKCx(t - 75(1))
i=1

(14)
+ BKw;(t) + BKe(t)

wa (1) = y(tx) — y(t — (1)),
where 1,(f) = t — sg+1. Note that for ¢ € [sg41, fx+1) We have
wy(NQ wr (1) =&y (t = 12(1) Qo y(t = 12(1)),  (15)

since y(t — 15(t)) = y(sk4+1). Also note that 7, (¢) < A.
Therefore, we can represent the closed-loop system (1),
(5) as follows

(11) for 1t € [tg,tr+h),
(12) for € [tx+h, ss1), (16)
(14) for € [sis1,tre1),
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if sg41 > tr+h. In the case sy = tx+h, we use the form (11)
for all t € [fg,tr+1), where the delay 7(¢) is then bounded
by h+A.

To analyze the system stability, we consider the following
Lyapunov—Krasovskii functional:

Vi(t,x:(£), % (),
Va(x(2)),

Va(t,x:(0), %:(£)),
where x,({) = x(¢t + () are absolutely continuous functions

on [—h,0) with square integrable first-order derivatives,
Va(x(1)) = xT (1) Px (1),

t € [ty tx +h),
t € [tx+h, k1),

t € [Skatls thsel)s

V(r) = a7

0
Vi(t,xg, %) = Va(x(1) + (h = 7(1)) / e* ™ %[ (s) Q% (s)ds,

-7(t)
+ (h - T(t)) ﬁT(I,X[)Rﬁ(I,XI),
X+xT l
i(t,x) = [xF(0).x] (=7(1)]". and P > 0, 0 > 0, X, X
are n, X n, matrices, see [16]. Note that the system (14) is

2
a time-delay system with variable delay. Thus, we introduce
V3 similarly to V; as follows:

X+ X

_y, — xT 4 X+xT
X1 X1+2

R

0
Va(t, 31, 5%0) = Va(x(0)) + 1kt — 1) / 25 57 (5) 0 2, (5)ds.

+ (tker — 1) 7V (t, xR (2, x1),

where Q > 0, X, X, are n, xn, matrices, R is obtained from
R by replacing X and X; to X and X; respectively, (¢, x;) =
[xtT(O),xtT(skH - t)]T, and the functions x, () = x(t+¢) are
defined on [—A, 0]. Also note that due to the structure of the
second and third terms in V; and V3, the function V(¢) does
not have gaps at the instants fg, fx +h, and s+, and, hence,
is continuous for all ¢ > 0.

Thus, we use the functional (17) to derive conditions
guaranteeing the ISS of (16). The main result of this section
is formulated in the following theorem.

Theorem 1: Givenh > 0,A > 0,a > 0, & > 0, and nyXn,
matrices Q; > 0, Qp > 0. Let there exist n, X n, matrices
P>0,0>0,0>0, P P3s, Ro, R3, X, X1, Z, Y1, Yo,
Y3(l), Yy, f’g, F’3, Rz, R3, X, Xl, Z, )71, Yz, ?3(1), Y4, ?5 and
positive real scalars d, v;, k7, ', &7, and &F (i=1,...,N)
such that the following LMIs

0>0, 06>0, ¥Y+V <0,
D)+ D <0, @)+ <0,
O+ D) <0, &)+ <0,

(18)

P 0

0 0 + (h+A)R,

are feasible, where © = [
P O
10 0
o @) = O(1)|r=p+a, Py = P(7)7=0,

C) + AR, and




TABLE I
MATRICES IN THEOREM 1

+XT
¥y ¥, qul R%BK Y6 @ (1) =ATP,+ PA+2aP-Y, Y[ - (1- ,
*+  -R3-R] Riqi ... 3qN RIBK ¥ X XT
* * 0 ... 0 0 0 @(1)=P-PJ+ATPy - Yo+ (h+A - 1) ,
Y, = . . . . . . .
0 : : : - : : : ’ ®y3(7) = ¥ +P] BKC—Z+(1—2a(h+A—T))(X—X1),
% 0 ... 0 0 0
. . ., o, 0 ®y(7) = =P - P} + (h+A-1)Q,
* * * * * —adl @p3(7) =Y, + PBKC — (h+A - 7)(X - X1),
¥ = ALR + R} A +2aP +eCTQ, C, Y1 =P - R + AlR;, X+XT-2x,-2xT
! : o e 2 ’ ®33(7) = Z+Z - (1-2a(h + A—7)) —— =71
B0y w00 0] Dge, o) = © Zyw
« 0 0 ... 0 0 0 Aa = A+ BKC, o) =Pl q;-Y,"q;, @) =Plq;, @) =Y"q;,
* « ph 0 0 0 Y16 = R, BK, .
3 - W5 = RTBK. @5 = PYBK - Y;BK, <1>25 = PIBK, ®35=Y4BK,
Yi=| : : - N I _ N o X+ XT
oo S ‘I'}})‘ X e i &1 (1) = AThy+ PTA+2aP - Vi - YT — (1 - 2a(A - 7)) :
« %0 M o 0 ‘I’%g *2"t(/‘1 +uf)ris 2o g
3 N . N
: : . : 2 8 vy =i, ®p(1)=P-P)+ATPs-Yr+(A-1) ,
’ A T, pT _ _ _ v
@ @ D3 ‘Dii) ‘Dii\l) D5 7yT ?13(7) —Y1~+P2 I?TKC Z+(1~2<Y(A T))(X X1),
% @22 (D23 @%i) (D%i\/) (DZS TYZT CD22(T) = —P3 - P3 +(A—T)Q,
* * D33 (Dyl‘) CDMN) D35 TZT &)23(7) = sz + P_;FBKC - (A - T) (X - Xl )’
; ; T @-x),
0 ... 0 0 Ty (D y . X+XT-2%, -2XT
o= © 7 B i b33 (7) = Z+2" - (1-2a(8-1)) —————L + sC"rC.
: : : S : : : 5 _ BT 5(0) 0 _ 5 _ ()
0 0 ()T &) =P ai-V"ai, ®=Pla, ¥ =Y"a,
. * TaN Y, &5 = PTBK - V,BK, ®&;=PIBK, &;5=Y,BK,
* * * * * —adl 0 _ T N - < - ~ - -
« % « % « % _TQe'JZQT D7 = PZ BK - YsBK, &= P3 BK, ®37=YsBK, ®g7 = 7037
~ s ~ . N N _ - 5 (1) H)
D D Pz (}l) q)(4N> &5 TYIT ®y7 ®; 0 0 o e Oy 0 0
% % =11 é%N) & ST & * 0 0 0 0 0 0
© O D Dy Py, S ThHo s 0+ 0 0 ... 0 0 0
* * D33 34 ) B35 Tz @37 * ® ok (i)‘(ul‘) A 0 0 0
* * * 0 .. 0 0 TqTY“) 0 d)/l, = . . . . . . . >
()= . : : D : : : ol o - ‘(:N) -0
. : : * PR 0 (1344 0 0
* % * * 0 0 Tqu(N) 0 * * % % « 0 0
* * * ® * —adl T<I>3§5 0 * *ooE * * = 0
* * * * * * —TQe’z"T &)67 _ N B . 1 B .
* * * * * * * -Q Dy = —ZK?#.' ”:ririT* d)iit) = 5'(?(/1.' +/‘:)"i’ d)z(t;) = _K;—’
i=1

. (Dll = q)(T)l‘r:A, (1)6 = q)(T)lTZOs

. (?6’ is obtained from ®{’ by replacing K;' to k7,

o @ is obtained from @} by replacing «; to &,

. (D” is obtained from <I>” by replacing «} to &;

. the matrices ¥y, ¥, dD(T) ®(7) and dD” are deﬁned in
Table 1.

Then the closed-loop system (1), (2), (5), (9), (10) is ISS.
Proof: See Appendix. [ |
Remark 1: Note that the LMIs ® > 0 and ® > 0 in
(18) guarantee the positivity of V for all r+ > 0, while the
remaining LMIs in (18) ensure its decreasing behavior. Also
note, that the introduced slack variables Ps, P, ..., ¥s sig-
nificantly reduce the conservativity of the obtained stability
conditions.
Corollary 1: For t — oo, the trajectories exponentially
approach the attractive ball {x € R™ : ||x||> < %Ilelli

where 81 = min{Amin(P), Amin(0), Amin(O)}.

IV. STOCHASTIC MODELS OF DOS ATTACKS

Now we consider the case, when the DoS attacks are
characterized by a stochastic process. We assume that (k) €
{0, 1} indicates the success or failure due to DoS of the

943

transmission and consider it as an i.i.d. Bernoulli process
with the probability of success 8, such that

Priyc(tx) = y(tr)} = Pr{n(k) =1} = B,
Pr{yc(tx) = ye(tr-1)} =Pr{n(k) =0} =1 -8

where y. is the recent information sent to the controller and
ve(t-1) = 0. In the presence of deception attacks, the signal
received at the controller side is then $(¢x) = y(tx) +€(tx),
where

19)

e(ry) if x(k) =1,

20 =) sy i w(k) =0

We consider the following sampled-time control law

u(t) = Ky(te), t € [te,tre1)s (20

and assume that the execution instants, {tz }, are generated by
the following event-trigger proposed in the authors’ previous
paper [19]:

tr+1 = min {t >tr+h | T (HQw(r) = eyT (1) Q y(1)

or (y(t) = () "G (y () = y(tx)) 2 fck()’)} 21



TABLE I
MATRICES IN THEOREM 2

Y12 RIq RTBK

RIgn
*  —R3-R] szql szq,\, R?BK
* * 0 . 0 0
P, =
* * 0 0 0
* * * e * *Q
i1 = ALR + R} Aq +2aP + e CTQC,

N7 p (1) g (N)

Yo 0 ¥, Yis' 00w, - P RT+ATR;,
00 01 Aq=A+BKC,
O _ N

P, = ) Y =- ‘Zl Vil HiTiT
i=
: : p() _ 1., ¢, — .
I N B SR
* 33 Pl -y,
* ® * .. * 0 33 ’
1
@) O D3 ‘D§4) ‘Dii\” q’ié) @16
* Cbzz @23 Cbéi) e d)éiv) CI>2;) CDZ(,
* * @33 (Dgi) .. (Dgiv) 0 (D:;@
* * * 0 0 0 oV
o(7) = . 46
* * * * 0 0 QEZ)
* * * * * (Dg;) 0
X+ XT
@11(7)=ATP,+ PJA+2aP - Y, - Y - (1 -2a(h - 7)) >

X+XT

2
®3(7) =Y+ PJBKC - Z+ (1 -2a(h - 7))(X - X1),
@y (1) =-P3 - P] +(h-1)Q+hCTGC,
®y3(7) =Y, + PTBKC - (h - 7)(X - X)),
X+XT-2x, - 2xT

5 ,

oV =(1-p)PIBK, o) =(1-p)P]BK,

@ (1) =P-P]+ATPy - Yo+ (h-1)

Ou(1)=Z+Z" - (1 -2a(h - 1))

1 1
‘Dés) =2aQ - ZU’ Di(7) = 7Y, Dy(7) = 7Y,

; »T
O35(1) = 72", @ (1) =7q ¥, Deo(r) = —TQe M,

&, 0o 0o &) ... &M o o
0 0 0 0
* x 0 0 0 0 0
£ oxox B 0 0 0
o) =
Do : 0
* ok 0 Ci)ﬁ” 0 0
* * % * * * 0
N T .
Oy == )y il B = 36 (ki + i), d = -«

where w(t) = y.(tx) — y(t), € = 1 is the second threshold
parameter, G € R™>™ is a constant positive semi-definite
weighting matrix, and

ck(y) = (vt +h) = y(t) Gy (1 + h) = y(ty)).

As before, we use the switching approach. On the intervals
t € [tr,tx + h), we rewrite the control law (20) as follows,
see also [20],

u(t) = K9(t) = K[n(k)y(t) +(1=7(k)) ye (t5—1) +€(1x)]
=K [y(t) + (1 —w(k)v(1) + é(ti)] = K [y(t — 7(1))
+H(L—m(k)v(r) +e(u)], 1€ [t tre1),  (22)

where v(7) is the following piecewise-constant functions:

v(t) = ye(te—1) —y(te), t € [ti,tre1). (23)

On [t; + h, tx41), we use the following representation
u(t) = K9(tx) = K [y(1) + w(t) + é(tx)] .
Since the function v(¢) has a discontinuity at f4.1, i.e.,
V(tee1) = ye(tr) = y(tes1)
=n(k)y(te) + (1 = w(k))ye(tr-1) — y(tx+1)

= (1 =m(k))(ye(te-1) = y(tr)) + y(t) = y(tr+1)
= (1 =nm(k)v(tr) + C(x(tr) — x(txs1)),

the original closed-loop system should be considered as a
stochastic impulsive system. The continuous dynamics is
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described by the following switching system

N
(1) = Ax(1) + ) qi&i(r) + BKCx(1 - T(1))
i=1

+(1 = (k) BKv(r) + BKé(ty),

N
i) = (A+BKOx(t) + ) qii(1)
i=1

te [l‘k,tk + /’l),

+ BKw(t) + BKé(ty), te€ [tp+h,try),

V(1) =0, 1€ [tk lr1),
(24)
where 7(t) =t — t;. The impulsive part is given by
X(trer) = x(1,,), (25)
v(tee) = (1 =7 (k)v(t,,) + Cx(tr) — x(tkr1)).

In a case without deception attacks, i.e., e(t) = 0, the
closed-loop system (24), (25) is equivalent to the one in [19],
where the conditions guaranteeing the h-exponential mean-
square stability were derived. In the presence of external
input e(#x), similarly to the previous section, we analyze the
closed-loop system in terms of ISS, where the trajectories
are bounded by a function of the size of the input.

Definition 2: The closed-loop system (24), (25) will
be called h-exponentially mean-square input-to-state stable
(ISS) if there exist scalars v > 0 and ¥ > 0 such that for
any initial condition x(z9) and admissible inputs e(¢), the
corresponding solution of (24), (25) satisfies the following



inequalities for all ¢ > #g

E{lIx(0117} SVC‘M’_(’k_"k))E{IIX(to)||2+|IV(to)||2}+% llell%s
(26)

E {Iv@)l1?} <ye M SDE{ (o) P+ v (o) 12+ 2 el
&)

where the index k is defined from 7, <t < g4

For stability analysis, we use the same Lyapunov—Krasovskii
functional as in [19]. Note that it requires a more delicate
analysis since it is discontinuous and can grow in jumps
at time instants g, see [19] for details. The conditions
guaranteeing input-to-state stability are obtained in the same
manner as it was done in the previous section and formulated
in the following theorem.

Theorem 2: Given h,a >0,0<8<1,£>0,€ > 1, and
ny X ny matrices Q; > 0, Qy > 0. Let there exist ny X ny
matl‘iCCS P>0,0>0, Py, P3, R, Ry, X, X1, Z, Y1, 1>,
Y3(l), ny X ny matrices Q1 > 0, U > 0, G > 0, and positive
real scalars d, v;, k; and K;', i 1,..., N, such that the
following LMIs

P 0
®_[O 0 +hR >0
-pO1+U (1-8)0 _<0 (28)
* Ql_éeizahG | =Y
Po+¥ <0, dj+d) <0, & +d] <0,

are feasible, where

| Y6 g=| 00 ]
| ¥ * 0
Y | 0
N B o’ 0
_ . 7" _ 0
lPO - I : 5 CDO = % 0 ] 5
0
— — — B (D" 0
+ | —adl | oY= 0y ] ,
| @5 | @5
(0] (]
o | o2 o | Das
0 | 35 T 35
é/ _ | 0 él _ | O
0~ | : ’ 1~ | : ’
| 0 | 0
| = | —adI | | = | —adl |
@) = O(7)|7=h, O = P(7)|7=0, Dy is obtained from @} by

replacing K;’ to «;, the matrices ¥, D(7), d)’l’ are defined in
Table II, and the matrices ¥;¢, W26, P15, P25, P35 are defined
in Table 1. Then the closed-loop system (24), (25) is h-
exponentially mean-square ISS.

Proof: Omitted for brevity. [ ]
V. NUMERICAL EXAMPLE

To illustrate the efficiency of the proposed approach, we
consider the following nonlinear system:

X1(t) = =2x1(¢) +sinxy (1),
Xo(1) = (x1 () —x2(1)) + 2sinxa (1) + u(r),
y(1) =x2(2),  u(t) = Ky(tx) + Ke(tx),

(29)

945

T T
——e=0.2483 ——e=10.245
—e=0248 —e=02

—e =0.2477 e=0.15

T

e=0.1 |
e=0.05
——e=00|]

0.45

0.05 0.1 015 02 025 03 035 04 0.5

Fig. 3. The dependence of the maximum allowable value of & on A for
different values of the threshold parameter .

which can be rewritten in the matrix form (1) with n, =

2,,ny=n,=1,N=1 and
=[]

g1 = [ ; ] ry = [ (1) ], &1(1) =sinoy(t) — o1 (2).

0

1 1

Since —0.2173 0'12 < opsinog < 0'12 for all o, the nonlinear
function &)(r) satisfies the sector-bound inequality (2) for
all + > 0 with ,quf 0, uy —1.2173. The detailed
investigation of how the control gain K influences the event-
trigger parameters was performed in [17], [19] and is not
a part of this paper. We choose K = —3 and start with the
even-trigger (9), (10).

Fig. 3 illustrates the dependence of the maximum allow-
able value of the sampling period & guaranteeing the ISS on
A (see Assumption 2) for different values of the threshold
parameter £. We see that without the event-trigger (¢ = 0),
the dependence is linear, i.e., h + A const. Indeed, if
Sg+1 = Ir + h, we have the time-delay representation (11)
for all # € [tg,tx4+1) with the delay bounded by & + A.
Thus, using the LMIs we can find the maximum allowable
values of h + A. If we increase &, for each fixed A the
dependence of 4 on ¢ is flat up to a certain value and then
h rapidly decreases. Therefore, it is reasonable to to first
choose h, taking it slightly below the maximum value, and
then increase € until # drops down. Assuming that A = 0.25,
we then take h = 0.27 and € = 0.24.

Let x(0) = [0.2, 1]T and the final simulation time ty=20.
We start with the case & = 0 (periodic sampling) and e(¢) = 0
(no deception attacks), see Fig. 4. If the sampling instant
si+1 (red vertical lines in Fig. 4) occurs inside a DoS time
interval H,, (red areas), we send the measurement when the
attack is ended, i.e., tx41 = h, + T, (green vertical lines).
We can see that the system is asymptotically stable. If we
assume deception attacks with, e.g., ||e(?)]|~ = 0.15, we can
observe input-to-state stability, see Fig. 5. The number of
sent measurements (SM) is 58 in this case.

Now we consider the event-trigger (9), (10) with € = 0.24,
see Fig. 6. We can see that the performance is the same as
in Fig. 5, but the number of SM is reduced to 43. Thus,
the even-trigger resulted in the avoidance of unnecessary
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Fig. 4. The solutions of (29) with the initial condition xo = [0.2, 1]T for
periodic sampling and no deception attacks, K = -3, h = 0.27, A = 0.25.
The red areas denote the intervals of DoS attacks. The vertical dashed lines
indicate sampling instants when the measurements should be transmitted to
the controller. They are marked in red if it happens during a DoS attack, and
no transmission is performed. When the information is sent successfully, the
line is green. Since there are no deception attacks, we observe asymptotic
convergence.
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Fig. 5. The solutions in the presence of deception attacks for periodic

sampling. The red stars denote the actual values of the output received by
the controller, i.e., $(#x) = y(tx) + e(tx). The system is ISS. The number
of SM is 58.

transmissions with a SM decrease of 26%. The control signal
corresponding to all three cases is illustrated in Fig. 7.

Finally, we consider the case when the DoS is modeled
as a stochastic Bernoulli process with the parameter . For
B = 0.7, i.e., the probability that the DoS happens at t is
30%, and € = 0.24, € = 2 (see (20)), we obtain & = 0.25.
The corresponding solution is illustrated in Fig. 8. We can
see that with the event-trigger, the number of SM is 48, while
for periodic sampling the average number of SM is 57.

Thus, the event-triggered based transmission strategy can
reduce the number of transmissions compared to periodic
sampling resulting in a lower network workload while still
maintaining good control performance.

VI. CONCLUSIONS

In this paper, we considered event-triggered control of
a class of nonlinear systems under simultaneous deception
and DoS attacks. We adopted the input delay method and
the switching approach followed by a suitable Lyapunov
technique. As a result, we obtained the input-to-state stability
conditions formulated as linear matrix inequalities. Addition-
ally, we investigated scenarios where the DoS is modeled as a
stochastic Bernoulli process. The closed-loop system is then
considered as a stochastic impulsive system. Future research

1ri — |

State

051 i . ; ; . ]
0 2 4 6 8 10 12 14 16 18 20
t (seconds)
Fig. 6. The solutions for the event-triggered transmission policy with

& = 0.24. We observe similar performance, but the number of SM is reduced
to 43, a decrease of 26%.
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Fig. 7. The sampled-data control signals related to the trajectories in

Figs. 4, 5, and 6.

directions may include investigating other types of cyber-
attacks as well as considering additional time delays in the
system.
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APPENDIX

Proof of Theorem 1.

Consider the Lyapunov—Krasovskii functional (17). Note
that due to the structure of the second and third terms in V;
and V3, the function V(¢) is continuous for all z > 0.

We start the analysis with the time-derivative of V;:

Va(t) +2aVa(t) = 2x" (1) Px (1) + 2ax" (t) Px(t).  (30)
From (12), (2), and (13) we can conclude that
2 [x" ()R] + 3T (1)RY ]
X |Acx(t) + i qi&i(t) + BKe(t) + BKw(t) —x(1)| =0,
- 31)
(&) = uirxo) (wrTx(0 - 0] = 0. (32
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—w (1) Qw(t) +eyT (1) Qo y(t) =0, Vi€ [tk +h, ske1)
(33)
respectively. By adding the left-hand sides of (31)—(33) to
the right-hand side of (30), we finally obtain

Va (1) + 2aVa (1) < 7' (1) (Wo + W1) (1) + ad|le (D),

. T
where U(t) = [xT(t)’ xT(Z)’ fl (t)s s ’fN(t)’ (’-)T(t)9 eT(t)] .
Therefore, since the matrix ¥y + ¥; < 0, we obtain

V(1) +2aVa(1) < adlleIP, 1 € (1 + h, sga)-

The time-derivative of V; can be estimated similarly (see
[17] for details), and we finally obtain

Vi) +2av(r) < 270

h
. % (D7 (@] + ) (1) + adlle ()],

1o()" (@) + @} )no(t)

where mi(1) = [n3(0). o [ ) 0@+ 9)ds.eT0)]

no(t) = [n;(l),eT(t)]T, and
m(t) = [xT(1), 2T (1), xT(t - 7(1)), &1(0), . .. ’fN(t)’wT(t)]T'
Therefore,

Vi(1) +2aV;(¢) < ad|le(®)]?, (34)

Note that the LMIs (18) imply (34) for all 0 < 7 < A+ A.
Thus, (34) is satisfied for both cases syy1 > fx+h and spy =
ty + h.

The functional V3 can be estimated similarly.

Thus, we have shown that

V(1) +2aV (1) < ad|le(d)|?,

t € (ty, tx + h).

t € (t,tie1). (35)

By direct calculations we can conclude that the inequalities
® >0 and ® > 0 imply
Billx()5 < V(1) < Ballx(0)1]3 (36)

for some 0 < B; < B2. From (35), (36), and Lemma 4.1 in
[21] we finally get

t
V(t) < e 220y (1) + ad|le|)?, / e 2= gg

I

1
=e 2=y (1) + §d||e||§O (1 - e‘z"("”‘))
1
< e‘Z“(""")V(t,;l) + §d||e||§0 (1 - e‘z"(t"k*))

<..

L < eV (1) + %d||e||§o (1-e20tm0)

(- 1
< Boe 20 x(10) 3 + zdllelli-
Then
Ix@)1> < B (lx@)ll ) +¥ (lelle) s (37)
where B(llx(to)ll,1) = e [lx(ro)|* and y(llelle) =

z%lﬂellgo. Hence, the closed-loop system (1), (2), (5), (9),
(10) is ISS.

Proof of Corollary 1. The result follows immediately
from (37) since B(-,t) — 0 as t — oo.



