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Fixed-Time Multi-UAV Collaborative Fault-Tolerant Formation Control
for Sensor/Actuator Faults
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Abstract—1In this research, a fixed-time cooperative fault-
tolerant control (CFTC) protocol for multiple unmanned aerial
vehicles (UAVs) formation is proposed. First, the assumption
that faults are bounded is removed. A fixed-time observer
(FTO) is utilized to estimate the pitot tube and actuator faults,
which ensures that the estimation errors of the faults converge
in a fixed time. Second, the norm-normalized sign function
(NNSF) is introduced to make the control output change
smoother and reduce the influence of faults, while simplifying
the proof process. Finally, numerical simulations demonstrate
the superior performance of the proposed CFTC compared to
the existing work.

I. INTRODUCTION

Recently, Unmanned Aerial Vehicles (UAVs) have been
used extensively in the domains of disaster assistance [1],
collision avoidance [2], and target encirclement [3]. How-
ever, various complex environments and uncertainties would
be encountered in these missions, such as the icing on the
pitot tube, blockage of the air intake, and mechanical fault of
the engine, which seriously affect UAV’s capabilities. These
problems may result in mission failure or even crashes [4].
Therefore, it is of significance to enhance the stability and
security of unmanned aerial vehicles (UAVs) to ensure the
successful execution of their missions in complex environ-
ments.

Fault-tolerant control (FTC) is an effective method to deal
with faults of the UAV. FTC was primarily based on threshold
setting to determine the occurrence of faults. McCloy et al.
[5] devised a control scheme for tracking a restricted linear
variable-parameter system to compensate for sensor faults,
subject to a fixed threshold. Wang et al. adopted a model-free
approach and designed a dynamic threshold for FTC to adjust
the threshold parameter more easily [6], based on stability
analysis, but the introduction of the dynamic threshold would
lead to the sensitivity of fault detection. More recently,
relying on a fixed-wing UAV dynamics model, Abbaspour et
al. [7] designed a dynamic threshold for the FTC algorithm
by a neural network and extended Kalman filter employed
to estimate the threshold in real time.

The dynamic threshold is suitable to handle sensor faults
due to its adaptability, but it poses challenges when ad-
dressing actuator faults. Gao et al. [8] designed an adaptive
sliding mode controller (SMC), employing neural networks
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to cope with actuator faults that may be encountered during
UAV flights. Wang et al. [9] regarded actuator faults as
unknown terms and directly used a fuzzy logic system (FLS)
to compensate. Based on this, Han et al. [10] utilized the FLS
to address sensor and actuator faults, respectively.

With the progress of related techniques, the application
scenarios of UAVs are becoming more and more complicate.
In particular, there is a growing demand for multi-UAV to
implement missions coordinately. Nevertheless, cooperative
control requires higher reliability and fault tolerance, and de-
signing cooperative faults-tolerant control (CFTC) protocol is
an alternative option. For the CFTC of multi-UAV formation,
there are two main technological route, i.e., active and pas-
sive. Active CFTC focuses on selecting appropriate control
strategies through accurate fault estimation. Yang et al. [11]
proposed an adaptive iterative learning observer and utilized
a terminal SMC to deal with the actuator fault. Liu et al. [12]
used a fast adaptive fault estimation observer to estimate
the faults and proposed an SMC to perform a distributed
formation tracking. A distributed active CFTC method [13]
is also designed subject to communication delays, external
disturbance, and multiple faults. Compared with the active
CFTC, the passive CFTC has a better robustness and does not
need to distinguish the type of faults in advance, which has
broader applications. Cheng et al. considered passive CFTC
with external disturbances for actuator faults encountered in
multi-UAV formation control based on the fixed-time theory
[14]. A scheme was further designed to realize the CFTC
with the prescribed performance [15]. Li et al. expanded
the number of actuator faults and proposed an adaptive
CFTC strategy for time-varying formations to effectively
compensate for infinite uncertainty about the effects of
actuator faults [16]. Han et al. proposed a distributed adaptive
finite-time CFTC for sensor and actuator faults [17]. The
above researches provide valuable guidance and essential
references for the CFTC of UAV formation. However, the
above methods can only deal with single fault cases [12]-
[16] or bounded multiple-fault cases [17].

Most faults have an episodic character that generate a
step response to the controller output, producing undesired
jitter, especially under controllers with sign function [18]—
[20]. The output of sign function is more prone to dis-
continuities, which may lead to fluctuations in the system
performance. Compared to the classical sign function, the
norm-normalized sign function (NNSF) is usually continu-
ous, which makes it easier to achieve a smooth controller
output [21]. Yan et al. applied the NNSF to UAV formation
tracking with energy constraints [22]. Cheng et al. introduced
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the NNSF in CFTC to achieve the desired formation [23],
and it is worth noting that only actuator faults are considered.
To accomplish the formation task, Cui et al. used the NNSF
in a UAV full-state constraint case [24]. Inspired by the
aforesaid work, this paper proposes a fixed-time passive
CFTC protocol for multi-UAV, using the NNSFE. The pitot
tube and actuator faults are considered simultaneously. The
main contributions of this paper are as follows:

1) A novel fixed-time observer for sensor and actuator
faults is proposed. Unlike finite-time convergence [14]
or prescribed performance [15] methods that only
consider actuator faults, we consider both actuator
and sensor faults simultaneously. Unlike the prescribed
time control approach that utilizes neural networks for
both actuator and sensor faults in [17], [22], we remove
the assumption that the faults are bounded in [17], [22]
and a general case is considered.

2) The norm-normalized sign function (NNSF) is em-
ployed to develop the cooperative faults-tolerant con-
trol with a smoother control output, and the process
of controller design is more streamlined than methods
with the sign function [24].

The structure of this paper is: Section II introduces the
basics of graph theory, the NNSF, related definitions, and
useful lemmas; a fixed-time observer (FTO) is introduced
to estimate the sensor and actuator faults, and a CFTC
method is developed for formation tracking in Section III;
simulations verify the capabilities of the observer and the
controller in Section IV. Finally, Section V concludes this
paper.

II. PROBLEM FORMULATION AND
PRELIMINARIES

A. Graph Theory

Let G = (V,&) be the graph describing the topology
of the direct communication of N UAVs, where V =
{s1,...,85} and € C V x V represent N nodes and
the set of edges connecting each node, respectively. Define
A = [a;;]nxn to denote the adjacency matrix of the graph
G, where a;; denote the weight coefficients of the edges
(sj,si). When (s;,s,) € &, a;; = 0, a;;j; > 0 and vice
versa a;; = 0. The incidence matrix of the graph G is
D = diag{degin(s1),...,degin(sn)}, Where degi,(si) =
Z;yzl a;;. Define £ = [I;;] = D — A to denote the Laplace
matrix of the graph G, where the elemental values I;; of

. N

the Laplace ‘matrllx, are expressed as l; = > j=1,ji @ij and
lij = —aij,i # J.
B. Properties of the Norm-normalized Sign Functions

The expression for the NNSF sgn y(9) is

e #0
sgny(0) = {del o

where @ = [01, 02, --,0n]". ||0]| is the Ly norm of .
Since the NNSF is discontinuous and difficult to apply in
controller design, it is modified to the following expression

as sgny (0)* = || e|[¥sgn,, (o), where x > 0.

C. Related Definitions and Lemmas

Definition 1: For the system, ¢ = h(t,0), 0(0) = oo,
where o is the state of the system and h is a nonlinear
function. The initial state of the system is gg. If the system is
globally finite-time stable and the convergence time function
T(0p) is bounded, then the system’s equilibrium is globally
fixed-time stable.

Lemma 1: [25] There exists a continuous positive definite
unbounded function V' (z) such that

(HV(e) = 0 & 0 = 0; QV(o(t) < —aVP(o(t)) —
BV(o(t)), where o, 5 > 0, p=1— % qg=1+ % and
A> 1

Then system will be globally stabilized at a fixed time

T < Thmax = (7N)/(v/ ap)-
Lemma 2: [25] Let &1,&2,...,&n > 0.

If 0 < 5 < 1, then 70, &7 > (sz'vzl fz‘) :
If 5> 1, then Y1V &7 > Nl*”(ZiNzl &) .

D. Problem Statement

Consider the UAVs have one virtual leader labeled 0 and
N followers labeled 1,...,N in graph G. The kinematics
model of each UAV is

Ty = v; cos Py,
Ui = v siny,
Vi = Q4

1/%‘ = Wi,

where p;, = [z;,v;]" denotes the position of the ith UAV.
v;,1; represent the corresponding velocity and the heading
angle, respectively. Let u; = [ai,wi]T, where a; and w; are
used as the control inputs to represent the acceleration and
angular velocity of the UAYV, respectively.

Consider the presence of faults, the pitot tube fault of the
ith follower is noted as F§;, and the loss of efficiency is
represented by p;. Then, the sensor and actuator faults model
of the ith UAV can be expressed by vlf =v;+F;, u{ =(1-
pi)u;, where v{ and u{c represent the airspeed measurement
at the fault time and the output control signal of the ith UAV
actuator, respectively.

Inspired by [26], the system (1) can be rewritten in the
following form

P =0+ fy tvr,
v; = Bju; + Byiu; — pi(B; + Byi)u,,

(D

2

-
Tiv T _ . T
where v, = [U;g, U;Q , Ty = [v;c08;, v 8inh] . v; =

v; — v,, U and v are the upper and lower bounds on the
cos; —u;siny; B
T sinvy;  v; cos; }’ Fai =
[Fsi C.OS%}’ By — {CQSTM —Fy Sinwz}’ and 0 < p; < 1
Fy; sin; siniy;  Fy;cosy;
is a continuous time-varying function.

Consider the disturbance suffered by the UAV as a cen-
tralized disturbance d;, which contains the error due to
the unmodeled term and the external disturbance, so the
centralized disturbance suffered by the ith UAV can be
expressed as d; = Aa;v; + d,;, where Aa; represents the

velocity, respectively. B; =
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error due to the unmodeled term of the system and d,; is
the external disturbance suffered by the ith UAV [27] .

Substituting the centralized disturbance into (2) yields the
system model (3) when considering the external disturbance
as well as the pitot tube and actuator fault

_ _ T
pi=vi+Fa+ |5+, 3)
v = Byu; + Bryu; — pi(B; + Byi)u;.

It is referred to [27] that we can set Fy; = f,, +
[6—527 E;£:| +d;, so (3) can be rewritten as
p; =v; + Fg, @

v; = Biu; + Fg,

where Fai = Bflul — pz(Bz + Bfl)uZ

Assumption 1: The derivatives of the pitot tube and ac-
tuator faults are both bounded and satisfy ||F|| < L1,
||Fm»|\ < Lo, where L1, Lo are both known constants.

Remark 1: According to [14], [28], the first order deriva-
tives of the faults are assumed to be bounded here. It should
be noted that unlike [17], [22], we do not assume that
the faults are bounded, which is also consistent with the
laws of operation of real physical systems. Therefore, the
conclusions drawn in this paper are more general.

III. MAIN WORK

This paper clearly defines the pitot tube and actuator faults
through the previous analysis and fully considers the possible
disturbances and unmodeled factors. In this section, we will
design a CFTC for the multi-fault case. Firstly, different
faults of each UAV are considered as unknown factors and
an FTO is designed to estimate multiple faults accurately.
Second, the NNSF is used to design the CFTC to achieve
formation tracking.

A. FTO Design

Most traditional CFTC methods are limited to handling
a single fault or have certain limitations when considering
multiple faults. To overcome these limitations, the pitot tube
and actuator faults of each UAV are treated as unknown terms
and estimated using an FTO. In this subsection, an FTO
based on (4) is presented to achieve the differentiation and
estimation of the pitot tube and actuator faults to improve
the performance and stability of the CFTC.

Theorem 1: For system (4), define 1,1, 1,9, M;3, and 1,4
as the observer state vectors for the ¢th UAV and the observer
is designed in the following form

1,1 = —kil HC H — ki€ llCin 1P + g + 04,
il
iz = ~Kis e
i = ~hia ¢ iTl% — kisCanl[Canl 71 + Mg + us,
i2
s = —hio e
&)
where C;; = 1,1 — P;» Cio = M3 — Vs C§1 = Mo — Fis

and ¢}, = n;, — F,; are the estimation errors of position,
velocity, pitot tube fault, and actuator fault for the ith UAV,

respectively. ¢ > 0 is a constant. 1,, and 77;, represent
estimations of pitot tube and actuator fault of the ith UAV,
respectively. If the observer gains k;i, kio, ki3, Kia, Kis,
and k;¢ satisfy the following conditions, ¢;; and {3, will
converge in a fixed time 7;.

2kio(p — DT > kiy > 2k, kin > 0, kiz > 4Ly,
2]61‘5((,0 — I)TW_I/Q > kg > 201, ks > 0, kg > 4L9,
(6)
where 7" > 0 is a given constant.
Proof: Substituting the observer (5) into ¢;; and the
derivative of ¢, yields

éil = 771'1 - I"i
Ci1 (N
= - 72Cz1||C21HW ! + Czl'
H all?
Then, we can get
Ci = Sy T — kinCallCall?™! +¢h,
H all2 )

& = k”@MI F.

The subsequent proof will be divided into two steps, the
first part will demonstrate that —k;s||(,;||? converges to T°
within #;;, and the second part will verify that —k;; ||, ||"/?
converges to 0 within ;5.

Step 1: Consider ||C;1(t0)||] > 7. Then, it can be ob-

tained according to the second term in (8) that %};’1” <
—kiz||Cir[|7.
Integration of it yields
i t)||1—¢¥
||C111H S _kiQ(t_tO) ||C211< O)H < _ki2(t_t0)-
—p _
9)
Simplification of (9) gives
1
o—1
(10)
||C11H ]{ ( )(t—to)

Thus, ||¢;1]| will converge to 7" within ¢;1 < t;1max =

W, where t;; is the convergence time of

—kaa|[Cil]?-
Step 2: At t > t;1, —ki2||¢;1]|? will converge to 0.
Therefore, (8) can be rewritten as

C.'i = +C )
i Hg,l\r o (11)
Cin =~y — Faiv

Then, Sl < k1 |¢,,1]'/2. Integrating it yields

dt
201Ci V2 < —kir(t — tin) + 2||¢ 1 (tar) ]|/

(12)
= —k‘il(t — til) + 2T1/2.
Therefore, it can be obtained that at ;5 < £;2 max = 1,:1/2
[|¢;1]] will converge to zero, where k;; < 2k;a(p—1)7%~ 172

and t;5 is the convergence time of —Fk;1|[¢;]]Y/2.

Following the proof of Theorem 2 in [29], ||¢f;|] will
converge in a fixed time when 2k (¢ — 1)T¥ =12 > ki >
V2kisz, kio >0, and k;3 > 4L;.
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Similarly, it can be obtained that if the parameters satisfy
2ki5(<p—1)T¢_1/2 > kg > 2k, kis > 0, and k;g > 4L,
then, ¢;, and €7, in observer (5) will also converge in a fixed
time.

Therefore, the estimation errors of this observer for the
pitot tube and actuator faults will converge in a fixed time
T;, and the proof is complete.

|

B. CFTC Design

Sign functions are commonly used in controller design
and play an important role in Lyapunov stability analysis.
However, the classical sign function suffers from the problem
that easily affected by different types of faults in multi-UAV
CFTC, making the control output discontinuity. The intro-
duction of the NNSF can address this challenge effectively,
and improve the performance of multi-UAV system.

According to the previous analysis, the ith UAV dynamics
model can be rewritten as

P =i+ M — (i,
'i)z = Biui + MNig — C;,'l2

Then, we will proceed with the CFTC design. The system
will converge in a fixed time regardless of whether the
observer converges. Let the virtual velocity of the ith UAV be
v7, and the position of the desired trajectory of the formation
tracking be p,;. €; = p;, — py; represents the error between
the sth UAV and the desired trajectory.

Let the velocity error ¢; and tracking error d;
of the ¢th UAV be ¢; = wv, — v}, and 6; =
S Y ais (P — Pai) — (P; — Pay)]. respectively.

The relative position errors of the above equation can
be expressed as § = (L ® Iz)e, where L, >, and ® are
the Laplace matrix, the second-order identity matrix, and

13)

Kronecker product, respectively. 8 = [8],d,,...,05],
e=[e],€e5,-EN]-

Inspired by [14], the following virtual input v and
controller u; are proposed:
v’ = — ¢1 sgny[(£ ® [2)e]™ — casgny[(L ® [2)e]™?
+ Py — M2+ (i
(14)
w; =B; ' [—casgny (i)™ — casgny (i)™ — My (15)
+C¢% + 0 — (L ® Ir)e],
where cj, ¢, c3, and c4 are positive constants. 0 <
k1 < 11 < Ky < 2, 0% = [l 0,05, py =
.. T
[Pa1>Pazs - Pan]| » and my = [015, 759, ..., N2 . Where
the elements in 77, are estimations of sensor fault.
Theorem 2: Under observer (5), virtual inputs (14), and
controller (15), the multi-UAV (13) can realize the CFTC in
a fixed time.

Proof: Consider the Lyapunov function V; = %eT(£®
Iy)e. Derivation of V; gives
Vi=[(Loh)l (v+ny—Ch—pg),  (16)

where v = [v],vg, ... vN] It is worth noting that the

estimation error ¢;; of observer is included in the Lyapunov

function, i.e., the UAVs can achieve convergence even when
the observer has not yet converged.

Letg = [ng, gg, e gm T, then, v = ¢+ v". Substituting
this into (16) yields

= [(L® I)e] " ¢h—py). (D)

Substituting the NNSF and (14) while applying Lemma 2
yields

Vi < —al|(£® L)e||" T — oo (L @ L)el[" !
+ (L& I)e]" (s + g — Pg)

K1+l Ko+l
S—ClTlvl 2 —CngVl 2 +[(£®IQ)€]TC,

(c+v" +1ny—

(18)

where 7,7 > 0.
Th lect the L function V5 = 1 N <7,
en, select the Lyapunov function Vo = 5% ., ¢, 6.
Derivation of it gives

N

= Z%’T(Biui + Mg — iz — V7).

i=1

19)

The UAV’s velocity is not O during the practical flight,
then det(B;) = v; cos? ¥; + v; sin? ¢; # 0.
Therefore, substitute (15) into (19). It can be obtained that

Vo= ZS‘L

+'Ui —[(L® L)e] + i — Gy — 7'}

r1+1 ro+1 T
<—c3mVy 2 —amV, 2 _[(£®I2)5] S,

—c3sgny(6i)™ — casgny(64)™ — My + Cio

(20)
where 73,74 > 0.
Finally, consider the combined Lyapunov function V' =
V1 + Va. According to (18)(20), we have

. r1tl ratl T
Vv S — 017'1V1 2 — CQTQVl —+ [(E (24 12)5] S
K1tl ratl
- 637’3‘/2 12 — C4T4V2 22 - [(E X IQ)E]TC (2])
— LQVKQQ-H,

where ¢; = min{c;71,c373}, t2 = min{came,c47s}, 0 <
K1 <1, 1<ky <2

Let p. = ﬁ Then, it follows from Lemma 1 that the
system will converge in a fixed time 7' < Ty = %\/E’
and the proof is complete.

|

Remark 2: The introduction of the NNSF allows the proof
process to be compact. Meanwhile compared to the classical
sign function, the NNSF makes the controller proof process
smoother, i.e., it divides the original basis by the norm of
the vector instead of directly setting it to 1 or -1.

IV. NUMERICAL SIMULATION

In this section, a succession of numerical simulations will
be presented to verify the validity of the proposed CFTC.
Consider that there are four UAVs, and their topological
relationship is shown in Fig. 1.

The velocity v;(0) are 25m/s, 22m/s,
21m/s, respectively. The initial positions

17m/s, and
of UAVs
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1 2
4 3
Fig. 1. Topology of the UAV swarm.
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are  [42m,—10m]T, [86m,—1m]T, [95m, 90m]T and
[53m, 69m] ". Then, the heading angle are T 5> 5.and O,
respectively.

A. Observer Performance

Pitot tube and actuator faults at different periods are Fys; =
104+0.1sin(¢)(3 < t < 6), Fso = 12+40.3sin(¢)(6 <t <9),
Fo3 =8+0.5c08(t)(6 <t <9), Fsy =12+0. 2005( )(9 <
t§12)F1:15+01sin()(3<t<6) Foo = 6+
0.3cos(t)(6 <t <9), Foz = 12 4 cos(t)(12 < t < 15),
Foa =94 0.2cos(t)(12 < t < 15), and no faults occur at
the remaining moments.

Since the observer converges rapidly, we use a non-
isometric timeline to show the performance of the observer
for ease of visualization. Through Fig. 2, we can find that
the observer converges in 0.3s without faults. As mentioned
above, this subsection is designed with different sensor and
actuator faults at different time periods, each of which has
a duration of 3s. According to Fig. 2, it can be identified
that the convergence of the observer error can be achieved
within 0.1s after the faults occur. It should also be noted that
although no faults are imposed on the system in 12s — 15s,
there exists faults before 12s, so the sudden disappearance
of the faults also generates some fluctuations. It can be
demonstrated from Fig. 2 that the FTO proposed in this paper
has promising performance and can estimate different faults
well.

B. Controller Performance

In this subsection, we contrast the proposed controller with
the existing approach [14], and the results are depicted in
two dimensions. The acceleration and angular velocity for
the desired trajectory of each UAV are a; = 4 cos(0.44t)

Fyoccurs ~Desired Trajectory|
Normal Fa000u1s Normal UAVI
Fagoccurs LUAV2

250, Fyoccurs
\ Fypoceurs

Fayoceurs

Feoccurs
Fogoccurs

UAV3

150, A FUAV4
/ \// UAVI [14]
100+, ! | | FUAV2[14]
o Lol “UAV3 [14]
< 5 ; ,/—\\//‘ FUAV4[14]
> I | | Ending
/h
g %!
0y \J i
i
.-?0\\ N
100\ Starting
F
z/m % 3 6 9 2 15
/ t/s
300
200
£
<1
=)
25|
on
.8
-~
3.
<
]
[_1,

Tracking error and inputs of each UAV.

Fig. 4.

and w; = sin(0.007¢), respectively. The trajectories of the
multi-UAV are shown in Fig. 3.

The black line is the desired trajectory of the UAV
formation, according to Fig. 3, it can be found that both
the CFTC proposed in this paper and the controller in [14]
can realize multi-UAV formation fault-tolerant control in a
fixed time. However, it should be noted that in the initial
stage, the method in [14] has a tendency to diverge, compared
to the method presented in this paper, which is smoother.
Meanwhile, since this paper introduces the NNSF in the
controller design, it makes the output of the controller less
affected by faults. Intuitively, one can observe the Z-axis
in Fig. 3, which represents the offset of the UAV in the
Y-direction, and when a fault occurs, it can be found that
the control output of [14] has an obvious offset in the
Y-direction, compared to the controller designed with the
NNSF of this paper which has a much improved performance
and the formation tracking process is smoother. The relative
position error § and control inputs of the UAVs are shown
in Fig. 4.

Simulation results show that both methods can achieve
convergence of the tracking error. However, the CFTC pro-
posed in this paper is less affected by faults. As an instance,
the system suffers from both sensor and actuator faults
meanwhile in 6s — 9s. In the diagram of tracking error, in
the series of 65 to 7.5s, the method proposed in [14] suffers
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from faults more obviously (—4m to 6m), compared to the
CFTC proposed in this paper, which can guarantee that the
tracking error fluctuates in a tiny range (—2m to 2m) and
convergence of tracking error can be achieved in 1.5s. In the
diagram of the control inputs, it can be seen that compared
to [14], the CFTC proposed in this paper is smoother both
in terms of angular velocity and acceleration, which well
validates the effectiveness of introducing a norm-normalized
sign function in the controller, i.e., to enable the system’s
control inputs to be smoother.

V. CONCLUSIONS

In this paper, the formation control problem of multi-UAV
when facing sensor and actuator faults is investigated. By
introducing an FTO, the estimation errors for different faults
converge in a fixed time. Then, the NNSF is employed in
controller design to realize fast convergence of the multi-
UAV in a fixed time. Additionally, the incorporation of the
NNSF mitigates the impact of pitot tube and actuator faults
on the control output of the multi-UAV system. As a result,
the UAV is able to maintain a stable flight trajectory, ensuring
smooth and uninterrupted operation. Finally, the performance
of the proposed CFTC is demonstrated through a series of
simulations.
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