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Cyber-Attack Detection and Isolation of Nonlinear Cyber-Physical
Systems: An Auxiliary Filter Approach

Hamed Kazemi and Khashayar Khorasani

Abstract— This paper introduces a novel framework designed
to bolster security and develop cyber-attack detection and
isolation of nonlinear cyber-physical systems (CPS), focusing
specifically on discrete-time CPS vulnerable to actuator and
sensor cyber-attacks. The framework is particularly applicable
in scenarios involving data exchanges among controllers in
the command-and-control (C&C) center and the plant. It
operates under the assumption that adversaries can inject
false data into communication networks. The paper presents
design and development of auxiliary filters that are tailored for
cyber-attacks detection and isolation, along with a complete
stability analysis and demonstration of their efficacy through
associated design algorithms. Simulation studies are conducted
by using a high-fidelity Unmanned Aerial Vehicle (UAV) model,
which highlights the framework’s effectiveness in detecting and
isolating false data injection (FDI) and covert attacks.

I. INTRODUCTION

Cyber-Physical Systems (CPS) represent critical modern
infrastructures characterized by intricate integration of cyber
and physical components, facilitating intelligent operation
and control of critical subsystems [1]-[3]. This fusion of
cyber and physical elements enhances CPS efficiency while
simultaneously heightening susceptibility to cyber-attacks,
which are actions by adversaries that exploit system vulnera-
bilities, leading to potential critical damages [1]. Due to their
widespread availability and accessibility, CPS are at high risk
and likelihood of being compromised through cyber-attacks,
which can manifest at both cyber and physical layers [4].
Among the array of cyber-attacks, false data injection (FDI)
stands out as serving the foundation for various deceptive
cyber-attacks such as replay attacks, covert attacks, and even
zero dynamics attacks, as detailed in studies such as [5]-[7].

In the FDI scenarios, an adversary gains access to and
alters the physical system’s state, sensor data, or control
commands by introducing arbitrary errors or false informa-
tion to them. Recent events highlight numerous instances of
cyber-attacks targeting diverse infrastructure, underscoring
the severity of the threat they pose and emphasizing the
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imperative to explore methods for prevention and protection
of the critical infrastructure systems [8]-[10]. Prompt detec-
tion and isolation of cyber-attacks could mitigate the overall
system damages to within acceptable limits.

In real world, numerous industrial processes exhibit non-
linear properties that are inherent to their characteristics
and external environments. These complexities amplify the
challenges of developing detection and isolation strategies
when compared to linear systems. Despite the above, the
literature contains only a limited number of works addressing
cybersecurity of nonlinear CPS. For instance, [11] analyzed
the vulnerability of nonlinear dynamical control systems to
stealthy sensor attacks, while [12] developed a methodology
for generating stealthy integrity attacks for a class of nonlin-
ear CPS. However, both of these works primarily focus on the
stealthiness of cyber-attacks and their generation in nonlinear
systems, without addressing the detection and isolation of
such attacks.

State estimation plays a pivotal role in cyber-attack de-
tection, where precise system state estimation is crucial
for developing various detectors on both the plant and the
Command and Control (C&C) sides. Common examples of
estimation methods include filtering approaches such as the
Extended Kalman Filter (EKF) [13], fuzzy filtering [14],
and the Unscented Kalman Filter (UKF) [15]. The Extended
Kalman Filter (EKF) is widely used in nonlinear systems
for performing state estimation. It is an extension of the
traditional Kalman Filter (KF) that linearizes the system
model to handle nonlinearities. Alternatively, the UKF is an
unscented transform-based method that utilizes a series of
formalized and predefined sample data to approximate the
probability density function of the underlying processes for
state estimation purposes. Fuzzy filtering [14] employs fuzzy
logic to address uncertainties and nonlinearities in the system
dynamics.

Furthermore, observer-based techniques have gained
prominence in cyber-attack detection of nonlinear CPS.
These techniques involve designing observers to estimate
the system’s internal states based on available measurements.
They are particularly useful in scenarios where the system
dynamics are not fully known or are subject to disturbances.
Recent research has explored various observer-based designs
tailored for nonlinear CPSs, such as adaptive observers and
sliding mode observers. In these estimation methods, the
nonlinear part is typically modeled as system disturbance
or as a term that should be decoupled [16], [17].

The advantages and contributions of this paper include
addressing the challenges posed by discrete-time nonlinear
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CPS that are vulnerable to adversarial FDI attacks on both
measurement and actuation communication networks. These
challenges are mitigated through the deployment of auxiliary
filters on both the C&C and plant sides, aimed at detecting
and isolating these threats, thereby eliminating the need for
state estimation.

Specifically, we introduce auxiliary filters for actuator
and sensor cyber-attack detection and isolation that are
accompanied by formal stability analysis, to demonstrate
their effectiveness. This approach is grounded on a formal
design methodology outlined in a proposed algorithm. The
efficacy of the proposed methodology is validated through
its implementation in a CPS case study subject to FDI and
covert attacks, which involves the nonlinear model of a high-
fidelity Unmanned Aerial Vehicle (UAV). The problem of
mitigation and resilient control recovery are beyond the scope
of the current work and are topics of future research.

The remainder of this paper is structured as follows. In
Section II, we elaborate on the problem formulation and
provide preliminary information. Sections III and IV delve
into the methodologies for actuator and sensor cyber-attack
detection and isolation, respectively. Finally, we present
simulation results of an case study in Section V.

II. PROBLEM FORMULATION AND PRELIMINARIES

In this section, we present the formulation of the system
under consideration, including its mathematical representa-
tion. We also outline the framework of the CPS and describe
the strategy by which cyber-attacks impact the system. The
mathematical model of a nonlinear CPS is expressed as
follows:

x(k41) = f (x(k) Hg (x(k))u” (k)
y(k) = hx(k)). (D

Where, k denotes the discrete-time sample, x(k) € R" rep-
resents the system state, u*(k) € R? represents the control
input received at the plant side, and y(k) € R™ denotes the
measured output on the plant side. The functions f(x(k)),
g(x(k)), and h(x(k)) denote nonlinearaties, each with the
appropriate dimensions. The system states are assumed to
be observable.

The control input to the plant and output of the plant at
the C&C side, subject to cyber-attacks on the communication
networks between the actuators and sensors, are expressed
as follows:

u(k) =
yik) =

where u(k) represents the control signal or reference signal
generated on the C&C side, while u?(k) € R” and y*(k) € R™
denote the control input received at the plant side and the
output received at the C&C side, respectively. The signals
a" (k) € RPe and o’ (k) € R™a represent the FDI attack signals,
and the matrices B and D describe the actuator and sensor
cyber-attack signatures, respectively. It is important to note

u* (k) = u(k) + B%a" (k)
h(x(k)) +D%a’ (k), (2)

that the signals a"(k) and &’ (k) can be arbitrarily manipulated
by a malicious adversary.

The presence of the network layer allows for the observa-
tion of the CPS from both the plant and the C&C sides. The
architecture of the CPS, along with the concept of observing
it from both sides, is visually represented in Figure 1. In
this figure, one can identify the auxiliary filters, as well as
cyber-attack detectors on both the C&C and the plant sides.
Furthermore, there are communication links that are depicted
in the diagram, which are susceptible to cyber-attacks. Fur-
thermore, a separate communication channel connects the
plant side detector to the C&C, transmitting binary results
from the detector that is used to inform C&C from cyber-
attack that has been detected at the plant side, as depicted in
Figure 1.

In the subsequent sections, we will provide specifics of
these modules and their functionalities.
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Fig. 1: The Cyber-Physical System (CPS) under actuator and
sensor cyber-attacks with the C&C and the plant side filters
and detectors.

Remark 1: For simplicity in analysis, we did not consider
the presence of noise in the CPS dynamics. However, in the
simulation results provided in Section V, we have indeed
added noise and disturbances to the control and measurement
channels for a more realistic simulation scenario.

III. ACTUATOR CYBER-ATTACK DETECTION AND
ISOLATION

In this section, we outline the presence of two auxiliary
filters, one on the C&C and the second on the plant sides.
These filters serve the purpose of detecting actuator network
cyber-attacks. To facilitate this, an extra communication link
is introduced, allowing the C&C auxiliary filter output to
be transmitted to the plant side for the purpose of compar-
ison. However, it should be noted that this supplementary
communication link is also susceptible to potential cyber-
attacks. Importantly, the role of the auxiliary filters is not to
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estimate the system’s states. Instead, their primary function
is detection of actuator cyber-attacks. A similar structure will
be proposed in the next section for detecting sensor network
cyber-attacks.

Given the nonlinear dynamics of the plant (1), The formu-
lation of the nonlinear actuator auxiliary filter on the C&C
side is presented as follows:

Zhu (k1) = Anuzfy (k) + Fau(zfig (k) + Taute(k)
+  Kauy*(k), 3)
cC

where 73, (k) € R" represents the state of the actuator aux-
iliary filter at the C&C side. The nonlinear term Fy,(.) and
matrices Ay, Tay, and Ky, are of appropriate dimensions and
will be designed and selected subsequently.

The proposed actuator auxiliary filters on the plant side
are expressed in the following form:

(k1) = Azl (k) + Fau(zy, (k) + Tauu (k) + Kpuy (k)

+ LR, (2, (k) — (55 (k) + D4 ,a™)). @)

In the above equation, z; (k) € R" denotes the state of the
actuator auxiliary filter at the plant side, whereas a4 € R"a
denotes the cyber-attack on the communication link between
the two actuator filters with the signature DY,. The error
signals between the estimated states on both sides can be
defined as e’ (k) = 2§ —z§C. The gain of the filter, L ,
will be designed subsequently.

The residual of actuator cyber-attacks is defined as fol-
lows,

a_cc
= LZM (ZAM — ZAu )

&)

where “z$C indicates the C&C-side auxiliary filter’s output
that is recelved at the plant side, which could also be subject
to cyber-attacks.

Assumption 1: The malicious adversary does not have
access to all the communication channels between the two
side filters, i.e., rank(D},) < n.

Assumption 2: For Fy,(x), there exists a positive constant
vy for all x; and x, such that

[ Fau(x1) = Fau(2)|| < ¥llx1 — x2]|. (6)

Theorem 1: Under Assumptions 1 and 2 and if the fol-

lowing conditions hold, the residual resqu () is affected by

the actuator cyber-attacks a*(k), and is decoupled from other

cyber-attacks and inputs, i.e. for a“(k) =0, €', converges to
zero asymptotically, provided that

resau( )

1) KyD*=0.
2) L},D4, =0.
3) TAuBa #O

4) Given that the matrix Lf;u satisfies the condition 2), we
define the matrix A according to A = Ay, +L£M, such
that A is Hurwitz by properly selecting the matrix Ay,
that is at our disposal.

Furthermore, if B is diagonal, each individual res, at (k) is
affected by the corresponding cyber-attack a’(k) and is
decoupled from the others.

Proof: By subtracting (3) from (4), one can derive the
state-space representation of the error dynamics between the
two filter states as follows:

k1) = Aei, (k) + Fau(zy, (k)
Fau(2iiy (k) + TauB"a" (k)

- KAuDaay(k) - LﬁqumaAu (k)

(7

Under conditions 1)
simplified to:

and 2) above holding, (7) can be

eh(k+1) = Al (k) + Fau(z}, (k)

—  Fau(z5, (k) + Ta,Ba" (k). ®)

To demonstrate the asymptotic convergence of eZZ(k), let
us first assume that a”(k) = 0. We choose a Lyapunov
function candidate V (k) = e k)" Pel" (k), where the matrix
P is symmetric positive definite (PD) that satisfies

ATPA+ (Y — 1)P 4+ yPAAT P4 yI < 0. )

It follows from (8) and (6) that:

V(k+1) =V (k) = (Al (k) + Fau(2h, (k) — Fau (55, (k)"
P(ACE (k) + Fru (2, (k) — Fau(255,(K))) — b (k)T el (k)
= e (k)T AT PACS (k) + 2 (A (k) P(Fuu(5, (k)
~Fau(z55,(k))) + (Fau(2, (k) — Fau(255,(k))) " P
(FAu<zzu<k>>—FAu<zgu< ) — eho (k)T Pel (k)

< el (k)" (ATPA = P)el (k) + 2vllels, (k)T AT P| [lef (k)|
+y2e k)T Pk (k)
< e’ (ATPA P)elys (k) + (|, (k)T AT P||?
+]lek ( )+J/2e k)" ek’ (k)
:emw)@VﬂuwffDP+wmﬂP+wymw» (10)

Note that regarding (9), ATPA + (y*> — 1)P + yPAAT P +
vl <0 in (10) implies €/ (k) tends to zero asymptotically
for any initial condition €4, (0), when a“(k) = 0.

On the other hand, it follows from (8) that under the
condition 3), €4 (k) is affected by the actuator cyber-attack
a“(k) for any a“(k) # 0 and the impact of e/ A “ (k) will appear
in the residual resqu(k)- Furthermore, if B? is diagonal, i.e.,
each individual cyber-attack only affects a communication
channel in the actuator communication network, according
to Equation (8), only the corresponding element of the vector
el (k) is affected, while it is decoupled from other channels’
cyber-attacks. This completes the proof of the theorem. M.

In view of Theorem 1, we present below an algorithm
for designing auxiliary filters. These filters are crucial for
detecting actuator cyber-attacks, as discussed in this section.
The algorithm provides a systematic approach to configuring
these filters.
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Algorithm 1 Actuator Auxiliary Filter Design Algorithm.

Inputs: Assumption 2 and conditions of Theorem 1
Output: A and Ay,

1. Compute Ky, according to condition 1). Setting K4, =0
is a valid selection.

2. Compute the matrix Lﬁ;u to meet condition 2). It is
essential to note that Lgu cannot be zero due to the
definition of resgu(y).

3. Select a function Fy, that satisfies the Assumption 2
with a desired positive value of ¥ .

4. Choose Ty, such that it does not nullify the potential
cyber-attacks effect, i.e., T4, B* # 0.

5. Given the matrix L}, from the Step 2, then by properly
selecting the matrix Aa,, one would select a new matrix
A as A=Ay, +L5 , that is Hurwitz and satisfies A7 PA +
(y?> = 1)P+yPAAT P4 yI < 0 for a PD symmetric matrix
P and the desired value of 7.

IV. SENSOR CYBER-ATTACK DETECTION AND
ISOLATION

For the sensor cyber-attack detection and isolation method-
ology, and given the nonlinear dynamics of the plant (1) we
first design the plant-side nonlinear auxiliary filter as follows:

Zﬁy (k + 1) AA)’Ziy (k) + FAy (Zﬁy (k)) =+ TAy”a (k)

+  Kayy(k), (1)

where zzy(k) € R” represents the state of the sensor auxiliary
filter at the plant side. The nonlinear term Fy(.) and matrices
Ay, Tyy, and Ky, are of appropriate dimensions and need to
be designed subsequently.

On the C&C side, control inputs are obtained before the
injection of actuator cyber-attacks. However, the measure-
ment signal received at the C&C could be vulnerable to
spositive densor cyber-attacks. Consequently, the proposed
sensor auxiliary filters on the C&C side are formulated as
follows:

ZAV Clk+1) = AA)sz (k) +FAy(sz (k) +Tayy“ (k) (12)
+ Kayu(k) + Ly (255 (k) — (2f, (k) + Dg»™)).
where z§ (k) € R” represents the state of the sensor auxiliary

filter on the C&C side, and a® € R" illustrates the cyber-
attack occurring on the communication link between the two
sensor filters, characterized by the signature Dy, .

The error signals between the estimated states on both
sides can be expressed as ey (k) = z/%c — 2, Additionally,
the residual of sensor cyber-attacks is defined as

resqy (k) = LS (sz — ZA‘) (13)

Where azﬁv indicates the output of the plant-side sensor
auxiliary filter received at the C&C side, which could also
be vulnerable to cyber-attacks.

Theorem 2: Under Assumptions similar to 1 and 2 for
Dy, and Fy, and provided that the following conditions hold,
the residual res,y () is affected by the sensor cyber-attack
@ (k), and is decoupled from other cyber-attacks and inputs,
ie. for &’(k) =0, ezg converges to zero asymptotically,
provided that

1) K4B*=0.

2) L§IDY, =0.

3) Ty D" #0.

4) Given that the matrix Lgyc satisfies the condition 2), we
define the matrix A according to A = Ay, —}—Lcyc , such
that A is Hurwitz by properly selecting the matrix Ay
that is at our disposal.

Furthermore, if D* is diagonal, each individual res g (k) is
affected by the corresponding cyber-attack al)f(k) and is
decoupled from the others.

Proof: The proof is similar to that of Theorem 1 and is
omitted for brevity. .

Furthermore, the parameters of the filters (11) and (12) can
be determined by using an algorithm similar to the Algorithm
1.

In terms of isolating different cyber-attacks, as mentioned
in the above theorems, actuator and sensor residuals are
detected separately and are decoupled from each other. Fur-
thermore, if there are various individual cyber-attacks, each
affecting the corresponding channel in the actuator/sensor,
then only the corresponding element of resu(y)/res. k) is
affected. Therefore, by utilizing residuals (5) and (13), one
can detect and isolate different actuator and sensor cyber-
attacks.

Remark 2: In Theorems 1 and 2, no specific assumptions
are made regarding the nature, characteristics, and type
of cyber-attacks. This flexibility implies that the proposed
method is well-equipped to detect and isolate various types
of deception attacks that are rooted in the FDI, provided
the corresponding assumptions are met. These may include
readily detectable attacks such as replay attacks, as well as
more subtle forms of cyber-attacks such as covert attacks
and zero dynamics attacks that might lead to stealthy cyber-
attack [18]. Typically, these cyber-attacks involve a com-
ponent injected into the actuator communication network,
where the effects caused by it are either unobservable or
are compensated for at the outputs. Referring to (4), these
components can be modeled as a*(k), which was shown to be
detectable by the proposed actuator detector. This matter will
be illustrated in the next section, focusing on the detection
and isolation of different FDI and covert attacks in nonlinear
CPS. Therefore, the proposed approach provides a versatile
solution to enhance system security against various types of
deceptive cyber-attacks.

Remark 3: While existing literature has made significant
strides in addressing the stealthiness and generation of cyber-
attacks in nonlinear CPS, as reported in works like [11]
and [12], these efforts have largely overlooked the critical
aspects of detecting and isolating such attacks. Moreover,
state estimation methods, including the EKF [13], fuzzy
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filtering [14], and UKF [15], rely heavily on accurate system
models, which may not always be feasible in complex,
nonlinear environments. In contrast, this paper advances
the field by introducing auxiliary filters on both the C&C
and plant sides, which effectively detect and isolate threats
without relying on state estimation. This method is further
supported by formal stability analysis, ensuring robustness
and reliability. Additionally, the flexibility of the proposed
approach, as highlighted in the Theorems 1 and 2, allows it
to detect and isolate a wide range of cyber-attacks without
specific assumptions about their nature or characteristics, as
noted in Remark 2. The proposed methodology has been rig-
orously validated using a high-fidelity UAV nonlinear model,
demonstrating its practical applicability and effectiveness in
real-world scenarios, as will be elaborated in the next section.

V. SIMULATION

In this section, we present a case study involving a
mini UAV, specifically the commercial off-the-shelf Radio-
controlled drone known as the Ultra Stick 25E [19]. This
UAV, as shown in Figure 2, was developed by a group
of researchers from the University of Minnesota. The UAV
features a conventional design with horizontal and vertical
tail surfaces, and is equipped with three primary control
surfaces: the elevator, rudder, and ailerons.

All the above control surfaces are actuated by using Hitec
servos. The UAV is further outfitted with a comprehensive
set of avionics to support research and development in
flight control, and is equipped with a range of sensors,
including those for measuring angular positions, rates, and
linear accelerations. In this paper, the controller’s design is
accomplished through utilization of backstepping method, as
proposed in [20], involving the control of the pitch, roll, and
yaw angles by using a total of six Lyapunov functions.

Taking a moment around the aerodynamics center of the
UAV, we can express the angular rate dynamics as follows:

I . paSb L, — I, I,
——F = Cl——F——qr+--qp (14
L, Lix Ly L
. pasSc Ly — I L, 5 2 Ip
q = Cm — pr— (p -r )—l—prr
Iyy Iyy Iyy Iyy
_Iﬁp _ P;Sb _Iyyilxqu_lﬁqr_llw g
I; I; " I; I; I; b

In the above equations, p (rad/s), g (rad/s), and r (rad/s)
represent the body axis angular rates, while ¢ (rad), 0 (rad),
and y (rad) denote the body attitude angles. Additionally, P;
(Pa) denotes the dynamic pressure, and « (rad) and 8 (rad)
correspond to the angle of attack and sideslip angle of the
UAV in the wind axis, w, (rad/s) represents the propeller
rotation speed, Iy, Iyy, Iz, I;, and I, denote the moment
of inertia coefficients for the UAV and propulsion system,
expressed in kgmz. Additionally, ¢;, ¢, and ¢, denote the
non-dimensional moment coefficients [19].

The kinematics of the rotational motion, which links the
body angular rates p, g, and r, the Euler angles ¢, 6, and

Rudder &, Alleron §,

Elevator

yvY

Fig. 2: Forces and moments in the UAV body axis [19]

v, and the aerodynamic angles o, 3, and 7 (the slope of the
flight trajectory), can be expressed as follows:

& = p-+tanb(gsing +rcoso)

6 = qcosp —rsing

. qsing +rcos¢

v = cos0

0 = y+acosg+ Bsing (15)

Moreover, as mentioned above, a backstepping controller
has been integrated into the plant side to stabilize the roll,
pitch, and yaw angles. The desired values for these angles are
denoted as (ﬁ, 0, and v, while p, g, and 7 are determined
based on the system parameters. The corresponding errors
are denoted as ey, with x representing each of the system
states. The backstepping controller leads to computation of
the desired aileron, elevator, and rudder deflections, denoted
by da, 8e, and 6r [20]. The designed control system has
been implemented in the Matlab/Simulink environment, and
its effectiveness has been evaluated through a series of
numerical simulations.

Within the framework of the CPS, as depicted in Figure 1,
we assume that the UAV functions as the plant. Meanwhile,
the C&C center receives the system’s outputs and determines
reference values for the corresponding actuators on the UAV.
First, we assume the UAV is in the healthy condition.
Figure 3 depicts the reference value, the actual values,
and the received signals at the C&C under this condition.
Consequently, the communication networks for sensors and
actuators, as well as the auxiliary filters, are assumed to be
compromised by different FDI and covert attacks.

We consider two FDI attacks in the actuator network,
affecting 6 and ¥, and two FDI attacks in the actuator
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Roll, Pitch, and Yaw Angles in Healthy Conditions
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Fig. 3: The UAV’s measurement outputs, reference values,
and the received signals at the C&C center in healthy
condition.

networks, corresponding to ¢ and 6. Additionally, two cover
attacks affect 0 & V¥ (at the actuator network) and 8 & y (at
the actuator network) simultaneously, such that sensor cyber
attacks compensate for the effect of actuator attacks on the
signal received at C&C. In summary, this work addresses the
detection and isolation of six cyber-attacks, all of which are
tackled by using our proposed methodology.

Even though according to the proposed theorems, residuals
converge to zero in the absence of cyber-attacks, we still need
to establish thresholds for the detection procedure due to the
inclusion of noise in the simulation. These thresholds are
determined by running the system multiple times under dif-
ferent conditions, ensuring that each residual remains lower
than the corresponding threshold in the absence of cyber-
attacks and is exceeded in the presence of the corresponding
cyber-attack.

Initially, the CPS operates under normal, healthy condi-
tions and adheres to reference values issued by the C&C
center, as shown in the first 25 seconds of Figure 4. Sub-
sequently, actuator FDI attacks corresponding to 6 and W
occur at times 25 seconds and 35 seconds, respectively.
Additionally, sensor cyber-attacks ¢ and 6 are assumed to
occur at times 45 seconds and 55 seconds, respectively. The
impact of these cyber-attacks on system outputs is depicted in
Figure 4. The models of actuator and sensor cyber-attacks,
including auxiliary filters cyber-attacks, are represented in
the first two subfigures of Figures 5 and 6, respectively.
Actuator cyber-attacks can cause the system states (true

Roll, Pitch, and Yaw Angles under Actuator and Sensor FDI Cyber-Attacks
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Fig. 4: The UAV’s measurement outputs, reference values,
and the received signals at the C&C center under actuator
and sensor FDI attacks.

values) to diverge from the reference values issued by the
C&C center, while sensor cyber-attacks have the potential
to mislead the monitoring system in the C&C by altering
the received signals. By leveraging the proposed cyber-attack
detection methodology, we are able to recognize the cause
of the divergence and the alteration.

To detect and isolate actuator cyber-attacks, the auxiliary
filters (3) and (4) are employed. The designed parameters
of these auxiliary filters are determined by following the
Algorithm 1, as follows:

A = [-200;0 —0.50;00 —0.5], Fp,(x) = sin(x)I3
T = L, L2 =[1.500;000;000]

Kiw = 0,D% =B“=[000;010;001]

B = [000;010;001].

Similar auxiliary filters are designed for sensor cyber-
attacks. Figure 5 illustrates the FDI attacks occurring on
the communication networks of @ and ¥, along with the
auxiliary filters and the residuals of actuator cyber-attacks.
Moreover, Figure 6 presents the FDI attacks of the com-
munication networks of ¢ and 6, along with the auxiliary
filters and the residuals of sensor cyber-attacks. Each residual
is defined particularly for each network channel, and they
are only sensitive to the corresponding cyber-attack and
are decoupled from others. Consequently, isolating among
different cyber-attacks is possible; this can be illustrated in
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Actuator FDI Cyber-Attack Detector Results
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Fig. 5: Actuator cyber-attack detection results, including
actuator and auxiliary filter cyber-attacks, and residuals.

the last subfigures of Figures 5 and 6.

In another scenario, we consider two cover attacks oc-
curing on the CSP communication networks. The first one
impacts 6 and @ simultaneously at time 25 seconds, and
the second addresses ¥ and y simultaneously at time 45
seconds. Figure 7 illustrates the impact of these cyber-attacks
on the system output. Given that attackers have system
knowledge, they aim to generate stealthy cyber-attacks by
compensating for the effect of actuator cyber-attacks on the
sensor communication network.

The covert attacks signals are represented in the first two
subfigures of Figure 8. Consequently, as shown in Figure 7,
the signals received at C&C follow the issued references.
However, the actual values for 0 and y alter significantly
on the plant side, contrary to the C&C’s desire. Due to
our proposed methodology, the actuator auxiliary filter can
detect and isolate these covert attacks, as depicted in the
last subfigure of Figure 8. These findings demonstrate that
each proposed detector effectively diagnoses the correspond-
ing cyber-attacks, and other anomalies do not affect their
detection performance. Consequently, all cyber-attacks are
successfully detected and isolated.

VI. CONCLUSIONS

In conclusion, this paper presents a novel framework
tailored to bolster security in discrete-time nonlinear cyber-
physical systems (CPS) by addressing vulnerabilities to FDI
actuator and sensor attacks. Through the deployment of
auxiliary filters on both the Command and Control (C&C)

Sensor FDI Cyber-Attack Detector Results
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Fig. 6: Sensor cyber-attack detection results, including sensor
and auxiliary filter cyber-attacks and residuals.

and plant sides, the framework effectively detects and isolates
FDI and deceptive attacks such as covert attacks, which
operate based on FDI attacks, without necessitating state es-
timation. The simulation studies conducted by using a high-
fidelity Unmanned Aerial Vehicle (UAV) model demonstrate
the framework’s efficacy in detecting and isolating actuator
and sensor cyber-attacks. These findings underscore the
framework’s potential to significantly enhance CPS security
and resilience against cyber threats, representing a valuable
contribution to the field of CPS security.
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