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Abstract— The impacts of zero dynamics attacks and per-
fectly undetectable cyber-attacks cannot be observed in outputs
of cyber-physical systems (CPS). Adversaries are capable of
executing these cyber-attacks and leading the CPS to unde-
sirable trajectories while remaining undetected. In this paper,
we introduce and formally define the notion of security effort
(SE) as a novel security metric for CPS that determines the
minimum number of actuators and sensors that should be
secured and kept attack free in order to prevent adversaries
from executing zero dynamics attacks, covert attacks, and
controllable attacks. Moreover, since zero dynamics attacks,
covert attacks, and controllable attacks belong to weakly
unobservable and controllable weakly unobservable subspaces
of the CPS, conditions under which these subspaces become
zero are obtained and investigated. An illustrative numerical
simulation is provided to demonstrate the effectiveness of our
proposed security measure.

I. INTRODUCTION

In recent years, there has been a growing number of cyber-
attacks targeting cyber-physical systems (CPS) [1]. These
cyber-attacks inflict damages on critical infrastructures such
as power grids and cause financial losses [1]. Addressing the
cyber security problems in CPS has attracted a significant
amount of attention [2]–[8]. On the other hand, adversaries
attempt to make their cyber-attacks stealthy in order to avoid
being detected by monitoring systems in the CPS. Therefore,
one of the main challenges in addressing cyber-security
problems in CPS is to investigate the vulnerability of these
systems to stealthy cyber-attacks.

The impact of stealthy cyber-attacks on sensor readings
received by CPS operators is minimal. Hence, their detection
is extremely challenging. Zero dynamics attacks, covert
attacks, and controllable attacks, that are referred to as unde-
tectable cyber-attacks in [4], [5], [7], [9], are among the most
damaging stealthy cyber-attacks since they can cause CPS
to become unstable while remaining undetected. Moreover,
covert attacks and controllable attacks are considered as
perfectly undetectable cyber-attacks since their impacts on
sensor readings are zero [2].

The notion of security index has been defined in the
literature as the minimum number of actuators and sensors
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that should be manipulated by adversaries to perform certain
types of stealthy cyber-attacks [2]–[4], [9], [10]. In [4], [9],
[10], the security index is defined as the minimum number
of actuators and sensors that are needed to execute a zero
dynamics attack, a covert attack, or a controllable attack.
Furthermore, in [2] and [3], the security index denotes the
minimum number of required inputs and outputs to perform
a perfectly undetectable cyber-attack.

Moreover, computing the security index is an NP-hard
problem [2], [10]. Therefore, in [2] and [3] structural system
framework has been utilized to describe the CPS by using
graph theory to compute the security index in a generic sense
by using computationally efficient algorithms. In [4] and
[9], an upper bound of the security index is defined and
geometric control theory is utilized to compute the security
index over the weakly unobservable and controllable weakly
unobservable subspaces of the CPS.

However, the notion of security index considers the CPS
from the adversary’s point of view. Hence, in certain cases,
it may not provide CPS operators with adequate informa-
tion to prevent zero dynamics attacks, covert attacks, and
controllable attacks. Consequently, one needs to study a
security measure that studies the CPS from the operator’s
perspective. In this paper, we define the security effort (SE)
as a measure that denotes the minimum number of actuators
and sensors that should be secured by CPS operators to
prevent adversaries from executing zero dynamics attacks,
covert attacks, and controllable attacks.

In particular, we investigate the weakly unobservable and
controllable weakly unobservable subspaces of the CPS
since zero dynamics attacks, covert attacks, and controllable
attacks belong to these subspaces. Consequently, conditions
under which weakly unobservable and controllable weakly
unobservable subspaces become zero are derived and in-
vestigated. Consequently, if these conditions are satisfied,
adversaries are not capable of performing zero dynamics
attacks, covert attacks, and controllable attacks. Furthermore,
SE is defined as the minimum number of inputs and outputs
that should be secured such that weakly unobservable and
controllable weakly unobservable subspaces of the CPS
become zero.

To summarize, the main contributions of this paper are
stated as follows:

1) The notion of SE is formally defined as a measure
that denotes the minimum number of actuators and
sensors that should be secured to prevent adversaries
from executing zero dynamics attacks, covert attacks,
and controllable attacks.

2) Conditions under which the weakly unobservable sub-
space of CPS becomes zero are developed and investi-
gated. If these conditions are satisfied, no zero dynam-
ics attacks, covert attacks, and controllable attacks can
be performed by the adversaries on the CPS.

3) In order to study perfectly undetectable cyber-attacks,
conditions under which the controllable weakly unob-
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servable subspace of CPS becomes zero are investi-
gated. Therefore, under these conditions, adversaries
cannot execute perfectly undetectable cyber-attacks,
i.e., covert attacks and controllable attacks.

Given that one of the main objectives of CPS operators
is to secure their systems against undetectable cyber-attacks,
it is imperative that they are made aware of the baseline
security requirements in terms of disruption resources to
accomplish this goal. This paper introduces and specifies
the SE as the metric to study and compute the above
requirement. However, the security index does not provide
the CPS operators with such information, rather it indicates
the minimum number of compromised sensors and actuators
necessary for performing undetectable cyber-attacks.

Consequently, the main difference between the SE and
the security index lies in their perspectives on analyzing the
CPS. Moreover, considering that zero dynamics and perfectly
undetectable cyber-attacks belong to weakly unobservable
and controllable weakly unobservable subspaces of CPS [7],
[9], the SE indicates the minimum required input and output
channels that should be secured to make the above subspaces
zero. Hence, provided the conditions in this paper on making
weakly unobservable and controllable weakly unobservable
subspaces are utilized then one can determine the SE for the
CPS.

II. PROBLEM STATEMENT AND FORMULATION

A. Model of the CPS
We consider a linear time-invariant (LTI) CPS in the

following form:

ẋ(t) =Ax(t) + Bu(t),

y(t) =Cx(t), (1)

where x(t) ∈ Rn is the state, y(t) ∈ Rp is the output,
and u(t) ∈ Rm denotes the control input. The characteristic
matrices of the system, i.e., (A,B,C), are of appropriate
dimensions. We assume that B is an injective map, i.e., B
has full column rank, since otherwise, its linearly dependent
columns can be removed.

B. CPS Under Cyber-Attacks
Let U = {u1, . . . , um} and Y = {y1, . . . , yp} denote

the sets of input and output communication channels in the
CPS (1) with |U| = m and |Y| = p, respectively, where
| · | denotes the cardinality of a set. Moreover, let Us and
Ys denote the sets of secured input and output channels
of the CPS, respectively. Consequently, Ua = U/Us =
{ua

1, . . . , u
a
ma
}, with |Ua| = ma is the set of attacked inputs

and Ya = Y/Ys = {ya
1, . . . , y

a
pa
}, with |Ya| = pa denotes the

set of attacked outputs.
The CPS (1) under cyber-attacks can be expressed by

ẋ(t) =Ax(t) + B(u(t) + Laau(t)),

y(t) =Cx(t) + Daay(t), (2)

where au(t) ∈ Rma is the actuator attack signal and ay(t) ∈
Rp is the sensor attack signal. Moreover, Ba = BLa and
Da are the actuator attack and the sensor attack signatures,
respectively. The matrix Da = diag(d1, d2, . . . , dp) ∈ Rp×p

is diagonal, where dr = 1 if the r-th sensor measurement
belongs to the set Ya for r = 1, . . . , p, and dr = 0 if yr ∈ Ys.
Hence, one has rank(Da) = pa. Furthermore, the matrix La =
[lua

1
, . . . , lua

ma
] ∈ Rm×ma denotes the input channels that are

compromised by adversaries, where ua
q-th element of lua

q
∈

Rm is equal to 1, and the rest of its entries are zero, for
q = 1, . . . ,ma. Consequently, La is an injective operator,
i.e., rank(La) = ma.

C. Various Types of Cyber-Attacks
Given the linearity of the CPS (2), and due to the su-

perposition principle, one can separately consider and study
the impact of cyber-attacks and control inputs on the CPS.
Hence, we eliminate the effects of u(t) from the CPS in the
following form:

ẋ(t) =Ax(t) + Baau(t),

y(t) =Cx(t) + Daay(t). (3)

Let Y (x(0), au(t), ay(t)) denote the output of the CPS (3)
as a function of the initial condition x(0), the actuator attack
signal au(t), and the sensor attack signal ay(t), ∀t ≥ 0.
This paper is concerned with cyber-attacks that their impacts
cannot be observed in the output measurements of CPS. In
the following, the above types of cyber-attacks are defined
according to [4]–[6], [9].

Definition 1: In the CPS (3), the following cyber-attacks
are defined:

1) The actuator attack signal au(t) 6= 0 is a zero dynamics
attack if Y (x(0), au(t), 0) = 0, ∀t ≥ 0, where
x(0) 6= 0, and adversaries only need to have access
to input communication channels.

2) The attack signal a(t) = [au(t)>, ay(t)>]> 6= 0 is a
covert attack if Y (0, au(t), ay(t)) = 0, ∀t ≥ 0. In this
type of cyber-attacks, adversaries need to have access
to both input and output communication channels.

3) The actuator attack signal au(t) 6= 0 is a controllable
attack if Y (0, au(t), 0) = 0, ∀t ≥ 0, where adversaries
need to compromise input communication channels.

Definition 2 ( [2]): The cyber-attack signal a(t) =
[au(t)>, ay(t)>]> 6= 0 is designated as perfectly undetectable
if it satisfies Y (0, au(t), ay(t)) = 0, ∀t ≥ 0.

Consequently, as per Definitions 1 and 2, there are two
types of perfectly undetectable cyber-attacks. First, if one has
au(t) 6= 0 and ay(t) 6= 0 such that Y (0, au(t), ay(t)) = 0,
∀t ≥ 0, this is referred to as a covert attack in [5], [6],
[11]. Second, if au(t) 6= 0 and ay(t) = 0 such that
Y (0, au(t), 0) = 0, ∀t ≥ 0, this is defined as a controllable
attack in [4], [9], and a zero stealthy attack in [7].

However, since the cyber-attack that results in having
Y (0, au(t), 0) = 0 is related to the controllable weakly
unobservable subspace of the system (see [4] and [12] for
more details), we have adopted the convention from [9] and
[4] and refer to this type of perfectly undetectable cyber-
attacks as controllable attacks. Moreover, despite the fact
that the given zero dynamics attack in Definition 1 is not
perfectly undetectable (as per Definition 2), under certain
initial conditions, it results in a zero output. Hence, in this
paper, in addition to perfectly undetectable cyber-attacks, we
also investigate zero dynamics attacks.

D. Objectives
Our objectives in this paper are twofold. Our first objective

is to develop and study conditions under which adversaries
cannot perform zero dynamics attacks, covert attacks, and
controllable attacks that are provided in Definition 1. The
latter is achieved by studying conditions under which the
largest weakly unobservable and the largest controllable
weakly unobservable subspace of the CPS are zero. As
for our second objective, we formally define a security
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measure that determines the minimum number of input and
output communication channels that should be secured in
order to prevent adversaries from performing certain cyber-
attacks that are provided in Definitions 1 and 2. Moreover,
the proposed security measure is studied from a geometric
control perspective.

III. INVESTIGATION OF WEAKLY UNOBSERVABLE AND
CONTROLLABLE SUBSPACES

In case of the covert attacks, adversaries design their
sensor attack signals such that they cancel out the impact
of actuator attacks from sensor readings [11]. Hence, the
sensor attack signal is designed in the following from:

ẋa(t) =Axa(t) + Baau(t),

ya(t) =− Cxa(t), (4)

where xa(t) ∈ Rn and ay(t) = ya(t). One can augment the
dynamics in (3) and (4) into the following form:

˙̌x(t) =Ǎx̌(t) + B̌aau(t),

y(t) =Čx̌(t), (5)

where x̌(t) = [x(t)>, xa(t)
>]>, y(t) = Cx(t) + Daya(t),

Ǎ = diag(A,A), B̌a = [B>a , B>a ]>, and Č = [C, −DaC].
In terms of the main advantage of the augmented system
(5), only the actuator attack signal is an input to the system,
and the sensor attack signal ay(t) is expressed by using
the dynamics given by (4). Let Y̌ (x̌(0), au(t)) represent the
output of the augmented system (5) as a function of the
initial condition x̌(0) and the actuator attack signal au(t). In
the following, it is shown how one can utilize the augmented
system (5) in order to study cyber-attacks on the CPS (3). In
particular, it is shown that covert attacks, controllable attacks,
and zero dynamics attacks in CPS (3) can be equivalently
studied in the augmented system (5).

Theorem 1: In the augmented dynamics (5), one has
Y̌ (x̌(0), au(t)) = 0 if and only if there exists a sensor attack
signal ay(t) ∈ Rp and x̌(0) = [x(0)>, x(0)>]> such that
Y (x(0), au(t), ay(t)) = 0 holds true, ∀t ≥ 0.

Proof:
Necessary Condition: Suppose Y̌ (x̌(0), au(t)) = 0 holds

and for any ay(t) ∈ Rp, one has Y (x(0), au(t), ay(t)) 6= 0,
where x̌(0) = [x(0)>, x(0)>]>. It follows from
Y̌ (x̌(0), au(t)) = 0 that y(t) = Cx(t) + Daya(t) = 0,
∀t ≥ 0. Since Y (x(0), au(t), ay(t)) 6= 0, from (3), one
obtains y(t) = Cx(t) + Daay(t) 6= 0. However, considering
ay(t) = ya(t) results in having y(t) = Cx(t)+Daay(t) = 0,
which contradicts the assumption.

Moreover, suppose Y̌ (x̌(0), au(t)) = 0 and
Y (x(0), au(t), ay(t)) = 0, where x̌(0) = [x(0)>, xa(0)>]>

such that x(0) 6= xa(0). According to the definition of
the augmented system (5), having Y̌ (x̌(0), au(t)) = 0
implies that one either has Cx(t) = −Daya(t) = DaCxa(t)
for Cx(t) 6= 0 or in the other case, Cx(t) = 0 and
Daya(t) = DaCxa(t) = 0. Since in both (4) and (5) the
input is au(t), one should have x(0) = xa(0) for either case
of Cx(t) = DaCxa(t) 6= 0 or Cx(t) = 0 and DaCxa(t) = 0
to hold, which contradicts the assumption.

Sufficient Condition: Assume that there exists a sensor
attack signal ay(t) ∈ Rp such that Y (x(0), au(t), ay(t)) = 0
and x̌(0) = [x(0)>, x(0)>]>. Moreover, due to the linearity
of (5), one obtains

Y̌ (x̌(0), au(t)) = Y (x(0), au(t), 0)−DaY (x(0), au(t), 0).
(6)

If a(t) = [au(t)>, ay(t)>]> is either a zero dynamics
attack or a controllable attack, as per Definition 1, one
has ay(t) = 0 and Y (x(0), au(t), 0) = 0. Consequently, it
follows from (6) that Y̌ (x̌(0), au(t)) = 0, ∀t ≥ 0. Also,
if a(t) = [au(t)>, ay(t)>]> is a covert attack, according
to Definition 1, Y (0, au(t), ay(t)) = 0 holds. Consequently,
due to the definition of (4), one obtains ay(t) = ya(t) and
y(t) = Cx(t) + Daya(t) = 0, ∀t ≥ 0. This completes the
proof of the theorem.

Remark 1: As the main implication of the Theorem 1,
a(t) = [au(t)>, ay(t)>]> in the CPS (3) results in
Y (x(0), au(t), ay(t)) = 0 if and only if Y̌ (x̌(0), au(t)) = 0,
where x̌(0) = [x(0)>, x(0)>]>. Hence, if no zero dynamics
attacks, covert attacks, and controllable attacks can be exe-
cuted in the augmented system (5), the above cyber-attacks
cannot be performed on the CPS (3) as well.

A. Cyber-Attacks and the Weakly Unobservable Subspace

Considering Theorem 1 and Remark 1, in order to study
zero dynamics attacks, covert attacks, and controllable at-
tacks in the CPS (3), one can study these cyber-attacks in
the augmented system (5). Hence, in the following, we study
and derive conditions under which zero dynamics attacks,
covert attacks, and controllable attacks cannot be performed
in (5) from a geometric control theory perspective.

Definition 3 (Weakly Unobservable Subspace): Consider
the triple (Č, Ǎ, B̌a) in (5). A point x̌(0) ∈ R2n is defined
as weakly unobservable if there exists au(t) 6= 0 such
that the output satisfies y(t) = 0, ∀ t ≥ 0. The set of all
weakly unobservable points is called weakly unobservable
subspace and is denoted by V . Moreover, the largest weakly
unobservable subspace is denoted by V ∗.

Given the Definition 3, and considering the results in
[7, Theorem 1] and [9, Lemma 7], if V ∗ = 0, no zero
dynamics attacks, covert attacks, and controllable attacks can
be executed in the augmented system (5). In the following,
conditions under which V ∗ = 0 are studied and proposed.

Definition 4 ( [13]): Consider X ⊆ Rn and Z ⊆ Rp as
finite-dimensional inner product vector spaces and the matrix
Q ∈ Rp×n. One has

1) Z = QX := {z : z = Qx, x ∈ X}.
2) X = Q−1Z := {x : z = Qx, z ∈ Z}.
Theorem 2: Let Im(B̌a) 6= 0. In the augmented system

(5), one has V ∗ = 0 if for any S ⊆ Ker(Č), one has
ǍKer(Č) ∩ (S + Im(B̌a)) = 0.

Proof: As described in [13, Algorithm 4.1.2] and [12],
the largest weakly unobservable subspace of the system
(5) can be computed in 2n steps by using the following
algorithm:

V0 =Ker(Č),

Vk =V0 ∩ Ǎ−1(Vk−1 + Im(B̌a)). (7)

Since for any S ⊆ Ker(Č), one has ǍKer(Č) ∩ (S +
Im(B̌a)) = 0, any g ∈ Ker(Č) results in having Ǎg =
z /∈ S + Im(B̌a). Hence, we have Ǎ−1(S + Im(B̌a)) ∩
Ker(Č) = 0, since otherwise, as per Definition 4, there
exists g ∈ Ker(Č) such that Ǎg = z ∈ S + Im(B̌a),
which contradicts having ǍKer(Č) ∩ (S + Im(B̌a)) = 0.
Consequently, according to (7), V ∗ = V2n = 0 since for any
V2n−1 ⊆ ker(Č), we have V0 ∩ Ǎ−1(V2n−1 + Im(B̌a)) = 0.
This completes the proof of the theorem.
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B. Perfectly Undetectable Cyber-Attacks and the Control-
lable Weakly Unobservable Subspace

In this subsection, conditions under which in the aug-
mented system (5) perfectly undetectable cyber-attacks, i.e.,
covert and controllable attacks, cannot be performed are
investigated. However, one needs to first study the following
definitions.

Definition 5 (Strongly Reachable Subspace [12]): The
subspace W ⊆ R2n is the strongly reachable subspace
of the triple (Č, Ǎ, B̌a) in (5) if V = W ⊥ is the weakly
unobservable subspace of (B̌>a , Ǎ>, Č>). Moreover, W ∗

denotes the smallest strongly reachable subspace.
Definition 6 (Controllable Weakly Unobservable [12]):

The subspace R ⊆ V ∗ is designated as the controllable
weakly unobservable subspace of the triple (Č, Ǎ, B̌a) if
one has R ⊆ W ∗. Moreover, R∗ = V ∗ ∩ W ∗ denotes the
largest controllable weakly unobservable subspace.

Definition 7 (Left-Invertibility [12]): Let x̌(0) = 0. The
augmented system (Č, Ǎ, B̌a) in (5) is left-invertible if for
any y(t) = 0 one has au(t) = 0, ∀t ≥ 0.

Lemma 1 ( [12]): Let Σ̌ = (Č, Ǎ, B̌a) denote the system
in (5). The following statements are equivalent:

1) The system Σ̌ is left-invertible.
2) R∗ = 0 and B̌a is injective.
3) V̌ ∗ ∩ Im(B̌a) = 0 and B̌a is injective.
As shown in [4, Theorem 1], covert attacks and control-

lable attacks are related to the controllable weakly unobserv-
able subspace of the system (Č, Ǎ, B̌a), i.e., the subspace
R∗. Hence, since B̌a is an injective map by definition, from
Lemma 1 it follows that adversaries are capable of executing
perfectly undetectable cyber-attacks if and only if for the
triple (Č, Ǎ, B̌a) one has R∗ 6= 0, or equivalently, the triple
(Č, Ǎ, B̌a) is not left-invertible.

Theorem 3: The system Σ̌ = (Č, Ǎ, B̌a) in (5) is left-
invertible if for any S ⊆ Ker(Č), one has Ǎ(Im(B̌a) ∩
Ker(Č)) ∩ (S + Im(B̌a)) = 0.

Proof: Considering Lemma 1 and since Ba has full
column rank by definition, one needs to show that having
Ǎ(Im(B̌a) ∩ Ker(Č)) ∩ (S + Im(B̌a)) = 0 for every S ⊆
Ker(Č) results in V ∗ ∩ Im(B̌a) = 0.

Having Ǎ(Im(B̌a)∩Ker(Č))∩ (S + Im(B̌a)) = 0 implies
that for any g ∈ Im(B̌a)∩Ker(Č), one has Ǎg /∈ S+Im(B̌a).
Hence, for any S ⊆ Ker(Č), we have Im(B̌a) ∩ Ker(Č) ∩
Ǎ−1(S + Im(B̌a)) = 0. Since for V2n−1 ⊆ ker(Č), we have
V0 ∩ Im(B̌a) ∩ Ǎ−1(V2n−1 + Im(B̌a)) = 0, one obtains

V2n ∩ Im(B̌a) =V0 ∩ Im(B̌a) ∩ Ǎ−1(V2n−1 + Im(B̌a)) = 0.

This completes the proof of the theorem.

IV. SECURITY EFFORT

In this section, the security effort (SE) is formally defined
as a measure that shows the minimum number of input and
output communication channels that should be secured by
CPS operators and should be kept attack free to prevent
adversaries from executing cyber-attacks that are provided
in Definitions 1 and 2. Specifically, it is shown how one
can study the SE for a given CPS from a geometric control
theory perspective.

A. Definition of the Security Effort (SE)
The SE is defined as the solution to the following opti-

mization problem:

SEΣ := min
au(·),ay(·)

m− ‖au(t)‖0 + p− ‖ay(t)‖0

s.t. ẋ(t) =Ax(t) + Bau(t),

y(t) =Cx(t) + ay(t),

y(t) 6=0, x(0) ∈ Rn,

a(t) 6=0,

(8)

where a(t) = [au(t)>, ay(t)>]>.
If conditions in (8) are satisfied, adversaries can-

not design a cyber-attack signal a(t) that results in
Y (x(0), au(t), ay(t)) = 0, ∀t ≥ 0. In other words, in
problem (8), SEΣ denotes the minimum number of actuators
and sensors that should be secured so that the weakly
unobservable subspace of the CPS in (3) is empty, and
consequently, no zero dynamics attacks, covert attacks, and
controllable attacks can be initiated and executed.

Considering that in order to perform zero dynamics cyber-
attacks and perfectly undetectable cyber-attacks, i.e., covert
attacks and controllable attacks, adversaries need to have
access to at least one input communication channel and
actuator, one has 0 < SEΣ ≤ m. This implies that in the
worst-case scenario, the CPS operators need to secure all
the input communication channels to prevent zero dynamics
attacks and perfectly undetectable cyber-attacks. However,
similar to the problem of computing the security index in
[2], computing SEΣ is an NP-hard problem, which makes it
computationally intensive to solve.

It follows from Theorem 1 and Definition 3 that if the
weakly unobservable subspace of the augmented system (5)
is zero, i.e., V ∗ = 0, no zero dynamics attacks, covert
attacks, and controllable attacks can be executed in both
the CPS (3) and the augmented system (5). Consequently,
according to Theorem 2, V ∗ = 0 if for any S ⊆ Ker(Č),
one has ǍKer(Č) ∩ (S + Im(B̌a)) = 0.

Consequently, an upper bound for the SE in problem (8)
can be given in the following form:

S̄EΣ := min
rank(Ba), rank(Da)

m− rank(Ba) + p− rank(Da)

s.t. ǍKer(Č)∩(Ker(Č) + Im(B̌a)) = 0.
(9)

Consequently, in Algorithm 1, a pseudo code for find-
ing an upper bound on SEΣ is proposed. Let S =
{u1, . . . , um, y1, . . . , yp} denote the set of all actuators
and sensors of the CPS as described in Section II-B. In
Algorithm 1, by utilizing the binary representation of the
elements of S, its power set is created. Consequently, the
sufficient condition ǍKer(Č) ∩ (Ker(Č) + Im(B̌a)) = 0
is considered for each subset of the power set to check if
V ∗ = 0 is satisfied and to compute S̄EΣ as an upper bound
for the SE, i.e., SEΣ ≤ S̄EΣ. Moreover, one of the outputs
of Algorithm 1 is the set S̄min which contains the actuators
and sensors that should be secured to prevent adversaries
from performing zero dynamics and perfectly undetectable
cyber-attacks in the CPS, where |Ŝmin| = S̄EΣ.

B. Security Effort (SE) for Perfectly Undetectable Cyber-
Attacks

The specified SE in optimization problems (8) and (9)
are defined to prevent all zero dynamics attacks, covert
attacks, and controllable attacks that belong to the weakly
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Algorithm 1 Pseudo code to find an upper bound for SEΣ

Input: Ǎ = diag(A,A), B̌a = [B>a , B>a ]>, and Č =
[C, −DaC], S = {u1, . . . , um, y1, . . . , yp}
Output: S̄EΣ, S̄min

1: Initialize S̄Es = m + p
2: Set l = |S|, where | · | denotes the cardinality of a set
3: for i = 1 : 2l − 1 do
4: Create the empty set Ŝ = {}
5: for j = 1 : l do
6: if the j-th bit of the binary representation of i is

equal to 1 then
7: Add j-th member of S to Ŝ
8: end if
9: end for

10: Secure only actuators and sensors that belong to the
set Ŝ, update B̌a and Č accordingly, and set Q =
ker(Č)

11: if ǍQ∩ (ker(Č)+ Im(B̌a)) = 0 and |Ŝ| ≤ S̄Es then
12: S̄Es = |Ŝ|
13: Ŝ∗ = Ŝ
14: end if
15: end for
16: S̄EΣ = min{S̄Es,m} and S̄min = Ŝ∗

unobservable subspace of the CPS. However, as per Defini-
tion 1, in contrast to zero dynamics attacks, the execution of
covert attacks and controllable attacks does not depend on
the initial conditions x(0) of the CPS. Moreover, according
to Definition 2, covert attacks and controllable attacks are
perfectly undetectable cyber-attacks. Hence, one may only
be interested in preventing perfectly undetectable cyber-
attacks in the CPS (3). Thus, in the following, SE for
perfectly undetectable cyber-attacks is formally defined and
investigated.

The SE for perfectly undetectable cyber-attacks in the CPS
can be expressed as

ŜEΣ := min
au(·),ay(·)

m− ‖au(t)‖0 + p− ‖ay(t)‖0

s.t. ẋ(t) =Ax(t) + Bau(t),

y(t) =Cx(t) + ay(t),

y(t) 6=0, x(0) = 0,

a(t) 6=0,

(10)

The only difference between SEΣ in (8) and ŜEΣ in
(10) is that in (10) one has x(0) = 0, which implies that
zero dynamics attacks are excluded in computing the ŜEΣ.
Furthermore, given that R∗ ⊆ V ∗, one has ŜEΣ ≤ SEΣ.
Moreover, according to Theorem 1, if conditions in (10) hold,
no covert attacks and controllable attacks can be executed in
the CPS (3) and the augmented system (5). Also, as per
Definition 7, the augmented system (5) is left-invertible.
Hence, it can be inferred that the optimization problem
(10) determines the minimum number of input and output
communication channels that should be secured to make the
CPS (3) left-invertible. Similar to the case of SEΣ in (8),
(10) is also an NP-hard problem to be solved.

In order to compute the upper bound of the SE for
perfectly undetectable cyber-attacks, which is designated as

ˆ̄SEΣ, results in Theorem 3 are utilized. It follows from
Theorem 3 that Σ̌ = (Č, Ǎ, B̌a) is left-invertible if for any
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Fig. 1. The QTP under zero dynamics attacks where the states become
unbounded while the outputs show an attack-free behavior.

S ⊆ Ker(Č), one has Ǎ(Im(B̌a)∩Ker(Č))∩(S+Im(B̌a)) =

0. Hence, the problem of computing ˆ̄SEΣ can be rewritten
in the following form:

ˆ̄SEΣ := min
rank(Ba), rank(Da)

m− rank(Ba) + p− rank(Da)

s.t. Ǎ(Im(B̌a) ∩ Ker(Č)) ∩ (Ker(Č) + Im(B̌a)) = 0.
(11)

Therefore, one can modify Algorithm 1 to determine an
upper bound for ŜEΣ, i.e., ˆ̄SEΣ. In order to compute

ˆ̄SEΣ, one needs to set Q = Im(B̌a) ∩ Ker(Č) in steps 10
of Algorithm 1. Moreover, the output of the algorithm is

ˆ̄SEΣ = min{S̄Es,m}.
V. NUMERICAL CASE STUDY

In this case study, we compute the SE by using (9)
and (11) for a Quadruple-Tank Process (QTP) with a non-
minimum phase zero. The characteristic matrices of the QTP
are expressed as follows [15]:

A =

−0.0158 0 0.0256 0
0 −0.0109 0 0.0178
0 0 −0.0256 0
0 0 0 −0.0178

 ,

B =

0.0482 0
0 0.0349
0 0.0775

0.0559 0

 , C =

[
0.5 0 0 0
0. 0.5 0 0

]
. (12)

The QTP in (12) is left-invertible, which as per Defini-
tion 7 it implies that no controllable attack can be performed
on it. However, it is vulnerable to zero dynamics attacks and
covert attacks. In the case where there exists no secure input
and output communication channel, i.e., Ba = B and Da =
Ip, the adversaries can execute both zero dynamics attacks
and covert attacks as shown in Figs. 1 and 2, respectively.

If only one actuator is secured, the adversaries cannot
execute zero dynamics attacks, but they are still capable of
performing covert attacks. Consequently, securing the first
actuator and the first sensor will result in V ∗ = 0. Hence,
the SE for the QTP is SEΣ = 2.

In order to prevent perfectly undetectable cyber-attacks,
i.e., covert attacks and controllable attacks, one needs to

7065



0 20 40 60 80 100 120 140 160 180 200

time(s)

-200

-150

-100

-50

0
x
(t

)

States of the QTP Under Covert Attack (Starting at t=50 (s))

x
1
(t)

x
2
(t)

x
3
(t)

x
4
(t)

0 20 40 60 80 100 120 140 160 180 200

time(s)

-0.2

-0.1

0

0.1

0.2

y
(t

)

Sensor Measurements

sensor 1

sensor 2

Fig. 2. The QTP under covert attacks where the states become unbounded
while the outputs show a normal attack-free behavior.

compute ŜEΣ given by (11). Consequently, ŜEΣ = 2 and
securing the first actuator and the first sensor results in having
Im(B̌a) ∩ V ∗ = 0. Thus, having one secure input and one
secure output communication channel prevents adversaries
from executing perfectly undetectable cyber-attacks in the
QTP. As seen from Fig. 3, once the first actuator and the
first sensor are secured, the adversaries cannot perform covert
attacks.

As it was mentioned earlier, adversaries need to compro-
mise both input channels to perform zero dynamics attacks
in the QTP. Moreover, as for the case of covert attacks,
adversaries need to have access to at least 2 input and 1
output communication channels. Hence, if one considers both
zero dynamics and perfectly undetectable cyber-attacks, the
security index for the QTP is equal to 2. However, the system
operators need to secure 1 input and 1 output communication
channel to prevent both zero dynamics and perfectly unde-
tectable cyber-attacks in the QTP, i.e., SEΣ = 2. Moreover,
the security index for only perfectly undetectable cyber-
attacks is equal to 3 and the system operators can prevent
them by securing 1 input and 1 output communication
channel, i.e., ŜEΣ = 2. Hence, in this case study, we have
SEΣ = ŜEΣ while the security index for undetectable
cyber-attacks is 2 and that for perfectly undetectable cyber-
attacks is 3.

VI. CONCLUSION

In this paper, the notion of security effort (SE) is developed
and formally specified as a security measure for cyber-
physical systems (CPS). The SE metric denotes the minimum
number of input and output communication channels that
should be secured to prevent adversaries from executing zero
dynamics attacks, covert attacks, and controllable attacks.
Moreover, it is shown that SE can be specified to prevent
only perfectly undetectable cyber-attacks in the CPS, namely
covert attacks and controllable attacks. Since zero dynamics
attacks, covert attacks, and controllable attacks belong to the
weakly unobservable and controllable weakly unobservable
subspaces of the CPS, conditions for making these subspaces
equal to zero are developed and investigated. Hence, the
conditions that are developed to make weakly unobservable
and controllable weakly unobservable subspaces equal to
zero are utilized to compute SE. However, finding SE is an
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Fig. 3. Preventing adversaries from executing a covert attack in the QTP
by securing the first input and the first output communication channel given
that the first output remains unbounded and detectable.

NP-hard problem. Hence, as for our future work, we are
interested in investigating a method to determine the SE in
a generic manner that is computationally efficient.
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