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Supervisor Fortification Against Covert Actuator Attacks*
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Abstract— This work considers the supervisor fortification
problem against covert actuator attacks. A supervisor S’ is said
to fortify the supervisor S, the latter of which is non-resilient
against covert actuator attacks, if S’ satisfies two conditions:
1) any covert actuator attack cannot cause damage infliction
against S’, and 2) S’ is control equivalent to S. The key result
of this work is that we show the problem of determining
the existence of a fortified supervisor to defend against any
covert actuator attack, an “exist-for all” decidability question,
is decidable. To show the decidability result, we provide a
complete and sound procedure that ensures to synthesize a
fortified supervisor as long as there exists one.

[. INTRODUCTION

In the event-driven automated systems, a large amount of
works have been done to address the supervisor synthesis
problem [1]. However, the network has become an absolutely
necessary ingredient nowadays, which might be compro-
mised and used by malicious attacks to inflict damage. In
such a cyber-threat environment, the supervisor synthesized
without considering the effects of adversaries might not be
able to ensure the safe operation anymore. It is then of
interest to synthesize a new resilient supervisor that not only
can defend against attacks, but also preserve the original
closed-loop system behavior, i.e., enforce control equiva-
lence. The requirement of control equivalence is motivated
by the observation that we are often asked to design a
supervisor to achieve certain performance. In the following
text, we call such a resilient and control equivalent supervisor
a fortified supervisor. This work centers on the synthesis of
fortified supervisors to prevent damage infliction under smart
actuator attacks that remain covert without being discovered
by particular monitoring mechanisms. Indeed, we shall put
efforts on the decidability of whether there exists such a
fortified supervisor.

In the discrete-event systems community [2], existing
works have proposed many supervisor design strategies
against attacks. The strategies of synthesizing supervisors
to satisfy a given requirement against a given attack model
have been studied in [3]-[13], which are different from
our problem because a fortified supervisor is required to
defend against all possible covert attacks while [3]-[13] only
consider a given attack model, e.g., the worst-case attack
[3]. Note that the the worst-case attack does not care about
exposing itself while covert attacks target to cause damage
infliction without being detected. Such a difference makes
our studied problem more tricky because an infinite number
of covert attacks generally exist for a supervisor, making the
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approaches developed in [3]-[13] ineffective. In [14]-[21],
diagnostic methods are designed for the worst-case attacks
to disable all the controllable but not vulnerable events
when unsafe strings are identified. By comparison, a fortified
supervisor does not use a diagnostic tool. In addition, a forti-
fied supervisor defends against covert attacks instead of the
worst-case attacks; consequently, disabling all controllable
but not vulnerable events is no longer compulsory in our
work. The recent work [22] introduces a new strategy of
selecting the active supervisor for a given time to defend
against sensor attacks. It is clear that the supervisor fortifi-
cation problem differs from such a supervisor coordination
problem.

The works of [23]-[26] are more closely related to this
work in terms of the setup. [23]-[25] synthesize resilient
supervisors against covert sensor(-actuator) attacks. [26] also
studies supervisor fortification against covert actuator at-
tacks. However, none of [23]-[25] has considered the control
equivalence. In addition, [23] and [24] only consider sensor
attacks that must have the same observations as the supervi-
sor, while our work considers actuator attacks that may have
observations different from those of the supervisor. In terms
of the technical methods, [23] proposed a heuristic approach,
and [25], [26] proposed constraint-based approaches, but all
of them are incomplete and cannot solve the decidability
issue. [24] solves the decidability issue. However, due to the
above-mentioned differences, the technique of [24] fails to
solve our studied decidability problem.

In this work, we show the problem of whether there
exists a fortified supervisor against covert actuator attacks is
decidable, which to our best knowledge has not been solved
before. We remark that this is a non-trivial “exist-for all”
decision problem due to the following two challenges. Firstly,
an infinite number of control equivalent supervisors generally
exist. Thus, the approach proposed in [26] of exhaustively
verifying the resilience of each control equivalent supervisor
is infeasible. Secondly, there can be an infinite number of
covert actuator attacks for any supervisor. Consequently, it
is infeasible to adopt the approaches proposed in [3]-[5] of
reducing this problem to a standard supervisory control prob-
lem by treating the composition of the plant and the given
attack model as a new plant and the resilient supervisor to
be synthesized as a new supervisor. To solve the decidability
issue, we first group all the control equivalent supervisors in
a finite-state structure, called bipartite behavior-preserving
structure, which is a structure of independent interest that
is related to supervisor reduction [27]. We remark that All
Inclusive Controller (AIC) structure [28], [29] is also a
bipartite structure used for supervisor synthesis. However,
the behavior-preserving structure constructed in this paper
needs to ensure control equivalence, which is not realized in
AIC. This difference naturally makes the behavior-preserving
structure different from AIC. Then, we perform the chaining
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of three delicately constructed supervisor synthesis proce-
dures to compute a finite-state structure, called bipartite for-
tified command-nondeterministic supervisor, which encodes
all the fortified supervisors. Note that neither the AIC in [28],
[29] nor the AIC for Opacity in [30] encodes supervisors
satisfying the resilience against covert actuator attacks. We
remark that the opacity studied in [30] is defined under the
passive intruder that does not influence the dynamics of the
closed-loop system. In contrast, the resilience considered in
our work is defined under the active actuator attack that could
influence the dynamics of the closed-loop system. Thus, our
constructed fortified command-nondeterministic supervisor
has a different structure from the AIC (for Opacity) in [28]-
[30], making the construction techniques presented there not
applicable for our work.

There are some other works about actuator attacks (see
[19], [31]-[40]). However, they address the problem of covert
attacker synthesis, i.e., covert damage string identification,
instead of resilient supervisor synthesis. In addition, their
approaches also do not work for our problem. Firstly, [40]
targets to find all the covert damage strings, where each
one works for all the observation-consistent supervisors. In
contrast, after constructing the behavior-preserving structure
in our work, we solve a sub-problem to find all the covert
damage strings, where each one works for at least one con-
trol equivalent supervisor. Thus, the covert damage strings
identified in our work differ from those identified in [40],
making the approach of [40] no longer applicable. On the
other hand, [19], [31]-[39] only find covert damage strings
for one given supervisor; thus, their techniques do not apply
to identifying covert damage strings in our work, where there
can be in general an infinite number of control equivalent
supervisors.

This remaining sections are organized as follows. We
recap basic notations in Section II. The problem formulation
is shown in Section III. The methodology for supervisor
fortification problem is introduced in Section IV and Section
V. Section VI concludes this work. Due to space limitation,
we refer readers to [41] for proof details.

II. PRELIMINARIES

We introduce some preliminaries, mostly following [1],
[2]. ¥* is the Kleene-closure of a finite alphabet 3. The
prefix closure of a language L C X* is defined as L =
{u e X*| (Jv e L)u <wv}. As usual, Py : ¥* — (X')* is
the natural projection [1]. A finite-state automaton G is given
by a 5-tuple (Q, X, &, g0, @m)-We write £(g, 0)! to mean that
&(q,0) is defined. We define Eng(q) = {0 € £|{(q,0)!}.
Let L(G) and L,,(G) denote the closed-behavior and the
marked behavior, respectively. When @,, = @, we write
G = (Q,%,& qo) for simplicity. Ac(G) represents the
automaton by removing those states (as well as the asso-
ciated transitions) that are not reachable in G [2]. Gle-o’
represents the automaton by removing those states (as well
as the associated transitions) in ' C ). Under the subset
¥ C X, we define the “unobservable reach” of ¢ € Q
to be URgx-s(q) = {¢ € Q|[Fs € (X -X)"]q¢ =
&(g,8)}. Px/(G) is defined as the finite-state automaton
(29 —{2},%,8,URc.s_s(qo)) over &, where the (partial)
transition function § : (29 — {@}) x ¥ — (2% — {@}) is
defined as follows: 1) for any & # Q' C @ and any o € ¥/,

if £(Q',0) # @, then §(Q’,0) = URg y»—x (£(Q’,0)), and
2) for any & # Q' C @ and any o € ¥ — ¥, if there exists
q € Q' such that £(¢,0)!, then 6(Q’,0) = Q.

For any two finite-state automata (7 and G, their
parallel composition [2] is denoted as G||G2. Following
[1], [2], for a plant modeled as a finite-state automaton
G = (Q,%,& q0,R@m), its event set ¥ is partitioned into
Y= 3 U = US40, where . (2,) and Ty (Zuo)
are defined as the sets of controllable (observable) and
uncontrollable (unobservable) events, respectively. A control
constraint over X is a tuple (X, X, ). The Basic Supervisory
Control and Observation Problem (BSCOP) [2] is as follows.

Definition IL1. (BSCOP). Given plant G and legal lan-
guage L, = L,, find a supervisor S over the control
constraint (X.,Y,) such that 1) L(S||G) C L,, and 2)
for any other supervisor S’ such that L(S'||G) C L,,
L(S"[|G) € L(S||G).

When ¥, C ¥, the supremal solution always exists for
BSCOP [2], although it may be empty.

IIT. PROBLEM FORMULATION

We first present the system models in the supervisory
control architecture under attack. The supervisor fortification
problem is then formulated.

A. Component models

gEXL
€L Command Execution under Attack CE" |—>| Plant G lo’_EE
=
gEL
y_el‘.l Actuator Attacker A |<—O'a
€
YHEF Supervisor under Attack BT(S)" F#

Fig. 1: System architecture.

Conceptually speaking, we consider four components in
the architecture shown in Fig. 1:
o Plant: There are some damage states in the plant, which
should be avoided under the control of a supervisor.

o Supervisor under attack: The supervisor issues one
control command in I' = { C X|X,. C v} after the
system initiation or upon one observation. Once any
unexpected observable sequence is seen, the supervisor
asserts that the information inconsistency happens and
an attack is detected [23], [24].

o Command execution under attack: It describes the at-
tacked phase from control command reception to event
execution at the plant.

o Actuator attacker: The attacker can implement enable-
ment and disablement attacks over the attackable event
set Y., € X, to distort a control command. The
attacker could observe control commands in I' and
(plant) events in X,, C ¥X. We assume that ¥., C
Yo,q- We consider nondeterministic attackers that have
more than one attack choice after an observation. Any
attacker needs to remain covert against the supervisor.

Remark III.1. Compared with [26] which also studies

supervisor fortification, our work considers a more general
setup by relaxing the assumptions ¥, C 3, and X, , C 3.
As we shall see later, the assumption ¥., C X, , helps us
to establish the decidability result.

Next, we briefly introduce how to model these components

as finite-state automata.
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1) Plant: Tt is modeled by G = (Q, %, €, ¢, Qq4). The
set of damage states is denoted by Qd

2) Supervisor: For the supervisor' S (Qé,E &, gmih),
we transform S into the bipartite supervisor where the
command sending is explicitly shown. For convenience, we
define I'(q) := Eng(q) = {0 € X|&(q,0)!} € T, which
is the command sent at state q. We denote the bipartite
supervisor by BT'(S) = (Qps, Xbs, Ebs, q””t) where Qps =
Qs U ngm — Qs U {qcom | q €< Q } qznzt — (qinzt)com’
Yps = 2 UT, and & is defined as follows:
L (Vg™ € Q™) &s (¢, T'(q)) = q
2. (VC] € QS)(VJ € Euo) gs(Qa U)' = gbs(%g) =4q

3. (VgeQs)(Vo€Xo) &s(q, 0)!=&ps(q,0) = (§s(q, o)™
In the state set Qps, any ¢°°™ € QS is a control state, at
which T'(g) is sent, and any ¢ € @), is a reaction state, at
which any event in I'(¢) may be observed. Thus, the initial
state is (g2"t)™, Case 1, Case 2, and Case 3 encode the
control command sending, unobservable event occurrence,
and observable event reception, respectively.

Based on BT(S ), we construct the bipartite supervisor un-
der attack BT(S) = (Qf,, 2%, &8, ¢'™"), where Qf, =
Qus U {gdetect}, g™ = ginit, ¥¢ = Y UT, and &, is
defined as follows
L. (Vq,q" € Qp,) (Vo € EUT)&s(q,0)=q"= & (q,0)=q
2. (Vg € Qs)(Vo € B o NEyo)Ebs(q,0)! = §gs(q, o) =q
3. (Vg € Qs)(Yo € To)=ps(q,0)! = &f (g, 0) = g
We add a new state ¢?¢*°“*, corresponding to the situation
where the actuator attack is detected. Case 2 models the
attack effects on unobservable events and Case 3 encodes
the attack detection situation.

3) Command execution automaton: To model the com-
mand execution process, we first build the automaton C'E =
(Qees Xces Ecer qin™) [33], where Q. = {¢"|y € T} U
{q””t} Yee =I'UY, and &, is defined as follows:

L (Vy € T)éee(git™ ) = 47
2. (Vy €D)(Vo € yNBo)éee(qs0) = qit™
3. (Vy e)(Vo € YN Xuo)bee(q?,0) = q7
Next, based on C'E, we build the command execution au-
tomaton under attack CE4 = 3¢, 88, q% ”“t) where

it it ( ce’ ce
a __ a, ini ini a
ce chs qce qu ) E

=T'U2, and &2, is defined

/

as follows:

L. (Vq,q' € Q%) (Vo € BUD)Ece(q,0) = ¢' =& (q,0) =1
(V'Y Et F)(VO’ € Yea N Zo)_\fce(qu, ) ( ) =
g™

3. (v e F)(VU € Zc,aﬁZuO)ﬁ&E(q’ya g)!:>§ge(q77g):q"f
Case 2 and Case 3 encode actuator attack effects on the
attackable event set X ,.

4) Actuator attacker: We model the attacker by A =
(QayXa = L UT, &, ¢i™"). Since only events in ¥, , UT
can be observed and only events in Y., can be disabled
by the attacker, A should satisfy two conditions: 1) (A-
controllability) (Vg € Q.)(Vo € X, — Xca)éal(q, o),
and 2) (A-observability) (Vg € Q,)(Vo € X, — (2p,q U
))&a(g,0)! = &alg,0) = ¢

lAny supervisor S satisfies two conditions [42]: 1) (state-controllability)

(Vg € Qs)(Vo € Xuc)és(g,o)!, and 2) (state-observability) (Vg €
Qs)(Vo € Buo)és(g,0)! = €s(g,0) = ¢-

We refer to (£, 4,%.,4) as the attack constraint. Clearly,
A is nondeterministic in terms of making attack decisions
as it allows multiple attack choices w.r.t. ¥, upon each
observation.

B. Problem formulation

With the above-constructed component models, we
model the closed-loop system under attack by CLSA =
GIICEA|BT(S) A = (Q, 520 €80 450 Q2 )-

Definition IIL.1. (Covertness). Given G and .S, A is covert
against S over (3, 4, X o) if CLS# does not reach any state
in {(dg, @, @b, da) € Qiralas, = g™}

Remark IIL.2. For a smart attacker, keeping stealthy at all
times is often important since remaining hidden in the system
paves the way for repetitive damage infliction in different
instances of the system. For example, functional abnormality
due to stealthy attackers that causes traffic accidents in
different autonomous driving cars may be diagnosed as
software bugs instead of attacks. From this point of view, we
study the resilient control against smart attacks that remain
covert at all times, captured by Definition ITL.1.

Definition IIL2. (Damage-reachable). Given G and
S, A is damage-reachable against S over (£,4,%c,q) if
L, (CLSA) # @.

Definition IIL.3. (Covert damage string). Given G, S,
and A that is covert and damage-reachable against S over
(Zo.a> Zea)s any s € Ly, (G||CEA||BT(S)4||.A) is a covert
damage string that works for S.

Definition III.4. (Resilience). Given G, S is resilient
if there does not exist any A that is covert and damage-
reachable against S over (2,4, Xc,q)-

It is assumed there is an original supervisor, denoted as
Sori,» Which is known and non-resilient.

Definition IIL5. (Control equivalence). Given G and
Sori, @ supervisor S’ is control equivalent to S,,.; if
L(G|[Sori) = L(G||S").

Definition IIL.6. (Fortification). Given G and S,,;, S’ is
said to be a fortification for S,,; if S’ is resilient and control
equivalent to S,;;.

Problem 1. Given G, So;, and (4, %c,q
whether there exists a fortification for S,;.

), determine

IV. BEHAVIOR-PRESERVING STRUCTURE

In this section, we introduce how to group all the control
equivalent supervisors in a finite-state structure.

A. Equivalent behavior computation

Firstly, we compute G||S,,;, the closed-loop system under
Sori- Then we construct the structure (cf. Section II) B =
D5 (G|Sori) = (Qp, Tp = X,&,¢i™), which adds self-
loops labelled by unobservable events for each state in the
observer [2] of G||S,;. Based on B, we could find all the
feasible control commands w.r.t. each observation, which
would be explained later.

B. Feasible control commands completion

Based on B, we construct a bipartite structure. The idea
is as follows. After an observation encoded in B, we add all
the feasible control commands that could retain the control
equivalence. We call this structure the bipartite behavior-
preserving structure BPS = (Qups, Ztps, Ebps, Ghpe’ )» Where
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Qupe = QuU Q™ U (g™} = Qy U {¢"™lg € Qu} U
{g*mP}, qf,;it = (qf,"”)com, Yops = D UT, and & i
defined as follows:

1. (Vg € Qu)(Yy € T)C1 A Ca = Epps(°°™,7y) = ¢, wWhere
i. C1 :=Enp(q) Cv

ii. Co:= (Y(qq,9s) € @)Enc(qy) Ny € Enp(q)

2. (VQ S Qb)(VU S Euo)gb(% 0)' = gbps(q’ U) =4q

3.(Vg € Qu)(Vo € Xo)&(q,0)! = &Gupslg,0) =
(&b(q, o))

4. (VQ € Qb)(VU € Euo)_'fb(% U)! = gbps(‘]va') =9q

5. (Vg € Qp) (Yo € B,)&p(q,0)! = Eyps(q, 0) = q@vmP

6. (Vo € 5 UT)ipalq™, o) = g7

In the state set Qpps, similar to the bipartite supervisor, any
state ¢“°™ € 3°™ is a control state and any state ¢ € Q)
is a reaction state. However, different from the transition
definition of a bipartite supervisor, after an observable event
o € ¥, occurs at a reaction state g, BPS transits to a
control state (£,(g,0))°™ (Case 3) if o is defined at ¢ in
B; otherwise, i.e., o is not defined at ¢ in B, BPS transits
to the dump state ¢?“™P (Case 5).

In &6, for any control state g°°™, Case 1 adds feasible
control commands that maintain equivalent behavior. Two
conditions, C; and C,, should be satisfied for any control
command < added at the control state ¢°°". Firstly, C;
ensures that any event in Enp(gq) could be fired under ~.
Secondly, it can be checked that, all the possible plant states
for the observation sequence ¢ € X7 are contained in the state
& (g™, t) = q . Thus, we need to ensure that all the events
that may be executed at any plant state g, ((¢4,¢s) € @)
under ~y are still contained in Enp(q), which is formulated
by C,. Case 2 and Case 3 retain the transitions encoded in
B. Notice that we are constructing a finite-state structure
to group all the control equivalent bipartite supervisors, and
recall that the structure of a bipartite supervisor requires that
all the events in a control command v should be defined
after v occurs. Hence, for reaction states, we complete events
in > which are not defined in B in Case 4 and Case 5,
where observable transitions lead to the state ¢?™P and
unobservable transitions are self-loops. We define Case 6
to self-loop events in T' U X at the state ¢?“™P. Notice
that this would not break the control equivalence since
those completed observable events leading to the state g%“™?
would not occur at all.

C. Structure refinement

We refine BPS by computing BPS||CE because C'E en-
codes all the bipartite supervisors. We call BPS||CE the bi-
partite behavior-preserving command-nondeterministic® su-
pervisor BPNS = BPS||[CE = (Qupns, Ytpns = L U
F,gbpns,q})%ts). It can be checked that Qppns = ((Qb U
{a®7}) x {q"]y € THU(@Q™ U {g™™}) x {giz"}).
For convenience, we call any state in Q7. = (Qp U
{q?mP1) x {q7|y € T'} a reaction state and any state in
Qpom = (Q5°™ U {q™™?}) x {gi2"} a control state. By
construction, events defined at reaction states belong to 3,

2BPNS is deterministic, but command non-deterministic because more
than one control command may be defined at some control state.

and events defined at control states belong to I'. We have
prns = QZ;?LSUQE;;Z;

For convenience, the set of supervisors (satisfying state-
controllability and state-observability) is denoted by .7,
and the set of supervisors control equivalent to S,.; is
denoted by .7 (Sori) := {S" € L|L(G||Sori) = L(G||S)}.
The following theorem indicates all the control equivalent
bipartite supervisors are exactly encoded in BPNS.

Theorem IV.1. U L(BT(S")) = L(BPNS).

S'€Fe(Sori)

V. SYNTHESIS OF FORTIFIED SUPERVISORS

In this section, based on BPN S constructed in Section
IV, we synthesize a finite-state structure that encodes all the
fortified supervisors, from which we could extract one to
show the decidability of the supervisor fortification problem.

A. Covert damage strings identification

Firstly, to maintain control equivalence, any fortified su-
pervisor cannot affect its observations of the plant out-
put. Thus, to synthesize fortified supervisors based on
BPNS, we could only prune those illegal control com-
mands. This motivates us to first identify all the covert
damage strings, where each one works for at least one
control equivalent supervisor. However, BPN.S does not
consider the actuator attack effects. Hence, we need to
build the version of BPNS under attack, denoted by

A a,init o
BPNS* = (Q(gpns? ngns’ €1(71;07157 qbpns )’ where Qgpni -
detect) __ detect a,net

pr’ﬂs U {qb;nes(. } - Qg;?w U ngzbs U {qb;nesc }’ qbpns -

qégffs, Egpns =Y UT, and fl‘fpns is defined as follows:

L (Vg,q" € Qp,,)(Yo € X UTD)&pns(q,0) = ¢ =
6l()ZI’Jn(‘;(q?U) = q/

2. (Vg € Qie)(Yo € Teu N Suo)=Eopns(e,0)! =
$oons(2,0) = q

3. (Zq € Qppns) (Vo € Xo)Epns(q,0)! = &hpns(q,0) =
etect
qbpns

The construction of BPNS4 follows the similar process

of BT(S)#, which has been introduced in Section III-

A.2. When an unexpected observation is received (Case 3),

BPN S reaches the state gj<'cc*. We have the following.
With BPNS4, we are ready to carry out the following

synthesis procedure to identify all the desired covert damage

strings.

Procedure 1:

1. Input: G, CE#, BPNS4, and 6,c = (X0, X0 UT).

2. Compute P=G||CE4||BPNSA=(Qp, p,&p, ¢,
Qp,m .

3. Construct P, = Pl@P—Qaa
{(0: 4% as) € @plaf s = qictect

4. Solve a BSCOP where the plant is P, the legal language
is L(’P,), and the control constraint is €, = (X¢,q, Xo,oU
I'). The synthesized supremal solution is denoted as A=
(Qa, Xa &ayr g5™)-

5. Output: A.

In Step 2, we generate P = G||CE“||BPN S*. Notice that

Qpm = Qa X Q¢. X Qp,,, ;- In Step 3, we remove the state

set Qpqaq in P to construct P,.. Intuitively speaking, any state

in QQpqq denotes the situation where the covertness is broken.

Qbad =

where
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In Step 4, we construct a BSCOP, where P is the plant and
L(P,) is the legal language. Notice that ., C ¥, ,UT for
the control constraint €,. because of the assumption ¥, C
Yo, Thus, the supremal solution A exists. For convenience,
the set of attackers that are damage-reachable and covert
against the supervisor S is denoted as 7 (.S). The following
theorem shows that L,, (G||CEA||BPNS4||A) encodes all
the covert damage strings, where each one works for at least
one control equivalent supervisor.

Theorem V.. L, (G||CE4||BPNS4|A) =

U La(GICEA|BT(S)4]|A).

S'€S(S) Ae/ (S')

B. lllegal control commands pruning

Since L,,(G||CE*||[BPNS*||A) encodes all the covert
damage strings based on Theorem V.2 and the attacked
versions of all the control equivalent supervisors are en-
coded in BPNS4, we perform the following procedure to
carry out the pruning on BPNS4 with the guidance of
L (G||CEA|| BPNSA||A).

Procedure 2:
1. Input: G, CEA, BPNS#, A, ¥, and T'.
2. Compute P = G||[CE4||[BPNS4||A = (Qp,Xp = XU

L,ép, a5, Qp.m)-

3. Construct P, = (Qp,, Xp,,&p,, ¢5"") based on P, where

a. Qp, = (Qp — Qpm) U {g™™"}
b. Y¥p, =3XUT

c. ginit = ginit

d. &p, is defined as:

i (Vg,q" € Qp — Qpm)(Vo € ZUT)Ep(q,0) =
¢ =&p(¢0)=1¢
ii. (Vg € Qp —(Qv,m)(VU € XUT)~¢p(q.0)! =
¢p.(q,0) = ¢
iii. (Vo € XUuTl)ép, (¢vmP a) = gdump
4. Solve a BSCOP where the plant is BPNS“, the legal
language is L(P,.), and the control constraint is (I, ¥, U
I'). The synthesized supremal solution is denoted as Sg' =
(@sp: Tsp =X UT, g, q54").
5. Output: S§'.

In Step 2, we compute P = G||CE4||BPNS4||A. In Step
3.a, we construct P, by removing the marker state set of
P and adding a new state qd“mp. Then, 1) in Step 3.d.i,
for any two non-marker states, the transitions between them
defined in P are retained, 2) in Step 3.d.ii, we add undefined
events in XUT" at any non-marker state of P, and those added
transitions lead to the new state qd“mp, and 3) in Step 3.d.iii,
for the state qd"mp , we define the events in X UI". We remark
that only the strings leading to damage infliction should be
forbidden. Thus, Steps 3.d.ii and 3.d.iii are necessary as they
ensure all the legal strings are specified in P,. Notice that
P, is not a complete automaton because 1) when any state
g € Qp,m is removed, all the transitions attached to this state
q are also removed, and 2) the removed transitions are not
completed in Steps 3.d.ii and 3.d.iii. In Step 4, we construct
a BSCOP, where BPN S4 is the plant and L(P,.) is the legal
language.

C. Fortified supervisor synthesis

Since the final goal is to synthesize the fortified supervisor,
we transform S(;‘ to the version in the absence of attacks,
denoted as So = (Qs,, Xs,:&5,, 94 "), Where Qs, = Qga,

init init

qs)" = qsg‘ , 25, =2 UT, and g, is defined as follows:

L. (Vg,q' € Qs,)(Vy € I)sa(q.7) = q = &s0(0,7) = ¢
2. (Vq,q" € Qs,)(Vy €T)(Vo € YN Euo)€sa(a, ) =q' =
650 (q/7 U) = q/
3. (Va,q',q" € Qs,)(Vy € I)(Vo € YN Ep)Esa(q,) = ¢
Nesald' o) =q" = &so(d',0) = ¢"
Case 1 preserves the transitions labelled by control com-
mands in S§'. Case 2 and Case 3 eliminate actuator attack
effects by only keeping the transitions labelled as events in
~ after v occurs. In the following text, we refer to Ac(Sp)
whenever we talk about Sy. It can be checked that Sy is a
bipartite structure. Thus, we artificially divide the state set
of Sy and write Qg, = QgiaUQg‘[’]m, where Q™ is the set
of control states and Q5’" is the set of reaction states. We
have the following observations:

1) Any event in ¥ is not defined at any state of Q’™;
2) Any command in I' is not defined at any state of Qg’";

3) For any state of Q¢’™, once a command in I" occurs, So
transits to a reaction state;

4) For any state of Q”‘éa, once an observable event in X,
occurs, Sy transits to a control state, and any defined
unobservable event in ¥, is self-looped.

Next, we continue to perform the pruning on S by treating
the control states of Sy, where any control command is
not defined, as bad states. Notice that this step is necessary
because the structure of Sy may not be consistent with that of
a bipartite supervisor which requires that an observation must
be followed by a control command, as defined in Section
II-A. The following iterative synthesis procedure helps us
to remove those states causing structure inconsistencies.
Procedure 3:

1. Input: Sy, ¥, and T'.

2. Let k:=0.

3. Compute Q. ge1 = {q € QF"'|Ens, (q) = T}

4. If Qr,det # @, then go to Step 5; if Qp de1 = 9, then
denote FNS := Si and go to Step 8.

_ S|st*Qk,de1

=5, .

e

Construct Sy, ,

o

Solve a BSCOP where the plant is Sy, the legal language
is L(Sk,), and the control constraint is (I',¥, U I').
The synthesized supremal solution is denoted as Sk41 =
((OX T E U F,fskﬂ,qls’ﬁl). We also denote
Qspis = QgiLUQ%iTl’ where Qgi‘jrl is the set of

reaction states and Qg‘;’fl is the set of control states>.

7. Let k < k+ 1 and go to Step 3.
8. Output: FNS.

In Step 2, we introduce a counter k£ and set it to 0. Step
3 - Step 7 carry out the iteration synthesis. In Step 3, for
the k-th iteration, we first find in Si any control state ¢ €

g™ satisfying the condition Eng, (¢) = @, i.e., there is

3The division rule is the same as that of Qs, = Qg‘;’)aOQg%m.
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no control command defined. For convenience, we denote by
Qk,qer the set of those identified control states. As long as
Qk,del 18 not empty, we proceed to Step 5 to construct Sy, . by
removing @)y, 4e; from Sy, and then proceed to Step 6 to carry
out the synthesis where the plant is Sy, with L(Sk ) being the
legal language. The supremal solution of the synthesis always
exists as I' C ¥, UT, and we denote it by Si41. In Step
4, if Qk 4o is empty, then we proceed to Step 8 and output
FNS := S as the final result. We name the output F'N.S as
the bipartite fortified command-nondeterministic supervisor.
The following theorem shows that F'N S exactly encodes all
the fortifications for S,,;.

Theorem V.2. U
S'€Ly(Sori)
Theorem V.3. Problem 1 is decidable.

L(BT(S")) = L(FNS).

VI. CONCLUSIONS

This paper answered a decidability question: whether
determining the existence of a fortification (for a non-
resilient supervisor) against covert actuator attacks is decid-
able, where the supervisor and attacker may have different
observations. To show the decidability result, we propose
a sound and complete decision procedure. In future works,
there are several interesting directions. One is to generalize
the result in this work by considering the defense against
covert sensor-actuator attacks, and another is to relax the
assumption Y. , C X, 4.
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